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Abstract:

The development of computer networks is a very dynamic process tackling
perpetually increased needs and emerging applications. To transition from
legacy computer networks with hardware infrastructure to software-based
and service-oriented networks, technologies such as Software Defined Network
(SDN) and Network Functions Virtualization (NFV) are implemented.
SDN and NFV are key technologies for 5G, edge computing and Internet of
Things (IoT). Both enable flexibility and lower costs through the virtualization
of network functions (e.g. routers, firewalls, gateways, load balancers) on
standard hardware, as well as centralized network management through
software. New solutions are emerging, with a focus on Artificial Intelligence
(AI) integration, network slicing for specific uses, and automation to reduce
both complexity and costs.

Virtual Network Function (VNF) and Cloud-Native Network Function (CNF)
are essential concepts in contemporary digital communications and telecom-
munication systems. VNF virtualizes network functions, decouples software
from hardware, in order to achieve flexibility and uses Network Functions
Virtualization - Management and Orchestration (NFV-MANO) framework
for orchestration. Virtualized routers, load balancers, directory services,
firewalls, wide area network (WAN) optimization, and network address
translation (NAT) services are typical VNFs. CNF is an innovative approach
to networking, which simplifies and scales networking functions utilizing
the cloud. CNFs offer improvements that include lightweight containers for
more agility, microservices, faster scaling and efficiency, using cloud-native
principles for dynamic orchestration and better resource utilization. The core
differences between these two are in routing packets and architecture; VNFs
virtualize hardware with Virtual Machines (VMs), whereas CNFs use containers
and cloud-native design for modularity and resilience.
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INTRODUCTION

The development of contemporary networking is fast and multifaceted.
Computer networks are complex, high-speed, and secure structures that
connect various devices, such as Internet of Things (IoT), mobile, and
cloud-based systems by using advanced technologies. These networks,
comprising Local Area Networks (LANs), Wide Area Networks (WANs),
Internet and cloud infrastructure, enable real-time data exchange for
available applications.
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Over time, more and more demands are placed on
computer networks. Low latency, network scalability,
high availability of service and high security are expected.
Computer networks must provide secure, reliable, and
high-performance connectivity for data exchange, resource
sharing (e.g. printers, storage), and collaborative appli-
cations like cloud computing.

Software Defined Network (SDN), Network Func-
tions Virtualization (NFV) and Cloud-Native Network
Functions (CNFs) are innovative and complementary
technologies for the improvement of contemporary
computer networks.

By replacing specialized hardware with virtualized
software components, network infrastructure becomes
easier to control, more flexible and cost-effective. SDN
divides the control plane from the data plane for central-
ized management. NFV replaces dedicated, physical
devices with virtualized software (e.g. firewalls, routers)
running on Commercial Off-The-Shelf (COTS) servers.
Cloud-Native Network Functions (CNFs) represent an
important change and innovation in telecommunica-
tions, by utilizing the power of cloud-native architectures
with the existing networking functionalities.

Quality of Service (QoS) in computer networks refers
to a set of technologies, procedures and mechanisms to
manage traffic, for ensuring consistent performance for
critical applications by controlling latency, jitter, packet
loss, and bandwidth. It also selects high-priority data
(like Voice over Internet Protocol - VoIP, or video) over
lower-priority traffic during network congestions and
slowdowns.

Meeting new QoS requirements in computer networks
relies on new approaches, methods and technologies.

Al is increasingly being implemented to improve
and expand network performance.

2. SOFTWARE DEFINED NETWORK - SDN

SDN is essentially based on the network control
plane, automatization, and centralized programming
of the network behaviour usually in a data centre. This
concept uses a centralized, software-based controller to
manage network traffic, making automation, improved
adaptability and enhanced security through a program-
mable network.

SDNs enable transition to a highly scalable and
centralized network control architecture which is better
suited to the extremely large networks prevalent in con-
temporary data centres [1], [2]. SDN can be viewed as
the new Internet switching technology. SDN is designed
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to perform fine-grained traffic-forwarding decisions.
One of the major drivers for SDN implementation is
simplification. SDN network is characterized by five
fundamental traits [1], [2]:

o plane separation;

o asimplified device;

o centralized control;

o network automation and virtualization; and
o openness.

The first fundamental characteristic of SDN is the
separation of the forwarding and control planes, [1], [2].

SDN is an approach that uses software-based control-
lers, or application programming interfaces (APIs) to com-
municate with underlying hardware infrastructure, and real
traffic on a network. SDN controls either virtual network or
physical hardware, using sophisticated software.

SDN’s architecture typically consists of three main
tiers or parts (layers, or planes), which may be located
in different physical locations [3]:

o Application tier, that contains network applica-
tions and services like security, load balancing, or
network monitoring;

o Control tier, in the form of the SDN Controller
as the "brain" that manages flow control and data
packet routing; and

o Infrastructure tier which is made from physical
or virtual network devices (switches, routers),
that forward traffic based on instructions from
the controller.

The generalized SDN architecture, with the integral
tiers, is displayed in the Figure 1 [3].

The SDN operations are realized in a defined manner.
Namely, Northbound APIs allow applications to com-
municate with the controller. Southbound APIs enable
the controller to communicate with network devices
(usually using OpenFlow protocol). And the network
itself is abstracted into a single logical entity, thus sim-
plifying management compared to configuring indi-
vidual devices.

There is a risk that the SDN controller could become
the single point of failure [1], [2]. To avoid this, SDN
controllers should use high-availability (HA) techniques
and/ or redundancy. Other systems in the broad com-
puter industry must remain highly available too, such as
Wireless LAN controllers, critical servers, storage units,
networking devices, etc. All these were for some time
relied on HA and redundancy to ensure that there is
no suspension of service should there be a failure of a
hardware or software component. [1], [2]
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SDN applications run above the SDN controller, as
shown in Figure 1 [3], interfacing to the network via
the controller’s north bound API. SDN applications are
ultimately responsible for managing the flow entries
that are programmed on the network devices using
the controller’s API to manage flows. [1], [2]

In the future is predicted that SDNs will be oriented
toward fully autonomous, Al-driven, and scalable ar-
chitectures, making possible various implementations of
5G/6G, edge computing and IoT. SDN will integrate Al
and machine learning to provide smart threat detection,
self-healing capabilities, and centralized management.

It is expected that the market value growth of these
technologies will be close to about $60 billion by 2027.

3. VIRTUAL NETWORK FUNCTION - VNF

Network Functions Virtualization (NFV) is aimed to
virtualize network functions, separating software from
hardware in order to run services on servers.

VNFs are virtualized network services running on
open computing platforms formerly carried out by pro-
prietary, dedicated hardware technology [4]. Common
VNFs include virtualized routers, firewalls, WAN opti-
mization, and network address translation (NAT) ser-
vices. Most VNFs are run in virtual machines (VMs) on
common virtualization infrastructure software such as
VMWare or Kernel-based Virtual Machine (KVM). [4]

VNFs are software-based implementations of network
services, as firewalls, routers, load balancers, etc., that run
on VMs, or in containers. They are basic components of
NFV architecture, that provide large flexibility, lower
costs and scalability for contemporary data centre and
cloud systems.

NEV is the implementation of the functionality of
network appliances and devices in software [1], [2]. This
means implementing a generalized component of the
network (e.g. load balancer, Intrusion Detection System
- IDS, routers and/ or switches) in software. [1], [2]

A typical NFV architectural framework has three key
components [4], [5]:

o Virtual Network Functions (VNFs);

o Network Functions Virtualization Infrastructure
(NFVI); and

» Network Functions Virtualization Management
and Network Orchestration (NVF MANO).

Typical structure of VNF is represented in Figure 2.,
(4].

NFYV is a network architecture approach that decouples
the network’s various applications from its hardware
resources, including compute, storage and other net-
work hardware [6]. This creates a virtualized layer of
network functions deployed as VMs or containers that
can be shared by all network applications. [6]
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Figure 1. Software Defined Network (SDN) architecture, [3].

Source: https://www.researchgate.net/figure/SDN-architecture-The-SDN-network-architecture-has-three-tiers-the-
application-tier-the_fig2 329410780
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Use cases and applications of NFV are [6]: 5G Core,
Network slicing, Edge computing, Network and service.

There is sometimes confusion about whether or not
NEFV is a form of SDN. These two ideas are complementary
and overlapping [1], [2]. SDN may be used to imple-
ment certain parts of NFV. NFV may be implemented
by non-SDN technologies, however, just as SDN may
be used for many purposes not related to NFV. [1], [2]

NFV has been made possible by advancements in
general-purpose server hardware [1], [2]. Multicore
processors and network interface controllers that of-
fload network-specific tasks from the central processing
unit (CPU) are the norm in data centres. These hard-
ware advances have been deployed initially to support
the large numbers of VMs and virtual switches required
to realize network virtualization. Being fully program-
mable devices, these multicore processors and network
interface controllers have the advantage of being repro-
grammed to be many different types of network devices.
This is particularly important in the service provider data
centre, where the flexibility to dynamically reconfigure a
firewall into an IDS as a function of tenant demand is of
enormous value. [1], [2]

4. CLOUD NATIVE NETWORK FUNCTION - CNF

Cloud-Native Network Functions (CNFs) are soft-
ware-based, containerized network services, such as
routers, firewalls, and gateways, aimed to run on cloud-
native infrastructure (like Kubernetes). They utilize
microservices, DevOps automation, and scalability, to
improve both speed and efficiency over VNFs.

A comparison between VNF and CNF is made in
Table 1, taken from [6].

CNFs are an evolution from VNFs which provide
increased flexibility, scalability, reliability, and port-
ability [7].

An important distinguishing feature of the cloud-
native approach is that it uses containers rather than
VMs. Containers allow users to package software (such
as applications, functions, or microservices) with all of
the files necessary to run it - while sharing access to the
operating system and other server resources. This ap-
proach makes it easy to move the contained component
among environments (development, test, production,
etc.) and even among clouds while retaining full func-
tionality. [7]

CNFs are designed and implemented to run inside
containers [7]. This containerization of network archi-
tecture components makes it possible to run a variety of
services on the same cluster and more easily on-board
already decomposed applications, while dynamically di-
recting network traffic to the correct pods. [7]

CNFs use cloud-native principles with leveraging
containerization and microservices architecture. They
are designed to operate in cloud environments with use
of orchestration platforms. CNFs offer scalability, flexi-
bility and efficiency on service demands. Moreover, they
can support better network management and seamless
integration of lifecycle management, agility and respon-
siveness in network architecture environments. [8]

Digital service providers that adopt a cloud-native ap-
proach using both centralized and distributed locations
for applications can benefit from it [7]. Moving beyond
virtualization and VNF to a fully cloud-native design and
CNF can help achieve a higher level of the efficiency and
agility needed to rapidly deploy innovative, differentiated
offers that markets and customers demand. [7]

Virtualized Network Functions (VIMNFs)
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Figure 2. Structure of Virtual Network Function (VNF), [4].

Source: https://www.thousandeyes.com/learning/glossary/vnf-virtual-network-functions
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Among the key properties of the CNFs that make
these excel are the following:

o Containerization and Microservices;
o Scalability and Performance;

o Resilience and Self-Healing;

o Infrastructure Independent; and

o Cost Efficiency.

5. THE COMPUTER NETWORKS IN THE
FUTURE

The computer networks status in the future can be
predicted with some probabilities. Networks are largely
evolving towards intelligent, software-defined, and highly
distributed architectures. The listed will be designed to
operate on immense data volumes and AI-driven work-
loads. According to the informed predictions the focus is
directed to Al automation, edge computing and security,
which is enabling 6G, IoT, and immersive digital experi-
ences. These advancements will enable and provide faster,
more reliable connectivity for IoT devices, supporting
real-time data processing and hybrid cloud platforms.

Regarding computer networks evolution, SDNs are
being in use for over 15 years. It has been more than
a decade that the VNFs are exploited. CNF is novel
approach that evolved more recently, in 2017., [6]. All
three approaches are being in use in contemporary
computer networking practice.

Table 1. Sections and questions

The expected future trends in the computer networks
are:

o Al-driven automation;

» Edge computing;

o Zero trust security;

e 5G/6G connections;

+ Cloud-native networking; and
 Sustainable networking.

As organizations transition from piloting to scaling
and A, the networks become the critical backbone
systems for managing massive data flows, ensuring
low-latency edge computing, and embedding security
directly in the infrastructure. Network engineers should
go beyond hardware-only knowledge to master software
skills, API integration, and AI-driven monitoring and
control. From the network professionals the software
skills will be required, as well as security expertise, and
Al integration to manage those specific systems.

Network Function Virtualization (NFV)

Cloud-native Network Function (CNF)

VNFs running on VMs through a hypervisor
(virtualization layer) on data centre hardware -

Microservices deployed within containers,
orchestrated by platforms such as Kubernetes.

Architecture typically standardized They can run on bare metal infrastructure
(Commercial Off-The-Shelf - COTS) servers. (the most efficient) or on top of VMs.
Scalability Scalable VNFs are provided by adding more VMs. Fine-grained scalability is achieved through
individual microservices and containers.
Resource efficienc Lightweight containers running directly on bare
Y VM hypervisor layer results in a higher overhead and metal infrastructure removes the need for a
and deployment | di - S h isor | duci head and
speed slower setup and instantiation times. ypervisor layer, reducing overhead an

improving deployment speed.

Resilience and fault
tolerance

Resilience is made through VM failover mechanisms.

Designed for resilience with self-healing, container
orchestration and microservices redundancy.

Operational model

Typically managed using traditional Information
Technologies (IT) and network management tools.

Utilizes DevOps practices, Continuous Integration/
Continuous Delivery/ Deployment (CI/CD)
pipelines and cloud-native management tools.

CNFs are highly adaptable; microservices can be

Adaptability and VNEs are generally less flexible; updated independently without impacting
flexibility changes often require redeployment of VMs. .

the entire system.
Development Monolithic nature of VNFs results in a slower Automated CI/CD pipelines and microservice
cycle innovation cycle. architecture contribute to faster innovation cycles.
Cost Potentially is higher of VNFs due to VM resource Typically, CNFs are more cost-efficient with better
efficiency needs and overheads. resource utilization and dynamic scaling.
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6. CONCLUSION

In general, Software-Defined Networking (SDN) and
Network Function Virtualization (NFV) are the basic
technologies determining the good practice in contempo-
rary computer networks. With SDN and NFV hardware-
based infrastructures are transformed to software-driven
systems, i.e. 5G and 6G networks. The complementing
of SDN (providing centralized control) and NFV (giving
virtualized, software-based functions) is essential to
meet growing demands for high speed, low latency, and
massive scalability.

VNFs each provide a single function within a network
service, and consist of one, or more functional compo-
nents. They are software-based implementations of net-
work services, as firewalls, routers, or load balancers,
that run on VMs, or containers. As core components of
NEV, these functions achieve increased agility, scalability
and decreased costs. VNFs are managed and orchestrated
within a Network Functions Virtualization Management
and Network Orchestration (NFV MANO).

SDN controls traffic flows, while VNFs are the services
for processing that traffic. Moreover, both are often
used together in order to create dynamic, virtualized
networks.

Cloud-Native Network Functions (CNFs) are
contemporary approaches to networking, which use
the power of the cloud platform to simplify and scale
networking functions. That is a software-based imple-
mentation of a network function (e.g. routers, firewalls,
or switches), formed to run inside containers. CNFs
represent an evolution from VNFs, offering in parallel
higher efficiency, faster scaling, and better portability for
network infrastructures.

The networks are operating as central systems for the
digital economy, prioritizing autonomous management
to handle the heavy, real-time data loads required by
widespread Artificial Intelligence (AI) adoption.

Networking experts are also mastering competencies
in specific software skills, Al, safety and cloud systems.
Nevertheless, and as automation is constantly increasing,
human operations remain essential for complex trouble-
shooting and strategic planning. In the computer networks
so-called the Quality of Service (QoS) parameters must
be fulfilled. Implementing the QoS increases network’s
reliability, improves user experiences and helps to optimize
overall network performance.
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