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Dear Colleagues,

The first international scientific conference SINTEZA 2014 was organized under
auspices of Singidunum University in Belgrade with the aim to consider the impact
that Internet technologies and latest innovations have on various forms of doing busi-
ness.

The development of Internet technologies has led to irreversible social and eco-
nomic changes in the entire world, including our country. The Internet, as a global
multimedia communication resource, has enabled businesses to surpass geographical
limitations and solve the issue of connecting remote organizations. It has also facili-
tated communication between computers of varying complexity and enabled direct
connection between the organizations that do business together, as well as with con-
sumers. This has resulted in mass adoption of electronic business at the global level.
Web services, multimedia content, mobile technologies, wireless systems, including
the security concepts on the Internet which reduce operational risk, have led to an
increase in the volume of transactions and decrease in the overall costs. This impact
is visible in various sectors including financial institutions, accounting, auditing, in-
surance, tourism and hotel industry, human resource management, manufacturing,
sport and education.

As regards statistical data, there were 205 papers presented at SINTEZA 2014
conference, grouped into 8 thematic fields. Out of the total number of papers, 12
were listed as invited papers whereas student papers were presented within a special
section. Our scientific committee comprised 25 reputable professors from 15 differ-
ent countries. Within the two workshops, lectures were given by eminent experts
from 15 international companies. Considerable number of participants and submit-
ted scientific papers, as well as their quality and scientific contribution, indicate that
SINTEZA conference has been well-accepted and highly- valued within the academic
community in Serbia and abroad.

Esteemed readers, on behalf of the scientific and organizing committee of SIN-
TEZA 2014 conference, I would like to invite you to keep track of all relevant infor-
mation posted on the official SINTEZA website in the upcoming period. It would be
our great pleasure and honour to see you again at Singidunum University next year,
with a new topic and original scientific papers.

Belgrade, Sincerely,

May, 2014. % d /{ M
rof. Milovan Stanisic, PhD

Rector of Singidunum University
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648K-BITS ABOUT BITCOIN

Nancy Neslund®*
1 Ohio Northern University, USA

Abstract:

This paper explores the recent development of digital currencies—currencies which are
creatures of the Internet, self-authenticating, and usable worldwide by members of the
general public to engage in the same types of direct, one-to-one transactions that daily
occur using government-issued currencies. At present, the most developed digital cur-
rency measured by market capitalization is Bitcoin, which will be used as a proxy for the
general phenomenon. Not surprisingly, as Bitcoin’s circulation and visibility has increased,
so have the number of practical and legal issues surrounding its use. Some of these will be
explored in this paper, with a view to considering the utility and viability of such currencies

for widespread, global use.

INTRODUCTION

This paper explores the recent development of digital
currencies'—currencies which are creatures of the Inter-
net, self-authenticating,” and usable worldwide by mem-
bers of the general public to engage in the same types of
direct, one-to-one transactions that daily occur using
government-issued currencies. At present, the most devel-
oped digital currency measured by market capitalization
is Bitcoin, which will be used as a proxy for the general
phenomenon. Not surprisingly, as Bitcoin’s circulation
and visibility has increased, so have the number of prac-
tical and legal issues surrounding its use. Some of these
will be explored in this paper, with a view to considering
the utility and viability of such currencies for widespread,
global use.

WHAT IS BITCOIN?

Bitcoin began with a paper published anonymously in
2008 that outlined how to create a digital currency which
could be exchanged on a “peer-to-peer” basis, would not

1 These currencies have also been referred to as electronic currencies,
virtual currencies and crypto-currencies.

2 That is, no third party is necessary to verify the authenticity of a
particular Bitcoin; the program performs that function automati-
cally.
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be susceptible to unauthorized duplication, and would
have no issuing or central authority. The first Bitcoins
were “mined” in 2009 using an open-source program
which constrains how many coins can be created and at
what intervals (currently 25 approximately every ten min-
utes, but the number drops by half approximately every
four years, with the preprogrammed cap of 21 million
reached around 2025). As of this writing, one Bitcoin is
trading for about 640 USD (€460).° Since approximately
12.5 million coins have been mined, the value of the to-
tal supply is just under 8 billion USD (compared to the
roughly 10 trillion actual U.S. dollars in circulation).

Mining Bitcoins

In the language of Bitcoin, new coins are “mined” by
self-selected “miners,” who have downloaded the software
used to verify all Bitcoin transactions which occur during
a set period of time, condense it into a block of data, and
add the new block to a chain of other blocks recording
earlier transactions. This chain is effectively a public ledg-
er of all past Bitcoin transactions. The current payment of
25 Bitcoins is transferred to the miner who is the first to

3 The number of Bitcoins, current values, trading prices and mar-
ket capitalization were taken from www.coindesk.com on March
13, 2014. CoinDesk maintains a price index for Bitcoin based on a
weighted average of prices on the largest Bitcoin exchanges.
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produce the latest block. Thus, the infrastructure neces-
sary to keep the system running is provided by miners
motivated by Bitcoin rewards. The program is designed to
increase the computational challenge if the solution rate
drops below ten minutes or decrease the challenge if the
rate grows longer than ten minutes.

As recently as January 2013 when Bitcoins were trad-
ing for around 15 USD, it was possible for a miner with a
personal computer to earn Bitcoins. No more. A computer
programmer in Britain started out just that way, but now
has a mining operation using purpose-built machines—166
of them in a secure facility close to the Arctic Circle in Ice-
land, with more computers being built for a second installa-
tion in Texas [1]. Even as of November 2013, the collective
computing power sustaining the Bitcoin network equaled
100 times the collective computing power of the world’s top
500 supercomputers [2]. As the trading price of Bitcoins
has increased, more miners have entered the race; as more
have entered the race, winning has required ever-faster
computing power, which has driven the investment in in-
frastructure higher.

Clearly, the “digital” in “digital currency” does not
mean no physical infrastructure. To the contrary, the
reality raises questions of whether the system is sustain-
able—economically, technologically or environmentally.
Economically, an investment that makes sense when Bit-
coins trade for over 1000 USD, as they did for a time in
December 2013, may precipitate bankruptcy if the value
drops into the 600 USD range, as it is at present. An in-
vestment that is remunerative when the reward is 25 Bit-
coins, may not be remunerative when the reward is only
12.5 Bitcoins. In addition, when the 21 million Bitcoin cap
is reached,* there will still be a need for a substantial in-
frastructure to verify transactions and maintain the pub-
lic ledger. Apparently the intention is that Bitcoin users
will then pay a transaction fee, but there is no guarantee
the fee necessary to support the infrastructure will be a
fee users will be willing to pay. Technologically, as more
coins are mined and more users participate over time, the
public ledger block chain will grow ever longer. At what
point does it become unwieldy? At the time of this writ-
ing, the block chain had already reached 15 gigabytes [4]
and it could take days to establish a new wallet on one’s
own computer.’

Environmentally, the electricity used to operate the
computers mining new coins is already a significant cost
constraint. Those costs factored into the decision of the
miner previously mentioned to establish his operations in
Iceland, where “geothermal and hydroelectric energy are
plentiful and cheap. And the arctic air is free and piped in
to cool the machines” [1].

4 One author has asserted that the cap can be “adjusted or eliminated
altogether” by the agreement of miners “representing more than
half of the system’s computing power” [3].

5 Creating a wallet requires downloading the Bitcoin client. To be
able to independently verify the authenticity of the owner’s transac-
tions, the program needs to have verified all preceding transactions
since the mining of the first Bitcoin. This also means that each time
the wallet's owner wants to engage in a transaction, the computer
must verify all transactions added since the prior transaction. One
user told this author that, for this reason, he leaves the program
running in the background whenever his computer is on.

Doing Business with Bitcoins

There are several ways to acquire Bitcoins for trading
other than mining. One way is to purchase some from
an individual willing to sell. Websites exist that identify
persons willing to sell (or buy) by locale and by payment
method, including cash.® In a few cities, you can use an
ATM machine to buy Bitcoins by inserting cash [5]. You
can also purchase coins from some online wallet services
or from an established exchange.” Because these services
generally seek to be both legitimate and secure, an initial
purchase may take several days to allow for verification
of one’s identity and purchase funds. One can also ac-
quire Bitcoins simply by accepting them in exchange for
goods or services. Whatever the acquisition method, the
purchaser will need to set up a digital wallet to receive the
Bitcoins, which can be installed on a personal computer
(or a removable drive) or with online wallet service. Once
a wallet has been established, a smartphone app can be
used to make transfers.®

As relatively few businesses presently accept payment
in Bitcoin, Coinmap.org displays a world map from which
local vendors and charities accepting Bitcoin can be iden-
tified. Not surprisingly, the United States and Europe have
the largest concentrations, although Buenos Aires lists al-
most as many as New York City.’ There are also online
merchants, such as Overstock.com, that accept Bitcoin
for payment. For both in person and online purchases,
the easiest way to complete a transaction is to scan the
vendor’s code with a smartphone. The relevant code can
also be typed in, but it is likely to be long and cumbersome
(e.g., a 34-digit alphanumeric string).

COMPARISON TO OTHER MEDIA OF EXCHANGE
Comparison to National Currencies

Not long ago, currency transactions were almost com-
pletely accomplished through physical means: via cash,
both paper and coin, and negotiable instruments, most
commonly checks. Today, digital transactions far outstrip
cash transactions. The bulk of one’s annual income can
easily be both received and spent digitally. The cash-only
economy is now largely the preserve of those with the low-
est incomes and those engaged in criminal activities—the
former substantially for reasons of cost and accessibility
and the latter to preserve anonymity. At present, digi-
tal transactions require the use of an intermediary—the
banking system—and often involve fees, either direct
or indirect. These transactions can take several days to
clear. In contrast, cash transactions require no interme-
diary, trigger no fees and are completed instantaneously.
However, they generally require an actual meeting of the
two parties to the transaction. Under appropriate cir-

6 For example, localbitcoins.com.

7  Well established exchanges include www.bitstamp.net (US) and
btc-e.com (Bulgaria). Coinbase.com (US) is a wallet service that
will also trade Bitcoins for USD.

8  Blockchain.info/wallet is a wallet service that provides apps for use with
both Apple and Android phones.

9 At the time of this writing, five sites were listed in Belgrade.



cumstances, many digital transactions can be unwound
through the intersession of the intermediary; cash trans-
actions are generally final. Bank accounts can be hacked
and access codes stolen; cash and checks can be lost or
stolen. Depositors may be protected against bank failures,
but only because laws have been enacted to do so, not be-
cause of any inherent characteristic of the system.

That Bitcoin transactions are digital, therefore, is not
what makes them intriguing. Rather, what is new is the
peer-to-peer characteristic, which makes them function
more like cash: the buyer and seller need not know each
other, no intermediary is necessary and, if no intermedi-
ary is used, no material fees are incurred. All transactions
are final. Significantly, however, in contrast to cash, the
two parties to a Bitcoin transaction need not meet to con-
clude their business. Further, in contrast to digital trans-
actions involving national currencies, Bitcoin transactions
close in a dramatically shorter amount of time.

Other characteristics of national currencies have ana-
logs in the Bitcoin world. If not held oft-line, digital wal-
lets can be hacked, whether stored by a third party or on
one’s own computer. Bitcoins can be lost in a variety of
ways. For example, if the owner keeps his wallet on his
personal computer and the hard disk fails, the Bitcoins
will simply vanish. The government does not insure com-
mercial digital wallet services against the failure of the
service provider, but some who are active in the Bitcoin
world are seeking to create insurance mechanisms that
would protect against the downfall of an exchange like Mt.
Gox and other catastrophic losses [6].

National currencies have their advantages: Bitcoins are
nowhere near as widely accepted as national currencies
and their market value is very volatile, two factors which
are not unrelated. Merchants that have chosen to accept
Bitcoins in payment may be able to mitigate the volatility
risk by converting Bitcoins received into local currency on
a daily basis. Because there is no need to “make change” in
a Bitcoin transaction, there is no need for a merchant to
maintain a ready Bitcoin stock. The same cannot be said
of the consumer who wishes to transact purchases with
Bitcoin, unless they have an readily accessible location at
which to purchase Bitcoins with cash (such as an ATM).

Comparison to Credit Cards, PayPal Accounts and
Debit Cards

Neither credit cards nor PayPal are media of exchange;
rather, they are simply methods of payment. To use them,
both parties to the transaction must have an account
through which to process the transaction. The transac-
tions are not anonymous and can be traced. Vendors
typically incur a transaction fee of 2-3%; buyers may also
be subject to a charge, such as an annual fee. Accounts
can be hacked and access information stolen. However
in the case of credit cards, the holder (at least in the U.S.)
is financially protected from unauthorized use of the ac-
count as long as the misuse is timely reported. With both
of these payment methods, transactions can and will be
unwound by the intermediary under appropriate circum-
stances. This is primarily a benefit to the purchaser.
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Merchants may prefer to receive Bitcoin payments so
as to avoid the fees associated with both credit cards and
PayPal accounts. The speed with which Bitcoin transac-
tions are finalized may also be attractive. Both of these
factors must still be weighed against the volatility risk as-
sociated with Bitcoins although, as previously mentioned,
merchants can protect themselves from much of this risk.

Debit cards are also a method of payment tied to an
institutional account, rather than a medium of exchange.
However, the fee paid by the merchant when the buyer
uses a debit card is considerably less than with credit
cards. Amazingly, debit transactions may not clear the
buyer’s account any faster than a credit transaction. In
other respects, debit cards are similar to the prior two pay-
ment methods.

GOVERNMENTAL RESPONSES

Governmental response to the use of Bitcoins has been
quite varied. Thailand and Russia have banned its use [7].
China has forbidden financial institutions from engaging
in Bitcoin-related business; its largest e-commerce web-
site, Alibaba, has banned its use as a medium of payment;
a major Bitcoin exchange located in China no longer ac-
cepts deposits in China’s own currency [8]. In contrast,
Japan does not consider it a currency, thereby providing
its Financial Services Agency an argument for not regu-
lating it [9]. More favorably, the former Chairman of the
U.S. Federal Reserve, Ben Bernanke, stated that virtual
currencies “may hold long-term promise, particularly if
the innovations promote a faster, more secure, and more
efficient payment system” [10]. It has been suggested that
both US and UK bankers would prefer to see the end of
physical currency and, thus, might like to see a form of
digital cash gain popular acceptance [11]. Perhaps most
favorably of all to Bitcoin, Germany has recognized it as a
“unit of account,” which permits it to be used like cash in
some contexts [7]. In direct contrast to Japan’s position,
some view regulation as necessary to ensure the integrity
of Bitcoin transactions and thereby support their contin-
ued development.

REGULATION OF EXCHANGES AND TRANSFER
AGENTS: CONTROLLING CRIMINAL USE

One of the most common regulatory concerns raised is
the need to address and minimize the ability of Bitcoin and
other digital currencies to facilitate illicit activities, such
as money laundering and the purchase of illegal goods.
The most infamous example of its use for such purposes
thus far was the arrest in October 2013 of the owner of the
Silk Road website (a digital marketplace) and the seizure
of nearly 175,000 Bitcoins by the U.S. government. The
owner has been charged with drug trafficking and money
laundering. Three additional individuals associated with
the website were arrested in December. Then in January
2014, Charlie Shrem, an outspoken Bitcoin advocate, was
also charged with money-laundering in connection with
Silk Road’s online activities. No trials have yet been held.
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It has become apparent that the early vaunting of
Bitcoin’s transactional anonymity was substantially
overstated. The transaction ledger previously discuss is
a public record of all trades with respect to each Bitcoin
ever mined. Although encoded and lacking the par-
ties’ names, the ledger can be read and the transaction
amounts and public keys' of the parties uncovered. “You
can track specific Bitcoin movements just as you would
the serial number on a U.S. dollar” [12].

The U.S. has determined that all digital currency
exchanges and businesses facilitating the transfer of
Bitcoins, such as the providers of commercial wallets,
are “money services businesses” (MSB) and, therefore,
subject to the Bank Secrecy Act. This places them un-
der the regulatory authority of the U.S. Department of
Treasury’s Financial Crimes Enforcement Network (Fin-
Cen). The Act requires MSBs to be licensed and to re-
port transactions over 10,000 USD. Further, the Money
Laundering Control Act requires them to comply with
its know-your-customer requirements. In May 2013, the
U.S. seized accounts of the U.S. affiliate of the Mt. Gox
exchange because it was not FinCen compliant.

In a similar move, in December 2012 France officially
licensed a Bitcoin exchange as a “payment services pro-
vider” [13].

TAXATION OF BITCOIN TRANSACTIONS

Along with concerns about the facilitation of criminal
activities, governments have been concerned about tax
avoidance that could result from economic transactions
occurring in Bitcoin. Australia, Canada and the Nether-
lands have each addressed the tax treatment applicable
to Bitcoin transactions under their respective laws. In the
U.S., although the U.S. Government Accountability Of-
fice has recommended that the Internal Revenue Service
(IRS) issue informal guidelines on the taxation of trans-
actions in digital currencies, the IRS has not yet done
so.'" Rather than developing new principles or promul-
gating new rules, the challenge for countries seems to be
how to determine the proper characterization of Bitcoin
transactions within the scope of existing law. Two alter-
native conceptual frameworks have been advanced: 1)
treat it as a currency and use the approaches that govern
transactions in foreign national currencies or 2) treat
it as property and analyze transactions as exchanges of
property.'” The following discussion uses U.S. tax law to

10 When Bitcoin payments are made, the transferor encrypts the
transaction using the recipient’s public key and the recipient
unencrypts the transaction with the related private key, which is
known only by the owner. Maintaining the security of the private
key is one of the primary protections against theft built into the
Bitcoin program.

11 The IRS has issued no formal guidelines, but two other agencies of
the U.S. government have. A federal district court held that Bitcoin
was a currency for purposes of the Securities Act of 1933 [14],
while FinCen held that digital currencies are not currencies [15].
The difference in these decisions can be traced, in part, to the spe-
cific statutory and regulatory authorities that were being interpre-
ted, including the differing purposes animating those regulatory
schemes.

12 For example, it has been reported that Norway will not treat Bitco-
in as currency, but as an investment asset or, more broadly, proper-

ty [8].

illustrate the possible implications of these alternative
treatments.

Is Bitcoin a currency?

Under U.S. law the question is whether Bitcoins fall
into the narrow category of “nonfunctional currency”"?
[16] or the general category of “property” (which does
not include money) [17]. If Bitcoins are currency, but
not the taxpayer’s functional currency, every use of a
Bitcoin to acquire a good or service would subject the
user to taxation (at the taxpayer’s highest marginal tax
rate—presently as high as 39.6%) on the gain or loss from
the exchange. For example, if the taxpayer a piano worth
800 USD using a Bitcoin presently worth 800 USD (but
originally acquired for 700 USD), the taxpayer would
have a 100 USD gain and would be required to pay a tax
of up to 39.6 USD. If Bitcoins are not currency, Bitcoin
transactions will be taxed as property transactions, dis-
cussed below.

As thoroughly analyzed in [7], the most likely result
is that Bitcoins, at least at this time, would not be classi-
fied as currency for one or more of the following reasons:

¢ It is not predominantly used as a medium of ex-

change rather than for investment,'

¢ Itis not “widely or commonly accepted by a com-

munity or a group in exchange for goods,”

¢ Itis not used as a standard of value,"

It does not function as a unit of account,'® or
It is not legal tender in any jurisdiction.

Taxation of Bitcoins as Property

If Bitcoin is not a currency, it seems most likely that
Bitcoin transactions will be analyzed as property transac-
tions under national tax laws. In the U.S., the tax treat-
ment of property transactions depends both on why a
taxpayer is holding the property and how long the prop-
erty is held. A key question for Bitcoins would be wheth-
er, in the hands of a particular taxpayer, they will be clas-
sified as “ordinary” assets or “capital” assets [17]. Gains

13 The currency of a nation other than that of which the taxpayer is a
citizen or permanent resident.

14 As several commentators have noted, at this point in time what
prevents Bitcoins from effectively functioning as a medium of
exchange is that many, if not most, holders seem to be speculating
on it being a good investment (that is, that its value will continue
to rise considerably), rather than using it as a supplement to their
existing monetary system. The more Bitcoins are held for inves-
tment, the less they are available to facilitate exchange transacti-
ons. The proof generally offered for this includes its wild fluctuati-
on in price [18].

15 Use as a standard of value is precluded by the same volatility refe-
renced in the prior footnote. Stated another way, it is not a stable
store of value as measured, for example, against other currencies
or against goods and services in the marketplace.

16 This concept is very close to its predecessor. The argument is that
Bitcoins value is not sufficiently stable forto it could act as an
effective standard with which to measure one’s economic activity.
However, Germany has recognized Bitcoin as a “unit of account,”
which might in turn lead it to characterize it as a currency. This
author to date has found no information on Germany’s tax tre-
atment of Bitcoin transactions.



and losses on ordinary assets are, like the nonfunctional
currencies previously discussed, taxed at an individual’s
highest marginal rate. Gains and losses on capital assets,
if held more than one year, are taxed at a maximum rate
of 20%. Capital assets held for one year or less are taxed
like an ordinary assets.

With regard to Bitcoin, there are six taxpayer catego-

ries:

+ Investors, who buy Bitcoins primarily for appre-
ciation in value. They are required to track the
price paid for their Bitcoins so that, when sold,
their gain or loss on can be measured. The length
of time held (one year or less versus over one year)
will determine whether the gains and losses will
be taxed like ordinary assets or like capital assets.
Investors subject to U.S. laws are used to keeping
such records, so complying with the law would be
relatively straightforward."”

¢ Traders, who buy and sell Bitcoins for their own
account, principally to profit from short-term
market swings. Although some unique rules ap-
ply to traders as compared to investors, the ba-
sic rules are the same. Because of the short-term
holding period, their gains and losses will be ordi-
nary. Again, traders in the U.S. are familiar with
the recordkeeping requirements and so are likely
already maintaining records for compliance.

+ Miners, who earn income either from the servic-
es they provide or from being in the business of
Bitcoin mining. The ultimate tax outcome will be
the same as for ordinary assets. Under U.S. law,
the tax treatment for earned income is the same,
whether payment is in the form of money or prop-
erty [19] (here, Bitcoins).

+ Exchanges, which generate their income by earn-
ing brokers fees from the clients matched up in
Bitcoin buy-sell transactions. This will be classified
again as fees for services and, therefore, ordinary
income. The tax treatment will be the same as for
miners. Note that some exchanges may also be Bit-
coin traders.

+ Sellers of goods and services who accept Bitcoin
in payment. The tax treatment will be the same as
for miners.

+ Individuals who buy Bitcoins and then use them
to buy goods and services. These will be character-
ized as barter transactions, which will be taxed like
the transactions of investors or traders, depending
on how long the individual had held the Bitcoins
used in the transaction.

The above may initially seem straightforward but, ex-

cept for investors and traders, two enormous challenges
confront those required to report these transactions for

17 Thatis not to say that they will have no issues. For example, if they
buy and sell Bitcoins at various times, but generally own at least
some minimum amount, they will have to select an approach for
determining the cost paid for the Bitcoins sold in each transaction.
There are several possible methods. But Bitcoins, like corporate
stock, are essentially fungible, so a consistent, acceptable method
has to be established for determining when and at what price the
particular Bitcoin now being sold had been acquired.
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tax purposes—the twin challenges of valuation and re-
cording-keeping.

Taxpayers must be able to demonstrate the fair mar-
ket value in USDs of any Bitcoin used in a transaction,
on the dates both of acquisition and of disposition, in
order to be able to prove the amount of taxable gain or
loss [20]. Unlike investors and traders, those in the other
four categories may not have mechanisms in place for
tracking these values. Sellers of goods and services and
perhaps miners and exchanges might be able to avoid
this issue, but only by converting any Bitcoin revenues
received to USD on a daily basis.

The challenge will be hardest for those individuals
who use Bitcoin primarily to buy services and consumer
goods. Assuming most of these individuals do not receive
their wages in Bitcoin, in order to purchase items with
Bitcoin, they will first have to buy Bitcoins (and record
the purchase price of each transaction). When they pur-
chase goods or services, each transaction will be treated
as a separate property transaction. U.S. law specifies that
the amount realized equals the amount of money re-
ceived “plus the fair market value of property” received
in exchange for the Bitcoins given up [21]. Thus, these
individuals will also need to record the value of every-
thing they buy with their Bitcoins. Finally, they will need
to devise a reasonable system for determining which
Bitcoins in their wallet were used to purchase which
goods or services, in order to compute the gain on each
transaction. For anyone who regularly uses Bitcoin as a
medium of exchange, maintaining such records will be a
substantial burden.

THE FUTURE OF BITCOIN

Bitcoin seems most like a noble experiment—it shines
a light on possibilities, while seeming to carry the seeds of
its own destruction. Let us look first at the latter:

¢ Built in to its program is a public ledger, which is

one key to its success because it permits any user
(actually, the computer holding a user’s wallet)
to authenticate a proffered Bitcoin by verifying
it against the ledger, thereby doing away with the
need for a central clearing house and speeding up
transactions. At the same time, the enormous and
growing size of the ledger is, as a practical matter,
forcing individual users to turn to third-party ser-
vices to hold their wallets because the verification
process can overwhelm the capacity of a personal
computer. This puts users back in the position of
having to rely on third parties to facilitate their
transactions, with the attendant costs and delays.
¢ The size of the ledger creates another significant
problem: Maintaining it requires an ever-larger al-
lotment of society’s resources. With the number of
Bitcoins presently in circulation at just over half of
the preprogrammed cap, and with the number of
active users as yet tiny in comparison to the num-
ber required if Bitcoin is ever to reach the status of
a currency, the system is already consuming com-
puting resources equivalent to 100 times the fast-
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est 500 supercomputers the world has to offer, as
well as a tremendous amount of electricity. Digital
the currency may be, but the infrastructure to sup-
port it is not part of the solution to climate change.

¢ To reach currency status, Bitcoin needs to be sub-
stantially worldwide in its reach and use. A key
strength of the concept is not that it can improve
transactions in one or more specific geographic
locales, but that it can make geography irrelevant.
With that in mind, the preset 21 million cap seems
entirely inadequate. Fractional Bitcoins can be
spent—fractions as small as one 100 millionth of
a Bitcoin [5]. But even if that smallest divisible
portion, referred to as dust, had a value of 1 USD
(making one Bitcoin worth 100 million USD), total
Bitcoin capitalization would still only reach 2.1 tril-
lion USD. There are approximately 10 trillion USD
currently in circulation and even that is not enough
to allow them to be used in individual transactions
all over the world.

+ Another strength of Bitcoin, which is critical to its
ability to broaden its user base and reach into areas
currently less served by existing financial institu-
tions, is Bitcoin’s low transaction costs. The system
is financed currently by paying those willing to
provide the necessary infrastructure with rewards
of newly mined Bitcoins. However, infrastructure
needs will continue to grow and the rewards, meas-
ured in Bitcoins, are programed to drop by half ap-
proximately every four years. Transaction fees will
have to rise to maintain the system in the future.
Already some users attach payment premiums to
their transactions to incent miners to select their
particular transactions for the block the miner will
add to the chain [13], leaving lower fee transactions
to close in later blocks. As this practice increases,
low- and no-fee transactions will gradually disap-
pear.

¢ The promise of low- and no-fee transactions is even
a bit misleading even now because it is true only
for the peer-to-peer part of the transaction. Since
Bitcoin has not risen to the level of a functional
currency, users of the system often have to engage
in currency exchanges between Bitcoin and other
currencies. Significant fees are usually associated
with those transactions, which are part of the cost
of doing business with Bitcoin.

Solutions for these problems are apparently available:
that the block chain can be shortened “if necessary” [13],
the cap could be adjusted or entirely eliminated [3], and
transaction fees could simply be imposed to provide a
more secure funding mechanism [22]. But how is this pos-
sible? Apparently, miners can change all these fundamen-
tal program characteristics—at least if miners represent-
ing more than half of the system’s computing power agree
[3]. This, if true, suggests that seemingly any portion of the
program, no matter how fundamental, can be changed as
long as the requisite agreement can be achieved. Remem-
ber who the miners are: anyone who chooses to download
the free software and engage in the work of consolidating

transactions into blocks to add to the chain. Thus, in lieu
of a banking system regulated by a government, the entire
Bitcoin system, which aspires to be a global financial alter-
native, is governed by whomever happens to be providing
computing power to support its infrastructure.

Let us now reconsider some of the claims made for
Bitcoin’s advantages over traditional financial services.
Three were just discussed: the cap on the total number of
mineable Bitcoins, the lure of low- or no-fee transactions,
and its peer-to-peer characteristic that alleviates the need
for a third party in transactions. Others attributes ascribed
to Bitcoin include:

¢ The transfer process is anonymous: The owner of
the Silk Road website may take issue with the ac-
curacy of this assertion. While it is true that the
public ledger does not contain users names, every
Bitcoin transaction is recorded there identified by
a person’s unique public key and a unique Bitcoin
identifier. This information aided in the apprehen-
sion of the Silk Road principals. Further, for those
who use wallet services, their wallets are associated
with such personal information as their names and
associated bank accounts.

¢ Transfers are nearly instantaneous: This is true if
users have already established and funded their Bit-
coin wallets, but it can take several days to down-
load the Bitcoin client software to establish a wallet
on one’s personal computer and funding it will take
additional time or, alternatively, it will also take
several days to establish and fund a wallet with an
online service.

+ Bitcoin transactions are secure because of its two-
key protocol. Users provide only their public key to
other users, while keeping their associated private
key information secret. Since the private key is nec-
essary to remove funds from a wallet, the funds are
protected so long as users keep their private keys
confidential. As Bitcoin has attracted more atten-
tion, it has also attracted hackers. The system does
seem to be fairly robust against duplication of Bit-
coins, but less so against theft and destruction.

+ Bitcoin may substantially increase financial services
available to the world’s unbanked [5]: This seems
unlikely, at least at this stage, because participation
requires a digital wallet. A smartphone app can fa-
cilitate Bitcoin transfers from wallet accounts, but
smartphones do not have the capacity to host a wal-
let. For that one needs either a personal computer
(with ready access to electricity) or to set up a wallet
with a third-party, who then performs a bank-like
function.

Having now concluded that Bitcoin has not lived up
to many, if not most, of the expectations raised by its pro-
moters, it seems appropriate to end by considering what
Bitcoin has achieved. Its most significant contribution
is suggesting feasible future achievements, even though
Bitcoin itself is unable to reach them. For example, it has
demonstrated there is a demand for the ability to cheaply
and quickly transfer funds without geographic constraints;
it has shown that it is technologically possible to speed up



transfer times across national borders; and it has proven
that a significant portion of the population is ready to con-
vert to a digital form of cash. That said, Bitcoin has not
established that a peer-to-peer system can function with-
out a governing body. It has simply vested that authority
in the collective of self-selected miners. With any system
designed to securely transfer and store significant amounts
of global wealth, it would seem considerably more prudent
that such a governing body be expressly created and au-
thorized to act, while having protocols in place imposing
an appropriate degree of accountability upon it. In other
words, may have demonstrated that it is time for a govern-
ing body with a global portfolio to develop a universally
accessible digital currency capable of peer-to-peer trans-
actions.
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Abstract:

The Logistics and freight transport industries are ones of the most dynamic and important
sectors of each economy. Logistics provides a vital “backbone” function in supporting mac-
roeconomic processes and the operation of markets, critical infrastructures and distribution
to both business and consumers, which extended much more with process of globalization.
Every contemporary logistic company is conducted by the quality and precious with IT
technologies in supply chain management (“just in time model”). Every real logistic opera-
tion is mirrored in the IT system. Modern IT guarantees the fast forwarding of the order,
maximum transparency and the complete documentation of all business processes.

The purpose of this paper is to give a comprehensive review of new information tech-
nologies in logistics operation, especially of the branch of the Quehenberger Logistics
in Macedonia. The Salzburg-based company Quehenberger Logistics typically uses a
wide range of transport modes - trains, trucks, planes and ships and thereby strives
to optimally integrate the existing software solutions of the customer, to reduce the costs
and strengthen effectiveness. Existing technologies are already playing important roles
for ongoing services like as just in time (JIT) and just in sequence (JIS). In fact, the
benefits of specific technologies, such as radio-frequency identification (RFID) and
global positioning systems (GPS) are already used in this company. The effective us-
age of such existing information technologies can already yield major efficiency and
ecological benefits in the supply chain. Quehenberger Logistics create IT interfaces in
order to optimized and harmonized IT systems and connect all the players around the
world in the most cost-effective way, who can then seamlessly follow what is happening
along the entire chain of transportation and across all continents and modes of transport.
The integration of existing individual solutions generates cost-effective and efficient new
applications that match the needs of customers precisely.
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INTRODUCTION

There are more than 190 countries in the world today.
All countries participate in international trade. No matter
what their size, shape, number of populations, however,
there are certain characteristics that are common to all. In
each, for instance, there is economic activity. Goods and
services are produced, exchanged, and consumed.

The globalization of business has had a tremendous
impact on the way companies operate today. Tectonic
shifts in the world economy, combined with leaps in In-
ternet and telecommunication technology, are irrevers-
ibly transforming the global market. But, major industrial
countries play a leading role in the international trade of
goods and services.

International business has been undergoing a period of
rapid transformation. Trends towards globalization, inte-
grated logistics and the development of Information and
Communication Technology (ICT) are all reshaping the
world’s trading patterns and consequently physical trade
flows.

With the increasing globalization of economic activity
and rapid development of Information and Communica-
tion Technology, businesses are seeking to develop and
organize strategic, efficient and world-wide networks.
These networks, which are often referred to as global lo-
gistics, focus on integrating product sourcing, production
and distribution.

International transportation is concerned with the
highest scale in the mobility of freight and goods with



intercontinental and inter-regional movements. It is con-
sequently subject to many geopolitical considerations
such a control, competition and cooperation. Globaliza-
tion processes have extended considerably the need for
international transportation, notably because of economic
integration, which grew on par with the fragmentation
of production systems and the expansion of internation-
al trade. Both processes are interdependent and require
an understanding of the transactional context in which
multinational corporations are now evolving in. There is
thus a growing level of integration between production,
distribution and consumption, which efficiency has been
expanded by logistics.

Globalization drives a higher level of complexity in
the logistics supply network, highlighting the important
role of distribution and transportation to enhance mar-
ket value of products. The importance of distribution and
transportation in maintaining a company’s sustainable,
competitive advantage further increases the sophistication
of distribution and transportation operations. Global lo-
gistics represents the process involved in getting a product
from the factory floor to the store shelf, and everything
in between. It includes the global sourcing of the product
— where it’s manufactured — its transportation, the in-
dustrial real estate sites and warehouses that hold it prior
to delivery, the logistics management software and other
technology used throughout the supply chain and the
third-party logistics providers who manage the process
from beginning to end.

Transport and logistics have a critical role to play in
the evolution of the world economy. As the expand to new
markets and strengthen the transport links between their
domestic markets and rest of the world, they will provide
the infrastructure for radically changing trading networks.

LOGISTICS AND ECONOMY GROWTH

The logistics and freight transport industries are
ones of the most dynamic and important sectors of each
economy. Logistics is far more than just goods transport,
warehousing and special process solutions. On average,
logistics costs account for 10-15% of the final cost of the
finished product. This includes costs such as transporta-
tion and warehousing. Logistics provides a vital “back-
bone” function in supporting macro-economic processes
and the operation of markets, critical infrastructures and
distribution to both business and consumers. Since lo-
gistic companies typically use a wide range of transport
modes - trains, trucks, planes and ships - they are inter-
ested in improvements that affect the entire system.

The logistics sector is by no means a clearly defined
sector of the economy. It does not exist as a service sector
in the national accounts system. In general it is under-
stood that the logistics sector covers all outsourced logis-
tics activities, while in-house logistics activities within the
manufacturing and distribution sectors are not part of the
logistics sector. [4]

Business logistics is the process of planning, imple-
menting and controlling the efficient and effective flow
and storage of goods, services, and relating information
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from the point of origin to the point of consummation for
the purpose of conforming to consumer requirements.
But modern logistics process is expanded with supply
chain management. Whereas logistics has traditionally
focused on coordination the product, the information
movement, and the flow of activities on the individual
firm, supply chain management coordinates the prod-
uct, information, cash movement and flow activities in
a logistics channel environment. [1]. The effective and
efficient management of transportation has significant
impact on all three types interfirm flows (product, infor-
mation and financial capital) and is critical in achieving
supply chain integration and objectives. [2].

Efficient logistics systems allow world businesses to
take advantage of the fact that lands, and the people who
occupy them, are not equally productive. Logistics is the
very essence of trade. It contributes to a higher economic
standard of living for us all. To the individual firm op-
erating in a high-level economy, good management of
logistics activities is vital. Markets are often national or
international in scope, whereas production may be con-
centrated at relatively few points. Logistics activities pro-
vide the bridge between production and market locations.

One of the most obvious manifestations of logistics ac-
tivities is the growth in freight transport due to the world-
wide expansion of trade. In particular, the globalization
of industry, including planning, sourcing, manufacturing
and marketing activities has resulted in more complex
trading and much more developed transport networks.

Development of trade networks has also been facili-
tated by major regulatory and technical trends. Trade
liberalization, particularly within trading blocs such as
the Asia-Pacific Economic Cooperation (APEC), the Eu-
ropean Union (EU) and the North American Free Trade
Agreement (NAFTA), has removed constraints on cross-
border movement and has reduced related “barrier costs”.
Advances in telecommunications and information tech-
nology have given companies the means to improve the
efficiency of their businesses across widely dispersed geo-
graphic locations.

The global logistics industry is estimated at roughly 5,4
trillion euro or 13,8% of the global GDP. This leads to an-
nual logistics expenditures in Europe and North America
of around 1 trillion euro respectively. [7]

The annual logistics cost for the USA is about 9% of
GDP and internationally it varies between 9% and 20%
of the GDP. The US logistics market is the largest in the
world and accounts for one-third of the world logistics.

Logistics is the backbone of European industry, mak-
ing fundamental contributions to the competitiveness, ef-
ficiency and sustainability of European business. Europe
is home to several logistics companies which are world
leaders. Five of the top 10 global logistics companies are
European. In 2008 in terms of revenue, logistics is gen-
erating €950 billion. Despite this, it is often forgotten or
incorrectly grouped together with other sectors of indus-
try. This misunderstanding is largely due to the complex
nature of logistics.

They are a large variation between the European coun-
tries according the logistics sector employment, costs per
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tonnage, sharing in GDP etc. Across all 27 EU member
states, the logistics sector employed in 2005 some 7 mil-
lion persons, 5.6 million (80 %) in the EU-15 countries
(representing 3.2 % of the total labour force) and 1.4 mil-
lion in the 12 new member states (3.3 %). Despite a con-
siderable variation of the share of the commercial logistics
sector in both the old and the new member states between
roughly 2 % and 5 %, the average importance of employ-
ment in the logistics sector is the same in the old and new
member states. Also, they are a large variation between
the European countries according costs per tonnage e.g.
ranging from about 5 EUR in Bulgaria to nearly 19 EUR in
Denmark and Sweden for road transport in 2006, mainly
caused by the immense difference in labour costs. The
share of labour costs in total costs varied in 2006 between
13 % (Bulgaria) and 68 % (Luxemburg) in road haulage in
contrast to rail freight and also air freight transport where
this share varied between 1 % (Bulgaria) and 20 % (Bel-
gium). Finally, the logistics sector produces slightly less
than 3 % of GDP in both old and new member states. In
absolute terms its contribution was 284 billion EUR, of
which 93 % were produced in the old and 7 % in the new
member states. [4]

The industry is extremely diverse, including a range of
branches such as freight, global forwarding, express and
contract logistics as well as being multi-modal. Logistics
also spans across a variety of sectors, including the life sci-
ences, healthcare, technology, aerospace, retail, consumer
and fashion industries. This market fragmentation has
historically led to the absence of a single body represent-
ing the industry. Logistics has a role to strength competi-
tiveness and increasing efficiency of European economy.

Logistics has a key role to play in increasing the com-
petitiveness of European industry in both the services
and manufacturing sectors. The distribution of materials,
components and products is one of the determining cost
factors in production. Therefore, a well-run supply chain
has a positive knock-on effect across an entire organiza-
tion, offering a competitive advantage to all types of busi-
ness.

As logistics evolves from the classic transport function
to a more strategic, cross-functional and global discipline,
the importance of logistics only increases. Increasing the
efficiency of logistics has the potential to decrease the cost
of a finished product. The European Commission recog-
nizes the importance of logistics in increasing Europe’s
competitiveness. In its 2006 Communication on Freight
Transport Logistics in Europe, the Commission stated
that “logistics measures are indispensable for maintain-
ing and increasing European competitiveness and pros-
perity in line with the renewed Lisbon agenda on growth
and jobs”. The Commission also recognizes that, whilst
logistics is primarily a business-related activity and a task
for industry, the authorities have a clear role to play in
creating the appropriate framework conditions.

One of latest initiatives is the Commission’s proposal
enhancing security in the supply chain. This proposal il-
lustrates the balance that has to be drawn between security
procedures fulfilling the highest requirement and the free
flow of trade.

INFORMATION TECHNOLOGY AND LOGISTICS

Information technology and Internet have had a tre-
mendous impact on the way companies operates today.
This technology has developed so quickly over the past
few years that it is difficult to speculate what the future
hold. Globalization, Internet and hyper competition gives
a new dimension to the market and operation. All three
forces reinforce the pressure to reduce prices. The rea-
sons should be sought in the growing interest in electronic
commerce. Trends towards globalization, logistics and the
development of ICT, including e-commerce, are combin-
ing to reshape the world’s trading patterns and conse-
quently physical trade flows.

Internet technology is rapidly becoming a powerful
business tool because of its online commercial services
and e-commerce capabilities. The net is ready to become
a medium by which companies trade, make contracts, ex-
change data and information, discuss designs and locate
components. Strategic applications of innovative informa-
tion such as Global Positioning System (GPS), ITS, Elec-
tronic Data Interchange (EDI) and Electronic Commerce
(EC) integrated through the Internet will then become
inevitable.

The growth in IT is not just restructuring the world
economy; it is leading to a new phase of industrial trans-
formation. According to a study in which participated the
leading information technology companies (AT & T and
Cisco), and investigated the matter and actuality shows
six dramatic changes that will face companies in the next
five years: 5]

The global digital economy comes of age
Industries undergo a digital transformation

The digital divide reverses

The emerging markets customer takes center stage
Business shifts into hyperdrive

Companies reorganize to embrace the digital econ-
omy

Indeed, to compete on the global stage, and reap the
benefits of the digital marketplace, IT experts agree that
industries will continue to see sweeping changes over the
next five years, particularly in IT (72%); telecommunica-
tions (66%); entertainment, media and publishing (65%);
retail (48%); banking (47%) and life sciences (38%).That
is the nature of technology, for both good and bad—it
destroys old ways of operating that aren’t as powerful any-
more.
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Such restructuring is leading to economic growth, bet-
ter allocation of resources and above all greater freedom
of choice for consumers.

Today’s transportation and logistics systems have new
challenges:

+ The Internet and e-business

+ Continued globalization

+ Business alliances

+ Rapidly changing satellite technology

The use of satellite technology has a major impact on
logistics. Using global positioning technology (GPS), sat-



ellites are being used to track vehicles throughout their
movement from origin to destination. Existing technolo-
gies are already playing important roles in Transport and
Logistics operations across Europe. The introduction of
the satellite navigation system GALILEO will have a sub-
stantially positive impact on this development and so will
the Long-range Identification and Tracking (LRIT), River
Information System (RIS) and Automatic Identification
System (AIS). SafeSeaNet should also contribute to im-
proving logistics in the maritime field. In rail transport,
telematics application for freight (TAF) and the European
Railway Traffic Management System (ERTMS) should
provide applications for integrated railway logistics. [3]
In fact, the benefits of specific technologies, such as
radio-frequency identification (RFID) and global posi-
tioning systems (GPS) are already being employed by
leading logistics companies. Technological changes in
communications (such as satellite global positioning sys-
tems to maintain contact with motor carrier fleets) have
helped to improve service quality to the extent that motor
carrier companies now are able to meet narrowly defined
time windows for pickups and delivers. The continued
development of radio frequency identification (RFID) is
allowing companies to technology and computers is an-
other area that has tremendous potential for logistics. [2].
The effective usage of such existing information
technologies can already yield major efficiency and
benefits in the supply chain management. Smart tech-
nologies should be introduced to avoid delays in the
supply chain for security and reasons. Computer sys-
tem also support the flow of materials and products
along the supply chain. Purchasing and transporta-
tion systems supported by electronic data interchange
(EDI), and more recently the Internet, manage the flow
of materials from vendors. Numerous technologies,
such as CAD/CAM and automatic materials handling
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systems, support the manufacturing process. Deploy-
ment planning, vehicle load management, and vehicle
routing and scheduling systems plan the movement of
products from plants to warehouses to customers. The
benefits of using an integrated system is to reduce lo-
gistics costs and improve customer service. [1]

However, with the increased adoption of mobile
phones throughout the world and the growth of phones
with GPS positioning capabilities, mobile phones and net-
works are now an essential tool for providing important
tools and information to developed better concept of sup-
ply chain management.

Global logistics networks serve as a circulatory system
for the corresponding global value-adding chain where
various components in the logistics network serve dit-
ferent functions in an organizationally unified manner.
Therefore, in order to achieve better customer service,
organizations are increasingly adopting the two levers of
process improvement and technological breakthroughs,
improved supply chain management system and infor-
mation technologies innovations such as cloud platform.

The existence of high-performance information infra-
structure will dictate the logistics competence of a country
or a region. These complex and sophisticated information
infrastructures will induce interactive processes in logis-
tics activities.[6].

SUPPLY CHAIN MANAGEMENT AND
TRANSPORTATION REQUIREMENT PLANNING

Information systems and information technology are
critical to manage effectively the processes in the supply
chain. Improvements in both of these areas over the past
few years have allowed firms to significantly reduce as-
sets and operating costs, as well as improve over logistics
service.
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Figure 1. A Model of Supply Chain Management
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Logistical activities have always been vital to organiza-
tions, and so business logistics and supply chain manage-
ment represents a synthesis of many concepts, principles,
and methods from the more traditional areas of market-
ing, production, accounting, purchasing, and transporta-
tion, as well as from the disciplines of applied mathemat-
ics, organizational behavior, and economics.

Supply chain management (SCM) is a term that has
emerged in recent years that captures the essence of in-
tegrated logistics and even goes beyond it. Supply chain
management emphasizes the logistics interactions that
take place among the functions of marketing, logistics,
and production within a firm and those interactions that
take place between the legally separate firms within the
product-flow channel. Opportunities for cost or customer
service improvement are achieved through co-ordination
and collaboration among the channel members where
some essential supply chain activities may not be under
the direct control of the logistician.

After careful study of the various definitions being of-
fered, we can propose the broad and rather general defini-
tion as follows: “Supply chain management encompasses
the planning and management of all activities involved in
sourcing and procurement, conversion, and all logistics
management activities. Importantly, it also includes coor-
dination and collaboration with channel partners, which
can be suppliers, intermediaries, third party service pro-
viders, and customers. In essence, supply chain manage-
ment integrates supply and demand management within
and across companies.”

The supply chain management model in Figure 1
viewed as a pipeline shows the scope of this definition.
It is important to note that supply chain management is
about the co-ordination of product flows across functions
and across companies to achieve competitive advantage
and profitability for the individual companies in the sup-
ply chain and the supply chain members collectively. It is
difficult, in a practical way, to separate business logistics
management from supply chain management. In so many
respects, they promote the same mission:

“To get the right goods or services to the right place, at
the right time, and in the desired condition, while making
the greatest contribution to the firm.”
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Some claim that supply chain management is just an-
other name for integrated business logistics management
(IBLM) and that the broad scope of supply chain man-
agement has been promoted over the years. Conversely,
others say that logistics is a subset of SCM, where SCM
considers additional issues beyond those of product flow.
For example, SCM may be concerned with product pric-
ing and manufacturing quality.

Technological change will increase sharing informa-
tion between shippers and carriers and improve the ef-
ficiency and effectiveness of freight flows. This model is
calling Transportation requirement planning (TRP) sys-
tems. TRP systems can be stand-alone systems or they can
be connected to enterprise resource planning system. This
type of system allows the shipper to connect to supplier,
customers and carriage. This sharing information is nec-
essary to optimize freight movements. The TRP system
also utilizes map and distance data as providing inputs
to carrier freight payments systems. TRP systems are an
application of managing the transportation process as
shown in Figure 2.

TRP system requires as inputs the freight movement
information from the shipper as well as capacity and
pricing information from carrier. Once this information
is received, TRP system can provide optimal shipment
planning, allowing truckload consolidation for the ship-
per and continuous moves for the carrier. The system also
allows for real-time status reporting, if the carrier and the
shipper have the technologies to capture real time data.
TRP system can also provide performance reports as well
as allow simulation analysis to answer “What it” types of
question. [1].

The implementation of TRP technologies offers tre-
mendous opportunities to improve the operation and
management of transportation planning system. This
technology presents a whole set of new challenges to
transportation decision makers. Moreover, realizing the
potential of TRP requires a new way of thinking about
transportation system and how companies can work to-
gether to address transportation problems. The invest-
ment of human capital to reorient the thinking about
technology’s role in transportation is well worth the ef-
fort.
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Figure 2. TRP Model
Source: W.L.Grenoble, Center for Supply Chain Management, Penn Sate University, 2003
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Figure 3. Transportation requirement planning (TRP) Model
Source: W.L.Grenoble, Center for Supply Chain Management, Penn Sate University, 2003

QUEHENBERGER LOGISTICS MANAGEMENT
SYSTEM

Republic of Macedonia has a great tradition in the field
of logistics sector. In this paper a review is given on Que-
henberger Logistics in Macedonia. The company was for-
merly known as Logwin logistics and today this company
operates as a subsidiary of Quehenberger Logistikgruppe.
One of the main goals of the company Quehenberger Lo-
gistics in Macedonia was to introduce and evaluate the
Supply Chain in Macedonia in domain of textile industry.
Management of Quehenberger Logistics Macedonia deal
with the numerous challenges and variability in this sec-
tor, arising from time and delivery performance of suppli-
ers, manufacturing processes and global demand.

One of the features of the textile industry is the short
life cycle of the product, the need for fashion, seasonal and
cultural changes of the product and increasing standards
demanded in the global markets. For this reason Quehen-
berger Logistics through its organizational structure needs
to implement a model of integrating suppliers, manufac-
turers and buyers together in order to fully exploit com-
mon resources and improve the quality and cost of the
final product. This especially applies to the acquisition of
some of the responsibilities that are not principal activi-
ties of customers (Outsourcing) as: acquisition logistics,
internal and external storage, commissioning, packing,
labeling, quality control in the country of production,
processing orders, customs services, global tracking in-
ventory, consolidation and deconsolidation of shipments,
insurance, distribution, export- import administration.

Guided by the optimization principle Quehenberger
Logistics strives to minimize inventory and maximize the
productivity of all assets, reducing the duration of the cy-
cle and be ready for all the needs of customers and the
global market.

To fully respond to these challenges, Quehenberger
Logistics has developed an international logistics available
in a number of airports and ports in the implementation
of the necessary intercontinental transports. Particularly

important Asian countries (China , South Korea), where
part of ancillary arrive and basic materials for the needs of
the textile industry. So Quehenberger Logistics company
for their needs as well as for a number of Macedonian
firms perform the following services:

Quehenberger Logistics is especially the leader in
the field of international travel logistics route, in region
of Western Europe and Balkan countries of production
and delivery of raw materials, semi-finished and finished
products. Weekly on Western European markets, Italy
and Spain and back, departing 50 high volume vehicles
specially designed for textiles. Here you can use the exist-
ing infrastrukturan flexibility and ability to complement
other transport facilities with aggregate shipments. At that
domain Quehenberger Logistics offers the next opportu-
nities:

+ Partial or complete shipments of raw materials

from the earth to supply the country of production
¢ Partial and complete shipments of finished prod-

ucts as the pendulum condition and packaging in

cardboard , with volume vehicles and containers

s Aggregate shipments of basic and auxiliary materi-

als

¢ Forward shipments with appropriate vehicles that

do not limit the days of prohibition for driving with
double crew

+ Combined shipments in two or more countries of

production

¢ Preparing with customs clearance and non-cleared

goods in a customs warehouse

+ Customs clearance of consignments by declarants

company

+ Insurance of goods

With the services offered by Quehenberger Logistics,
customers can be sure that each company get complete
flexibility, impeccable service quality, short delivery, low-
est cost and lowest prices. Particular emphasis is given to
the company’s partnership, mutual trust, openness and
upgrade that enable competitive advantage for companies,
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Figure 4. Organizational Model of Quehenberger Logistics

resulting in improved business performance in compari-
son with those who would be made individually.

With its logistics center company Quehenberger Lo-
gistics offers services to optimize the following types of
services :

+ Transport Logistics (domestic and international
road transport, aircraft and maritime transport)
Logistics cost
Auxiliary storage and basic materials ,

Download the finished products

Control the quality and quantity

Sorting of finished products,

Labeling and packaging

Commissioning of finished products

Circulations of finished products

Global monitoring of supplies and products
Insurance

Customs services

Export- import administration

Distribution etc.

The next great interest to Quehenberger Logis-
tics besides the perspective of the textile industry
is automotive sector. Macedonia offers a particu-
larly cost competitive operating environment for
automotive components manufacturing. The op-
erating costs for the automotive components sec-
tor in Macedonia are among the lowest in Central
and Eastern Europe due to its excess capacity and
low average wages. Macedonia’s proximity to the
rapidly growing automotive manufacturing base
in Central and Eastern Europe and Turkey, which
have become a regional superpower in the auto-
motive industry, makes it an ideal location. The
geographical proximity to these markets allows
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low distribution costs and “just-in-time” product
delivery from Macedonia.

INFORMATION AND TECHNOLOGIES
SERVICES IN QUEHENBERGER LOGISTICS
IN MACEDONIA

Quehenberger Logistics in Macedonia offers com-
prehensive range of tailor-made transport and logistics
services from a single source. As a full-service logistics
organization, this company take care of the whole supply
chain, from warehousing to the final delivery of the prod-
uct, including value-added services.

Quehenberger Logistics offers individual custom-
er and sector solutions — from supply chain manage-
ment and warehousing including logistical value - added
services through to complete outsourcing projects.

Every real logistic operation is mirrored in the IT sys-
tem. The starting point is always the customer’s order. The
ordering system is linked to the IT system of his external
logistics service provider. Depending on the designated
priority, the logistics service provider transports the re-
quired parts to the production line on a scheduled run
or by express delivery. Only a few minutes separate an
order being placed and delivery — depending on the dis-
tance between the warehouse and the production facility.
Every day it is common for several consignments to be
dispatched for ongoing production just-in-time (JIT) and
just-in-sequence (JIS) - non-stop orders and the immedi-
ate delivery of individually loaded racks to the assembly
line is the norm here. Whether JIT or JIS, urgent or sched-
uled, each outgoing consignment is registered by the IT
systems of the customer and logistics service provider. At
the end of this flow of goods and information the consign-
ment is received and an electronic receipt issued.



Modern IT guarantees the fast forwarding of the or-
der, maximum transparency and the complete documen-
tation of all processes. Quehenberger Logistics thereby
strives to optimally integrate the existing software solu-
tions of the customer and to reduce interfaces. The mod-
ular system can be individually adapted and is scalable
without steps.

Quehenberger IT system enters the item number,
quantity, time frame and recipient into the input fields.
The actual dialogue begins now when he discovers
whether the item is available or not. The order informa-
tion also appears on the monitor in the warehouse of his
logistics partner. IT is hard at work in the warehouse
control centre, fully automatic, but under human super-
vision. The warehouse management system (WMS) is
programmed to automatically sort all incoming orders
according to urgency (prioritization) and feed the order
data into the system. The order information is now visible
to the warehouse staff - they take the required items from
the shelves and report their action by scanning the bar
code into the system. When they pass the goods on to the
packers, they also record this electronically. The packers
wrap the goods and take them to the picking area, with the
flow of information running parallel yet again. The pickers
now assemble the order going to a common destination in
the manufacturing facility.

Efficient logistics operations demand correct and time-
precious making decisions to achieve basic logistic thesis:
exact product on exact place at exact time. Undoubtedly,
that fulfilling of this task needs to have qualitative infor-
mation. In other words, it is necessary to know vehicle
position or delivery moment to provide optimal delivery
in any moment to provide optimal delivery process and
to reduce transport costs and operation procedures. For
fulfilling those task, Quehenberger Logistics in Macedonia
uses CVC mobile telematics tracking solutions.

The CVS Mobile telematic system is a business solu-
tion that enables the flawless management of vehicle fleets,
working processes and mobile employees. It is suitable for
use in numerous areas, mainly in transportation, logis-
tics, construction, passenger traffic and numerous service-
oriented private and public organisations. It also enables
constant communication between the vehicle/driver and
the vehicle fleet manager. The company provides a series
of already developed applications to review and manage
working activities in the field - via the internet (WEB) or
W AP-applications on mobile phones.

CVS Mobile telematic service allows simple manage-
ment and accurate control of the vehicle fleet. The date
on the location and condition of vehicles and tasks per-
formed by the driver(s) is available to the company at all
times.

With telematic systems for managing a vehicle fleet
and their application expansion to the internet (WEB) or
mobile portals (WAP) it is possible to track the cargo/
vehicle/driver with different devices. The company can
upgrade its services with the option of tracking cargo via
the web or mobile phone, which gives the customers inter-
active and real time access to the status of its transports/
deliveries.
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Telematic systems for managing vehicle parks provide:
Vehicle and cargo tracking

Full control over the vehicle fleet

Driver navigation and path optimisation
Complete telemetry of the vehicle park

Fuel consumption optimisation
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Working time and driver run optimisation

New technologies present new means to manage the
flow of information. IT as a productivity tool can be uti-
lized to both increase the capability and decrease the cost
at the same time. The integration of the telematic system
with the company’s central information system enables
the exchange of data between different applications, which
makes it easier for the company to keep and manage doc-
umentation. Systemic solutions that provide the automat-
ic capture and transfer of data are also significantly more
accurate than manual entries, which consequently reduce
the number of errors and the misuse of the company’s op-
erating activities. The connection with the company’s cen-
tral system makes it possible to carry out accurate analyses
of working processes and their optimisation because it is
easier to uncover bottlenecks in the operations via various
queries. By implementing advanced analyses and report
reviews that are prepared by the system, it is possible for
the management of the company to make decisions on
new measures regarding the company’s operations, and
various area managers will find it easier to optimise the
employee’s working time based on the collected and pro-
cessed data.

CONCLUSION

Technological research has produced many innova-
tions in logistics concepts and systems. From now on it
is imperative to target research and development on the
integration and consistent validation of the most inno-
vative concepts and systems. The innovative information
technologies for communications and for managements
must benefit the activities and processes on the logistics
market. This is especially important in logistics where de-
cision-making in real time is often postulate of successful
business decision.

Future trends in logistics may prompt companies to
rethink their logistics strategies. In this paper, some of
the most logistics and supply chain management solu-
tions for Quehenberger Logistics in Macedonia are being
shown. This company keeps track of the contemporane-
ous globalization discourse, and the aim of the company
is to provide service for which the consumer is ready to
pay the amount that justifies invested resources. In pur-
suit of competitive advantages Quehenberger Logistics in
Macedonia takes attention of importance of IT, especially
to extent by business philosophy of Just in Time model.
Modern IT guarantees the fast forwarding of the order,
maximum transparency and the complete documentation
of all processes. Quehenberger Logistics thereby strives
to optimally integrate the existing software solutions of
the customer and to reduce interfaces. As a full-service
logistics organization, this company take care of the whole
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supply chain, from warehousing to the final delivery of the
product, including value-added services.

The next great challenges of Quehenberger Logistics

besides the perspective of the textile industry is automo-
tive sector. The geographical proximity to the European
markets allows low distribution costs and “just-in-time”
product delivery from Macedonia.
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Abstract:

Real-world objects, in many fields of investigations, are mapped to the digital raster image
through a variety of sensors, making the image only an approximation to the real-world
object. Due to imperfections in either the image data or the edge detector, there may be
missing points or pixels on lines as well as spatial deviations between ideal line and the
set of imprecise points obtained from the edge detector. The overall effect is an image
that has some distortion in its geometry. It is introduced a mathematical model based on
linear fuzzy space, which cover these uncertainties and helps in the correct interpretation
and important decisions in different fields: image analysis (imprecise feature extraction),
GIS (imprecise spatial object modeling), robotics (environment models), and in medicine

(DICOM medical images).
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INTRODUCTION

The main goal of research topic which is presented in
this paper is modeling of basic planar imprecise geom-
etry objects and their relations, as well as their application
to spatial data management systems. An overview of the
papers dealing with imprecise point objects modeling is
given in [1]. In general, three basic approaches to spatial
data uncertainty/imprecision are recognized : exact mod-
els, probabilistic models and fuzzy models.

Our model of the imprecise line object is based on the
model of fuzzy imprecise point presented in [1], as the
union of linear combination of two fuzzy points. Fuzzy
points are used to model the position of a real object when
there is some uncertainty to the measured position. Most
often this uncertainty in practical applications is ignored.
There are applications in which real objects are not only
represented by the position but the entire series of uni-
formly spaced points. These points can be distributed
along a curve that has a beginning and an end. Curve that
connects two points is called a line or path. If the points
that represent the path are imprecise, then the whole line
should be described in way similar to imprecise point’s
description.

SHORT OVERVIEW OF PREVIOUS METHODS

We give here only a very short overview of the previ-
ously methods used for lane detection systems. the most-
ly used technique is based on Hough Transform [2], see
[3-5]. There are used also many other techniques for lane
detection. Pomerleau et al. [6] used neural networks in
their ALVINN system. Kang et al. [7] applied connected-
component analysis and dynamic programming. Proba-
bilistic methods such as Maximum a posteriori estima-
tion evaluated by Metropolis algorithm used in several
systems [8], [9]. Wang et al. [10] applied fuzzy method
in feature extraction stage for automatic brightness com-
pensation. Further, lane detection systems represent road
lane model as straight lines [11], B-splines [12], parabola
[5] and hyperbola [13]. More detailed survey for lane de-
tection strategies can be found on [5]. An overview of the
imprecise point objects modeling is given in [1]. Three
basic approaches to spatial data uncertainty/imprecision
are recognized: exact models [15-18], [12], probabilistic
models [8], [9], [19-23] and fuzzy models [1], [24-34].
Loffler [16] has introduced models for imprecise lines as
set of possible precise planar lines, while Guibas, Salasin
and Stolfi in [14] present basic spatial relations (coincidence,

17
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between and collinear) between imprecise points modeled
as circles with same diameter. Unfortunately, with this ap-
proach, it is not possible to describe the line whose points
are known with different levels of accuracy. In [28] the
problem of spatial objects which do not have homogene-
ous interiors and sharply defined boundaries is consid-
ered. For a spatial vagueness called fuzziness this paper
gives a conceptual model of fuzzy spatial objects that also
incorporates fuzzy geometric union, intersection, and dif-
ference operations as well as fuzzy topological predicates.
In [24] the abstract conceptual model of fuzzy spatial data
types, such as fuzzy points, fuzzy lines and fuzzy regions,
was given. Buckley and Eslami [27] introduced fuzzy
plane geometry. The fuzzy point and fuzzy line are defined
as fuzzy sets with membership functions that are convex
and upper semi-continuous. One of the earliest and the
most commonly used technique in feature extraction,
known as Generalized Hough transformation, was intro-
duced by Duda and Hart [2]. This technique is based on
voting procedure which is carried out in parameter space.

In this paper we will present mathematical model for
such fuzzy line. In the sequel, the results belonging to this
topic will be briefly presented. We present a new math-
ematical model of the imprecise basic plane geometric
object (fuzzy line, fuzzy triangle), theirs main properties,
see [1], [32], see [33]. There was introduced basic distance
functions and introduced the basic imprecise spatial re-
lations (coincidence, contain and collinear). Important
applications of the introduced mathematical model are
obtained in [32] and [34].

LINEAR FUZZY SPACE

Definition 2.1 Fuzzy point denoted by # is defined by

its membership function pz from the set which contains
all membership functions u satistying following condi-
tions:

(VueFH)(3,PER)ulP) =1,

(vX,,X, € R2)(A € [0,1]) u(AX, +
(1 — 2)x,) = min( u(Xy),u(X;)),

function 1 is upper semi continuous,

[u]® = {X|X € BR?, u(X) = &} a-cut of function u is

convex.

A point P from R2, with membership function
p5(P) = 1,will be denoted by P (P is the core of the fuzzy
point &), and the membership function of the point &
will be denoted by . By [P]® we denote the @-cut of the
fuzzy point £.

Definition 2.2 Linear fuzzy space H? is a subset of all
functions from Definition 2.1, which in addition to the
properties given in Definition 2.1, are:

Symmetric with respect to the core § € R?

W) =1),
p(V) = pu(MIA p(M) =0 = d(5,V) =d(5M),

where d(5, M) is the distance in R=.

Inverse-linear decreasing with respect to points’ dis-
tance from the core according to:

Ifr=0
. _ _ disv]
us(V) = max (0,1 - 5>7),
ifr=10

1 if §=V
“F(V}—{ 0 if 5=V,

where d(5, V) is the distance between the point ¥* and
the core & (V,5 € R™) and r € R is constant.

Elements of that space are represented as ordered pairs
§ =(5,15), where 5 € B2 is the core of & and 15 € R is
the distance from the core for which the function value

becomes 0; in the sequel parameter 7y will be denoted as
fuzzy support radius.

Definition 2.3 Let the linear fuzzy space be defined on

reals. Fuzzy relations =&7 and < are defined by mem-
bership functions

pA =% B =
0 if A= B,
Z2 fA<BAA+n>B+rg
Ta—Tm

1 ifA=BAdA+rn, =B+,
0 ifA=B

A= By= if ASBAA—1n, >B—n

L B
1 if A<BAA-r,<B—mn,.
respectively, where A = (4,13) and B = (B, r5) are
fuzzy points, 4 is the core of A
and ry is a parameter determining the membership

function of point 4.

FUZZY PLANE GEOMETRY

We introduce basic operations over linear fuzzy space

H? defined on RZ, as well as their properties which will
be used in definitions of basic fuzzy plane geometry ob-
jects.

Definition 3.1 Let 4, B € H2, An operator

+:H?2 x H? = H?is called fuzzy points addition given
by

A+EBE=(A+B,r +15),

where A + B is the usual vector addition, and 3 + 75
is the usual scalar addition.

Definition 3.2 Let 2 be linear fuzzy space. Then a



function f: H? x H? x [0,1] = H2is called linear com-

bination of fuzzy points A,B € H?Zis given by
f(ﬁ,ﬁ,u} =A+u- (ﬁ — fi},

»

where u € [0,1] and operator “.” is the scalar multi-

plication of fuzzy point.

._..11:, --::_'_._,_,_'a-
| -l‘ I. e - _f'l:,'_,j‘,u.l

Figure 3.1 Linear combination of the fuzzy points

Definition 3.3 Let 72 be a linear fuzzy space and
function fis a linear combination of the fuzzy points A

and 8. Then a fuzzy set AB s called fuzzy line if following
holds

‘ﬁ = UuE[U,l] f(j!gr 'I.-L)
Let 2 be linear fuzzy space, fuzzy line AB defined
by fuzzy points 4 and #. Then following holds AB = B4,

FUZZY TRIANGLE

Definition 4.1 Let 4, &, € € HZbe fuzzy points with

noncollinear cores (4 = B = €)and function JF'is alinear

combination of two fuzzy points. Then the fuzzy set ABC
is called fuzzy triangle, if the following holds

i i
48T = Uf(ﬁ, Uf{E‘, ¢ v
w=0 =0

Corresponding membership function is denoted by

uagz(X) and it is given by to the following formula

{up (D) ¥ = FCA F(B.€.v).0)}.

'um{X} - uE[DTﬂ[D,L_

aicut of fuzzy triangle ABC is denoted by [ABC| °
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Figure 4.1: a) Fuzzy triangle membership function b) Fuzzy
triangle alpha cuts

Definition 4.2 Let ABC be a fuzzy triangle defined on
fuzzy linear space F 2. Fuzzy point X c ABCis called edge
point of the fuzzy triangle ABC if for all & € [0,1] a point
¥ € [X]# exists such that all its neighborhoods contain at

—
least one point from [ABC| and at least one point out-

— g
side of [ABC] .
FUZZY SPATIAL RELATIONS

Measurement of the space especially the distance be-
tween plane geometry objects is defined as a generaliza-
tion of the concept of physical distance. For more general
theoretical background for fuzzy approach see [31].

Distance function or metric is a function that behaves
according to specific set of rules. There are introduced
basic distance functions between fuzzy plane geometry
objects and their main properties according to the set of
rules presented in our papers [1], [32].

Following distance functions are fuzzy metrics

d(2.¥) =pz (dX. V). (g + %))
&{X_. F) =pF (d(;{.- F:}-' mM(TX-'T:r':}:}
d(2.7) =,z (dE.V), |y =)

Distance (iii) also satisfies set of rulles which hold for
the classical metric.

Spatial relations (predicates) are functions that are
used to establish mutual relations between the fuzzy geo-
metric objects. The basic spatial relations are coincide, be-
tween and collinear. For more details see [32], [33]. Fuzzy
relation coincidence expresses the degree of truth that two
fuzzy points are on the same place.
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Definition 5.1 Let A be the Lebesgue measure on the
unit interval [0,1] and H2

fuzzy relation coin:H? x H? = [0,1] is fuzzy coinci-

is a linear fuzzy space. The

dence of two fuzzy points A, 8, represented by the mem-
bership function which is the Lebesgue measure of the set

of all @ for which @cuts of 4 and # are not disjoint.
Interpretation of the proposition

“Fuzzy point A is coincident to fuzzy point B is par-
tially true with the truth degree

coin:H? x H? - [0,1].
In [32], Theorem 4.1, it is given a method for its cal-

culation.

APPLICATIONS

The proposed model of fuzzy points and imprecise line
objects is used in various applications, such as image anal-
ysis (imprecise feature extraction), GIS (imprecise spatial
object modeling) and robotics (environment models) [1],
Figure 6.1.

Figure 6.1: Satellite image with a need for a geometric separa-
tion between river and earth side

Figure 6.2: Road line (image from the car)

In the our paper [32] we use the notion of the fuzzy
line as model of the road lane, Figure 6.2. An algorithm
for lane detection is primarily based on fuzzy spatial rela-
tions introduced by this model, and it is characterized by
reduced computational complexity versus the standard
Hough transformation, see also [33].

Figure 6.3: Fuzzy line geometry of imprecise regions at DI-
COM medical image

The constructed model of fuzzy linear space is also
used for obtaining fuzzy spatial relations and their inter-
pretations on DICOM medical images, Figures 6.3 and
6.4, see [34].

Figure 6.4: a) CT scan, b) Extracted regions

CONCLUSION

We have briefly presented a mathematical model based
on the notion of fuzzy linear space, and three real applica-
tions. Our final goal is to develop an effective applicable
framework for dealing with imprecise spatial data. For that
purpose it is necessary to develop new specialized fuzzy
indexing structures analogous to R tree, Quad tree and
GRID. Namely, this is one of the main research directions
related to the development of fuzzy linear space-based al-
gorithms. Another future research direction would be in
the extension of the introduced two dimensional concepts
to the three dimensional linear fuzzy space.
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Abstract:

Travel agencies are companies that are positioned between the tourist and tourism providers.

Their number increased significantly in Romania after 1990. On the tour operator market
in Timisoara tour operators agencies and retailer meet. Towards tourism development
act a number of factors, including technological ones. The continuous development of
information technology can only bring benefits in the area of tourism.

Part of the current tourism increase is due to the Global Distribution Systems (GDS) and
also Alternative Distribution System (ADSS). The advantages of the rapid development of

information technologies must be supported by qualified staff who can adapt the trend.
This situation forces small operators in finding solutions in order to implement reliable

information available globally.

INTRODUCTION

With the development of touristic destinations and
general tourism activities, there has been an increase in
the number of the tourism agencies - companies that pro-
duce and sell various touristic packages.

Travel agencies are considered by Romanian tourism
authorities and specialists as “operational units that or-
ganize, provide and sell travel services provided by direct
providers - hotels, restaurants, transportation, facilities
and treatment units etc. They usually sell packages of ser-
vices grouped in the same tourism program services pro-
vided by several providers and handles the publicity and
promotion in order to achieve a profit.”

The synonym used by the World Tourism Organiza-
tion (WTO) for a travel agency is tourism agency. Their
classification according to the recommendations made by
the WTO, which applies in EU countries, divides them
into tour operators and retailers.

Agencies tour operators are those who design, prepare
and sell tourism products through own retailer points or
agents. Thus, we can highlight some differences between
the two types of agents.

1 *** Legislatie privind turismul, Regia Autonoma, Monitorul Oficial, Bucu-
resti,1998, pag.37
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Table 1. Differences between types of tourism travel

Nr. | Criteria of differ-
.. Tour- operator Travel agency
crt. entiation
1 Function per- | producer - Intermediate agent
formed
2 Assumed risk | - Commercial high| - Commercial low
3 | Investment effort | - considerable - reduced
4 | Operating Capital | - very big - low
The formation | - trade margin
5 source of the applied on own |- commission
income product
6 Staffing needs | - Quite large - reduced
Touri o i
7 ourist - Rare contact Direct and perma
relationship nent contact
8 Opera:rllrégr;l te qwp- Outperform - of strict necessity
Forming the |- Creates the - segmenting and
9 ¢ request modeling the
reques ! request
10 | Areaof activity |~ national and - local and regional
international
11 | main Operations | - ,outgoing” - »incoming” and
~outgoing
12 Relations with | _ complex - simple
tourism authorities P p

Source: Sava, Cipriana, Gestiunea activitdtii de turism, pag. 11,

Ed. Eurostampa, Timisoara, 2010
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The organization, development and maintenance of
travel agencies are under the influence of some factors,
such as:

+ Economic (household income and their changes,

tourism offer, prices and tariffs);

+ Social (degree of urbanization weekly and yearly
paid spare time);

¢ Technical (performance vehicles, construction
technologies, the technical parameters of the facili-
ties and equipment);

+ Demographic (population growth, changing life
expectancy, population structure by age, sex and
socio-professional categories);

+ Psychology, education and civilization (education
level, desire for knowledge, thirst for culture, tem-
perament, fashion);

+ Political and organizational (border formalities,
visa arrangements and organized tourism facilities,
tourism facilities or priorities organized).

The influence of these factors may be permanent or
sporadic. The category of factors which act continuously
includes the purchasing power of population, population
movement, increased leisure time and political stability.
Economic crises, political imbalances, social convulsions,
natural disasters and weather conditions are contextual
factors.

Cutting-edge technology of computer science has a
major contribution in informing potential tourists about
the various tourist destinations and assist them in pur-
chasing packages, or components thereof.

Informational technologies

The development and the evolution of the Internet
(www) is divided into two periods:

1. Web 1.0: where we find static websites, and there is

no user feedback.

2. Web 2.0: in which users can become co-producers,
co-designers, co-marketing and co-distributors
of touristic services and experiences, as well as
co-entrepreneurs of new e-business models. This
creates threats, but also enormous opportunities
for tourism and hospitality companies. Thus au-
tomated management information systems from
a web site called Content Management Systems
(CMS) have been created. These can dynamically
build, on demand, the latest possible version of and
only later published on the web is now primarily
made directly on the web. Local programs access
the web applications more often now because we
start from an assumption of permanent connec-
tion with the Web. The differences between local
and Web applications attenuate. Many programs
update themselves by contacting their author’s site
automatically. The browser role becomes increas-
ingly important because with its help we can imple-
ment today’s highly complex web applications.

The new web-based applications lead to the effect that
users, even when they are not very computer literate, par-
ticipate directly in spreading information and opinions
on the web. From these technologies, the most important
are listed below.

Global Distribution Systems (,,Global Distribution
Systems” GDS), derived from computer reservation sys-
tems (CRS), were created by airline companies, afterwards
travel agencies, tour operators, tourist accommodation
structures independent hotel chains, car rental compa-
nies, cruise organizers etc connected on them through
the internet. These computerized systems allow users to
obtain information on availability, rates, reservation and
ticket sales. Therefore, we find that, by connecting to the
computer network, travel agencies can start to develop
tourism products themselves, without having to resort to
tour operator companies.

On the international tourist market, global distribu-
tion systems are operational and recognized to have an
international prestige. The number of users and services
provided are constantly evolving. We can mention: Ama-
deus - Sabre - Galileo and Worldspan 0

From the alternative distribution systems (ADSs) we
can mention: Travelocity, Opodo, Travelnow, Expedia,
Orbitz. They have the advantage that they can be found
in the most travel portals and reach millions of users at
a low cost.

Online Distribution Database (ODD), represented by
Pegasus, offer a combination of intelligent business and
booking and includes services provided by CRS, GDS si
ADSs.

The correct exploitation of the advantages of such a
technology can be achieved by developing the infrastruc-
ture, the need for education and exposure to best practices
worldwide, local and global competition, focusing on in-
novation and always having a vision for the next stage.
A few websites that use the Web 2.0 technology can be
found in table 2.

Table.1. Most visited sites

Romania WwWw
1 Amfostacolo.ro Tripadvisor
2 Turistinfo.ro Yahoo!Travel
3 Infoturism.ro Booking
4 Super-cazare.com Expedia
5 Paralela45.ro Priceline
GDS, ADSs, ODD (GLOBAL)

OTA (LOCAL)

Fig. 1. Reference of OTA to www.

For a local travel agency (OTA), it looks like a tough
fight with the big agencies, But Web 2.0 is an environment
where, using the right resources and tools available, they
have equal opportunities. There are options that can be
applied such as TourCMS, Travel Agent CMS, but they
are globally designed. The most handy is the proper use



of SEO and SEM, because Web 2.0 is a based browser and
the correct application of keywords lead to the best pos-
sible positioning in the lists of search engines. Another
useful tool is to use a personal blog, because in the previ-
ous table it is seen that in both cases, the first position are
site / sites where user opinion count.

To compete effectively with globally integrated en-
terprises the ability to respond quickly and effectively
to changes, opportunities and threats is needed. Thus a
superior approach is required and offered by the SOA
(Service Oriented Architecture), which is a flexible,
standardized architecture that contributes to a better con-
nection between different applications and that facilitates
the exchange of information between them. SOA unifies
business processes by structuring large applications into
a collection of smaller modules called services.

SOA is a software architecture type that involves dis-
tributing application functionality into smaller units,
distinct - called services - that can be distributed over a
network and can be used together to create applications
for business. The large capacity in which these services in
different applications can be reused is a feature of software
architectures based services. These services communicate
with each other by sending information from one service
to another. SOA is often seen as an evolution of distrib-
uted programming and modular programming.

Realized benefits of the SOA implementation include:

Reduced Time to Implement new business processes,

Decreased Development Costs as most of the services

were reused;

Enhanced SOA Framework for Further Reuse;

Increased Business Agility and Performance.

TRAVEL AGENCIES IN TIMISOARA, ROMANIA

Being up to 1990, a country with a totalitarian regime,
Romania has not enabled the existence and functioning
of private companies and the same happened in tourism.
Travel agencies at that time were the Carpathian National
Tourist Office (CNTO) and Youth Travel Bureau (YTB)
which had a low tourist offer.

Changes after the events of 1989, both internally and
externally have led to numerous travel agents. In 2005,
according to data from the National Tourism existing in
Romania, the number was 3031, and in 2014 to 3384, in-
creasing by 11.64% as compared to 2005 is considered, in
this case basic.

Timisoara is one of the largest cities in Romania, lo-
cated in the western part of it, in the Western Plain, with
coordinates 45°44’58”N, 21°13’°38”E and an area of 129.2
km?. Its geographical position, level of development and
population is an asset to the establishment and develop-
ment of travel agencies.

The city’s population according to the last census con-
ducted (in 2011) is 319 279 people, which makes it the
third most populous city in Romania.

From the data obtained from tourism authorities a
positive trend can be observed in the number of travel
agencies existing in the city.
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Table 3 Evolution of the travel agents in Timisoara

Year Total From which:
(I* of Janu- | number of | Tour-oper- .
. Retailer
ary) agencies ator
2005 70 64 6
2014 86 73 13

Source: National Tourism Authority of Romania in Feb-
ruary,2014

The number of travel agencies in Timisoara on Janu-
ary 1st, 2014 was 22.85% higher than that recorded on the
same date in 2005, mainly as travel agencies tour operator.

Fig. 2 Travel agencies share by type in 2005

w = R

Fig. 3 Travel agencies share by type in 2014

This development has led the travel agencies into a
fight for customer loyalty and the attraction of new ones.
The agencies which are known in Timisoara due to se-
riousness, various packages offer and correct prices cor-
related with quality of service, friendliness, flexibility and
availability, but also dynamic websites absorb most of the
clients.

For example we chose a travel agency in Timisoara,
which has recorded an increase on the number of clients,
and inevitable of the income.

Table 3 Evolution of the number of customers in a travel
agency from Timisoara

Nums From which
umar - - -
Year clienti (per- Directly in Onllnfe
; the agency reservation
soane)
(persons) (persons)
2005 7034 6545 489
2013 8598 6853 1745

Source: Travel agency statistics
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As shown, in 2005 only 6.95% of all clients have re-
sorted to modern technology information, making their
reservation online. In 2013 the total number of tourists
increased by 22.23% compared to 2005, and the num-
ber of those who made online bookings was 20.3% of the
agency’s clients, meaning that their growth was 1256 peo-
ple, number of persons near to the number of persons that
made the difference as compared to 2005.

We can say that in this case, the modern technology
had a positive influence on the travel agency from Tim-
isoara.

From the studies made on travel agencies from Tim-
isoara we noticed an increase in the number of customers
per general and the percentage of those who have made
online bookings. If in 2005 the share of those who have
booked online package holidays was 11.6% from the to-
tal number of customers, in 2013 this share was 24.2%,
which show the importance of informational technologies
in travel agencies.

CONCLUSIONS

Travel agencies are important in the trading activity
of traveling packages, being intermediaries between fu-
ture tourists and tourism providers, and we can call them
“dream sellers”.

The number of companies has increased in recent years
in Romania, and also locally, in this case, in Timisoara.

In Timisoara, the online reservations of travel pack-
ages presented by the local travel agencies was 24.2% of
the total number of tourist packages sold in 2013, by 12.6
percentage points more than in 2005.

With the appearance of Web 2.0, as we have shown
above, users were able to interact with dynamic websites
of travel agencies. This was beneficial for smaller agen-
cies enabling them to promote tourism products with-
out having to purchase expensive computer programs
for promoting and creating their own websites. Potential
customers now have access to the desired information
through cheap portals, such as the web browser, and they
can choose the best package making an easier and effort-
lessly comparison between offers in a short time.

Thus, both small travel agencies and customers are fa-
vored by the appearance, development and use of infor-
mational technologies.
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Abstract:

Although there exists a strong possibility for many inventions to be used inappropriately,
individuals still need to think of ways how to overcome this setback and use inventions in
the best possible manner. The Internet is one such tool, for instance, which offers various
types of challenges, both positive and negative. It might be very useful, but also harmful.
In this text, we consider how the Internet tools are used to develop certain competencies
in students, such as problem solving, critical way of thinking, spatial abilities, as well as
soft skills. We present some achievements arrived at by working with students of bachelor,
master and doctoral studies levels at the University of Belgrade and the State University

of Novi Pazar.
INTRODUCTION

As we know, a considerable number of inventions have
been further used in such a way that even their creators
could not have expected. Oftentimes, great scientists are
able to foresee the negative consequences of their scien-
tific and technological inventions, but in spite of that, the
further development and application of those inventions
has not been stopped. The problem of the relation between
loss and gain was recognized in the role of art in the spir-
itual development of the individual by some communities
since the development of technology. Among the many
artists to delve into the problem, for instance already in
the 1930s, let us mention M. Nastasijevi¢ (1991, pp 89-91)
[12]. We are all witnesses of very intensive development
of information technologies nowadays, and the Internet
is among those very appealing to many people. Therefore,
experts from different fields (psychology, neurology, so-
ciology. etc.) have analyzed good and bad consequences,
as well as the achievements, of using the Internet (see for
example Carr, 2010) [7]. With that respect, we all need to
think about how the Internet and other technologies can
be used in the most adequate way, especially for education
purposes, especially because we are, as educators, the ones
most responsible in this framework.

The main goal of this paper is to present the use of the
Internet for the purpose of developing students’ compe-
tencies such as problem solving, critical way of thinking,
spatial abilities, as well as some soft skills: time manage-
ment, communication culture, team work, etc. We pre-
sent the results obtained while working with students of
bachelor, master and doctoral studies at the University of
Belgrade and the State University of Novi Pazar.

Key words:
competence,

soft skill,

problem solving,
spatial ability,

critical waz of thinking

COMPETENCIES

Higher education had been characterized by the
so-called ex-cathedra lecture form for many decades.
However, with the intensive development of informa-
tion technologies the circumstances in the classroom
setting have also changed considerably. The knowledge
itself “has changed”. It has become instantly available, it
is broader and less deep, and there are many problems
that have already been solved. One can use an extensive
range of resources, such as Mathematica, Matlab, Excel,
Javaview, Autocad, Geogebra, Google SketchUp, WinG-
CLC, etc. to solve various types of mathematical prob-
lems, as contrasted to the beginning of 20" century when
students had to try to solve problems using their intuition
and knowledge gained at lectures or while reading cor-
responding books and papers (we refer to Becovi¢, 2013,
for more details and references therein) [3]. We recognize
that the students “have also changed”. They prefer instant
access to information; they want to see their knowledge
applied immediately. They now like team work. We refer
to Bokan, Petrovi¢ & Zivi¢, 2012 and Vukmirovi¢, 2012,
for more details [5]. For this reason, teachers also have to
change and adapt to the new circumstances. The system
itself has changed in the past 15-20 years - from a teach-
ing to an educational system. This Education Reform in-
volves:

+ a shift from the lecture oriented form to the stu-

dent-centered approach to learning;

+ ashift in the paradigm from measuring education-

al achievements to measuring competencies [13];

+ a change in emphasis from focus on content in

curriculum to problem solving in a new situation.

27
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In an interview for “Evropa” Magazine on Septem-
ber 27, 2007 (pp. 26), Branko Kovacevi¢, the then Rector
of the University of Belgrade (2006-2009), explained this
phenomenon symbolically in the following way: ,, We live
in capitalism now, which is our ’boorish reality’ and hence
we have to teach students to swim before we push them
in the water. University is not virtual reality and there-
fore we cannot speak untruthfully and allow ourselves that
young people perish at the moment when they leave the
university®.

Competencies might be divided into two groups:

+ Generic competencies (for example: critical way of

thinking, spatial abilities, etc.)

+ Subject-oriented competencies (for example: prob-

lem solving, etc.).

Many experts have considered problem solving com-
petencies to be very important. According to them,
problem solving includes the ability to structure a given
problem to relate it to the context, to identify and find the
appropriate resources for getting further information and
to develop strategies for decision-making even under un-
certain conditions. Problem solving also refers to a high-
er-order cognitive process and to goal-oriented thinking
and acting in situations where no routines are available
for mastering the situation and where the solution path is
not immediately obvious (see for example Banmert et al,
1999; Mayer, 1992) [2],[9].

In this context we do not analyze all the possibilities
offered by the Internet. We point out just to those ones
important for our experience working with students of the
University of Belgrade and the State University of Novi
Pazar. The Internet offers open access to many types of
software very useful for teaching and educational process-
es (Google SketchUp, WinGCLC, Javaview, etc.). One can
find lots of information important for one’s own research
or teaching (for instance, there are many sites which give
access to original scientific papers, furthermore, there are
open forums for discussing open problems or clarity of
some notions, etc.).

OWN EXPERIENCE IN DEVELOPMENT OF
STUDENTS’ COMPETENCIES USING INTERNET
RESOURCES

When I started to think about using the Internet in
the teaching process at the Faculty of Physical Chemis-
try of the University of Belgrade and at the Mathematics
Department of the State University of Novi Pazar, I had
already had some experience in this area having thought
a bachelor degree course at the Faculty of Mathemat-
ics of the University of Belgrade (see Bokan, Ljucovi¢ &
Vukmirovi¢, 2009; Bokan, Sukilovi¢ & Vukmirovié, 2012;
and Anic et al, 2014, for more details) [6] [1]. This ex-
perience said that students answered the question “What
aspects of the Internet do you use?” as shown in the fol-
lowing percentages:

a) e-mail 97,92%

b) data mining 72,92%

c) blog 25%

d) chat 37,50%

e) educational content 83,33%

We refer to Bokan, Ljucovi¢ & Vukmirovi¢, (2009)
(4] for more details. Subsequently, having in mind this
data, we may conclude that generally speaking all students
think favourably of the Internet and they are familiar with
its possibilities. In the text that follows, I present how we
create courses at master and PhD level studies involving
exploration of the Internet in the best way to stimulate
students to develop some competencies and soft skills im-
portant for their future perspective.

A. During the 2013/2014 academic year I have given
lectures on Mathematical methods in physical-chemistry
research for doctoral level students at the Faculty of Physi-
cal Chemistry of the University of Belgrade. This course
has been created in consultations with several members of
the Faculty’s academic staft to adapt this course to needs
of students’ research in future as much as possible. I have
made additional effort to explain the corresponding meth-
ods more from a mathematical point of view, putting less
emphasis on some examples of applications in physical
chemistry, physics, chemistry etc, so as to motivate the
students to study and understand the course better. But,
from the very beginning they learned the content of the
course and rules for evaluation of their knowledge in both
the pre-exam and the exam part. One of the pre-exam
obligations was to write a seminar paper and to present
this work in classroom by using IT facilities. Each stu-
dent could choose a topic from our course freely, but
needed to involve the explanation on how one can ap-
ply this theory by researching a problem from the field
of natural sciences. At the beginning they were confused,
but I suggested that they discuss this homework with their
professors, thesis advisors, as well as to try to find some
information and ideas using the Internet. More than 50%
of the students followed this advice and explored the In-
ternet resources to prepare their seminar work, including
very interesting applications of mathematics in the field of
natural sciences. To illustrate it I would like to emphasize
some students’ achievements:

+ explanation of the role of Fourier transformations,
curvilinear coordinate systems and Bessel functions
in research of helicoidal structures in biophysical
chemistry, especially in DNA analysis;

s interpretation of boundary conditions in dimen-
sions 1, 2, 3 using Descartes’ coordinate for wave
equations studying music recorded by a violin, a
drum with the membrane of a square and a rectan-
gle shape, etc.;

+ explanation of binomial distribution of probabili-
ties of existence of isotopes of certain chemical ele-
ments in certain chemical solutions.

When we analyze all procedures in preparation of
seminar papers we may point out that students use the
resources offered by the Internet mainly at the very start,
looking for an adequate topic which will lead them to-
wards the goal defined at the beginning. Later on, they
use references found in various other ways. Since we have
insisted on oral presentation of their work including an-
swering questions, finally we may emphasize that besides



using the Internet, students also involve interactive work
with teachers to choose a topic of seminar work, to check
their writing style, etc. (all important for the development
of communication skills). They were faced with problem
solving as they needed to structure a given problem to
relate it to the context, to identify and find the appropriate
resources for getting further information and to develop
strategies for decision-making even under uncertain con-
ditions (caliber of manuscript, choice of details which are
important for understanding the connections between
mathematics and other sciences, quality of presented re-
sults, etc.). Consequently, they have learned how to de-
velop a critical way of thinking at the same time.

As a teacher, I do sometimes allow a number of stu-
dents to write seminar papers on topics from within the
same area of mathematics, but with different applicability.
They also have to be able to discuss their own work and
listen to the work presented by their classmates, as well as
to agree among themselves who would present the chosen
topic (if they work in groups). By doing so, we encourage
them to develop team-work skills and efficient communi-
cation culture.

The students needed to prepare an e-version of the
seminar paper as well as a corresponding presentation
for a limited time (not longer than 15 minutes). Subse-
quently, we may conclude that the students also needed
to learn time management as an important soft skill to
achieve success.

Having presented the previous details we may con-
clude that students have used very intensively the infor-
mation technologies available and have enriched their
knowledge in this framework. They have understood
that, besides their teachers, they themselves also need to
contribute to accession of their knowledge. To memorize
only the content of a course is not enough to be qualified
for research; it is necessary to understand some ideas, no-
tions and results in pure generality. In this way, they are
able to understand the significance of lifelong learning ap-
proach in education. Finally, they became more motivated
to study mathematically theoretical approach, sometimes
more abstract than they would like and rather difficult to
understand, but in a far-reaching way, very useful, as they
recognized various applications of the same mathematical
results. Most importantly, they have seen that the Inter-
net can be very useful for many purposes, but only as a
resource and is far from being omnipotent!

B. Many students of technology and engineering sci-
ences understand very well the role of geometry, especially
descriptive geometry, in their education as they directly
apply it in their job. On the other hand, the situation is
quite different with other students, although for example
descriptive geometry might be very useful in developing
spatial abilities which might be helpful in problem solv-
ing in the world with enormous amount of information
available [1] [4] [6] [8] [11]. It was shown that students of
bachelor studies had more interest in descriptive geom-
etry when we presented this topic by using a software for
drawing pictures [4].

When we started to give lectures on projective and
descriptive geometry to students of master degree of in-
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formatics and mathematics as well as physics and math-
ematics, the first challenge was to create the same course
for all of them and motivate them to be interested in this
topic; especially having in mind that some students have
already had some working experience, some of them have
been without working experience and furthermore they
finished bachelor degree studies at different university.
That implied that their previously acquired knowledge
might vary in this respect. After consultations with my
colleagues, I chose as my introductory class a presentation
of a short historical overview of development of architec-
ture and painting which influenced the development of
projective geometry to help them to understand specific
ideas in that area. Google SketchUp software for 3D mod-
eling was used to present some of the figures.

Let us therefore analyze some outcomes of the use of
Google SketchUp. From a financial point of view, this
software is very convenient since it is available on the In-
ternet as an open source. This is user-friendly software
and all students can use it without difficulties. Before giv-
ing lectures on descriptive geometry, students in teams of
three to four individuals needed to make a model of, in
the first year, a mosque, a chair and a house; in the second
year, a hotel, a bridge and living room sitting furniture.
They had two weeks to prepare the homework and after
that to present their solutions in the classroom. When I
saw their results of 3D modelling of all objects, including
explanations of some difficulties threatening to impede
them from achieving the final results, we started with
the analysis of Google SketchUp abilities, as well as some
other tools (Autocad, WinGCLC, Mathematica, Excel,
Geogebra, etc.) to conclude:

+ 3D modelling involves many combinations of
drawing basic elements (points, lines, plane figures)
having in mind their mutual relations,

+ not one single software exists which offers all pos-
sibilities expected by individuals who want to re-
alize their own ideas. Consequently, it is useful to
know how one can make a software for one’s own
purposes. But making new software includes a lot
of theoretical knowledge (analytical and synthetical
approach to projective geometry, descriptive geom-
etry and many other areas).

With this analysis, students were well-motivated to
learn this topic in the frame of an intensive course in-
cluding the corresponding methodology and approach.
This analysis had instigated their critical way of thinking.

To check students’ achievements in spatial abilities
and problem solving competencies I gave them several
problems to construct normal projections of rather com-
plicated figures on three mutually orthogonal planes when
they know 3D models of these figures and, vice-versa, to
make 3D model of figures if they know their three normal
projections. Of course, it is important to point out that we
gave lectures only about normal projecting on one plane
using the distance method. They solved these problems
very successfully. Moreover they succeeded to prepare the
exam and pass it in a short period of time, including not
more than two exam periods.
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Abstract:

The Securities Act of 1933 prohibits the sale of securities unless they are regis-
tered with the Securities and Exchange Commission (SEC) or are eligible for an
exemption. The act thus prohibits a person from attempting to sell stock over the
Internet unless that person is willing to incur the cost and delays associated with
registration. The Jumpstart Our Business Startups (JOBS) Act of 2012 creates a new
registration exemption for offerings up to $1 million (each 12 months) which may
be solicited in a limited way over the Internet. A variety of conditions apply, such
as that the offering be conducted through an SEC-registered intermediary. This
paper identifies the factors that led to the enactment of the JOBS Act, critiques the
new exemption, and offers thoughts about its likely success.

INTRODUCTION

Small and start-up businesses are chronically starved
for capital, a situation exacerbated by the lingering impact
of the 2008 global financial crisis. Yet it is widely believed
that small businesses are the primary engines of economic
growth and job formation, causing policymakers in the US
and elsewhere to search for new ways to stoke those en-
gines with investment.! This craving for funding must be
placed in the context of America’s zeal for get-rich-quick
schemes, its near reverence for entrepreneurship, its trend
toward deregulation, and its growing resentment that lu-
crative initial public offerings (IPOs) are only available to
the wealthy and well-connected (e.g., Twitter®). Add to the
mix the realization that, through the ubiquitous Internet,
the public is now effortlessly joining to provide the re-
sources to create works of art, assist the poor [2], engage
in science [3], create an encyclopedia (Wikipedia) [4], and
develop innovative products [5]; i.e., the world has awak-
ened to the potentialities of “crowdsourcing.”

Is it any wonder that fledgling and would-be entre-
preneurs began to envision raising capital using the same
approach—by soliciting individually small investments

1 President Obama said in his 2012 State of the Union Message, “Most new
jobs are created in start-ups and small businesses. So let’s pass an agenda
that helps them succeed. Tear down regulations that prevent aspiring entre-
preneurs from getting the financing to grow.” [1]

2 Twitters stock jumped from its initial price of $26 to end the first day of
trading at $44.90 (up 73%). Virtually none of this “pop” was enjoyed by or-
dinary investors. Instead, as usual, the underwriters hand-selected the for-
tunate participants from their best (i.e., largest and wealthiest) clients.

Key words:
crowdfunding; securities law;
Internet solicitation

from a large number of individuals over the Internet?
Even the US’ polarized, dysfunctional Congress could see
the economic (and political) advantages of promoting this
movement. With President Obama leading the way, the
Jumpstart Our Business Startups Act (JOBS Act) became
law on April 5, 2012,% its Title III legalizing “securities
crowdfunding” for the first time.

This paper relates securities crowdfunding to the
recent phenomenon of crowdsourcing, considers the
problems faced by start-up and small businesses when
attempting to raise capital, identifies why it was illegal
to engage in securities crowdfunding in the US until the
JOBS Act, critiques that law, and offers thoughts about its
likely success.

THE GENESIS OF SECURITIES
CROWDFUNDING—CROWDSOURCING

Crowdsourcing is “a type of participative online activ-
ity in which [a party] proposes to a group of individuals
... via a flexible open call ... the voluntary undertaking
of a task.” It derives from the microfinance movement
pioneered by the 2006 Nobel Laureate Mohammed Yu-
nus, who (with his Grameen Bank) has, over the past 30
years, microloaned over $9 billion to individuals in Third
World countries to enable them to launch or expand their
enterprises. [4]

3 The bill passed easily in the Democrat-controlled Senate (73-26) and the
Republican-controlled House of Representatives (390-26).
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The 2008 financial crisis led to the extension of this
idea to charities, although the model inverted: Instead
of a few providing small amounts to a large number, a
large number provide small amounts to a few. From
there crowdsourcing (now often called “crowdfunding”)
evolved to support artists and finance innovative prod-
ucts. Contributors receive a token of appreciation (e.g.,
a poster for the crowdfunded movie) or one of the first
items resulting from the crowdfunded production opera-
tion (either free or at a substantial discount).

These represent three of the five crowdfunding models:
1) donation-based, 2) reward-based and 3) prepurchase.
[6, 7] Their success has been impressive. For example,
Kickstarter raised $250 billion from two million people
in 2012. [5] Pebble Technology, wanted to build smart-
watches (which pair with smartphones). It offered a free
watch to those who contributed at least $115. The funding
goal was $100,000. In a day $1 million was raised; in five
weeks, $10.3 million. [8]

Before long, entrepreneurs began to look to the
“crowd” for more conventional financing: debt and eq-
uity investment. A fourth type of crowdfunding appeared:
zero-interest lending, in which the public provides non-
interest-bearing loans to new or small businesses. In 2011
$1 billion was generated, and pundits predict as much as
$5 billion within a few years. [2] Note that these loans
have a donative flavor because there is no interest. That
formulation resulted from the fear of violating US law—
any “investment” that generates a “return” is a “security,”
subjecting it to onerous regulation. The stage was set,
however, for the fifth model—securities crowdfunding:
soliciting profit-seeking debt and equity investments from
the general public (discussed shortly).

THE PLIGHT OF SMALL BUSINESSES AND
START-UPS

Entrepreneurs involved in small businesses and start-
ups typically seek capital from: 1) personal resources, 2)
friends and family, 3) banks, and 4) venture capitalists and
business angels. Such entrepreneurs often have inadequate
personal resources to launch or expand their enterprises.
Friends and family can only provide limited assistance.
Before the 2008 financial crisis, banks were usually un-
willing to lend absent the entrepreneur having significant
collateral because of the weak track record of economic
success, a situation that worsened in the crisis’ aftermath.
Venture capitalists and business angels not only typically
eschew the kinds of small, early-stage investments such
entrepreneurs seek, they also tend to restrict their involve-
ment to certain high-density zones of innovation, such as
the Silicon Valley and New York City. Indeed, research
indicates that the radius of involvement could be as little
as 70 miles, [7] which is particularly troublesome for ru-
ral ventures. [2] Thus, many entrepreneurs are unable to
turn their ideas into reality or to enable their businesses to
reach their full potential, all arguably to the detriment of
general economic growth and job formation.

In response to this thirst for capital, securities crowd-
funding has begun to appear elsewhere in the world, with

governments occasionally taking notice but thus far re-
maining hesitant to intervene. [6] In the US, however, the
SEC has reacted promptly to stop such activities. For ex-
ample, in 2011 two individuals used the Internet to solicit
equity investors to purchase a well-known brewery. They
received pledges for $200 million from five million indi-
viduals. Upon becoming aware of this attempt at securi-
ties crowdfunding, the SEC brought it to an abrupt halt.
[2] The problem: A profit-seeking opportunity offered to
the public is subject to US securities regulation, which
prohibits general solicitation.

SECURITIES CROWDFUNDING VS. US
SECURITIES LAW

After the stock market crash of 1929, the US’s histori-
cal laissez-faire policy toward the capital markets came
under severe scrutiny. The two core US securities laws
resulted: the Securities Act of 1933 (1933 Act) and the Se-
curities Exchange Act of 1934. The former regulates IPOs;
the latter regulates secondary securities sales.* The 1933
Act is of direct relevance to securities crowdfunding.

The SEC’s mandate is to promote the “public interest”
in the capital markets. The primary goal is investor pro-
tection. The additional goals are to “promote efficiency,
competition, and capital formation.” [9] With respect to
IPOs, the following rule from the 1933 Act is intended to
achieve those goals: “Unless a registration statement is in
effect ..., it shall be unlawful” to sell, offer to sell, buy, or
offer to buy any “security” in the US. [10]

“Security” includes traditional stocks and bonds, as
well as a powerful catchall—"investment contracts,” [11]
which the US Supreme Court defined as an arrangement
“whereby a person invests his money in a common enter-
prise and is led to expect profits [primarily through] the
efforts of ... a third-party.” [12] An equity interest sold
via securities crowdfunding (regardless of how labeled®)
is an “investment contract.” The Internet is being used
to induce the public to pool its resources to support an
activity (i.e., there is an “invest[ment] in a common en-
terprise”), expecting to profit primarily through the efforts
of the solicitor of those funds (i.e., “a third-party”). Since
the arrangement constitutes a “security,” buying, selling,
or offering to buy or sell the interest is illegal unless “a
registration statement is in effect.”

The production of a registration statement (which
must be approved by the SEC) is burdensome. It can
take months and cost several hundred thousand dollars.
The registration statement contains extensive disclosures
about the business, its principals, the potential risks, and
numerous additional matters. It also includes audited
financial statements. Lawyers, bankers, accountants,
and others are involved. Given the comparatively small
amount typically sought by start-up and small business
entrepreneurs, the ratio of transaction costs to proceeds is
prohibitively high (and the delay alone can thwart a busi-
ness plan). This is not a problem only for very small-scale

4 Ttalso establishes the SEC.
5 Usually the Internet description does not call an equity interest “stock;” in-
stead, it characterizes the interest as a share of profits and/or revenues.



entrepreneurs. There are other circumstances in which,
given the relatively modest amount sought (e.g., $5 mil-
lion), the transaction costs of producing a registration
statement are deemed too high. As a result, Congress au-
thorized the SEC to carve out exemptions from the regis-
tration requirement:

+ Intra-State Offerings [13]

- Required: Company and all offerees reside in a
single state®
Problem: The exemption cannot be used for se-
curities crowdfunding because the Internet is
global, making it impossible to guarantee that
all offerees reside in the same state

+ Non-Public Offerings [14] and Regulation D7 [15]

- Required: No public solicitation of investors

- Problem: The exemption cannot be used be-
cause securities crowdfunding is achieved by
seeking investors over the Internet—a public
solicitation

+ Regulation A [16]

- Required: Offering circular (i.e., a culled-down
version of the registration statement)

- Problem: The exemption is not useful because
the cost of preparing the document, while less,
is still prohibitive given the small amount being
sought by start-up or small businesses

Thus, none of the pre-existing exemptions from the
registration requirement apply to securities crowdfunding.

THE NEW CROWDFUNDING EXEMPTION

In 2011 the SEC chair said: “I recently asked the staff to
take a fresh look at our [securities] offering rules in light
of changes in the operation of the markets, advances in
technology and the acceleration in the pace of commu-
nications. I also requested that the staff think creatively
about what the SEC can do to encourage capital forma-
tion, particularly for small businesses, while maintaining
important investor protections.” [17]

Later that year legislation to establish a securities
crowdfunding exemption was introduced, culminating
in the JOBS Act in April 2012. It required the SEC to pro-
duce implementation rules by the end of 2012. Unfortu-
nately, the draft rules (known as Regulation Crowdfund-
ing) did not appear until October 2013. They circulated
for public consideration until February 2014, with over
250 comments being received. It appears that the SEC will
be unable to produce final rules until late 2014.

Frustrated with the SEC’s delays, four states enacted
securities crowdfunding provisions,® but these are of little
value since they require both the company and the of-
ferees to be same-state residents. Very few entrepreneurs
have thus far used the state options (perhaps 30). [18]

As it stands, securities crowdfunding will be accom-
plished by “issuers” (i.e., those seeking to raise debt and/
6  There are 50 states in the US (e.g., New York, California, Texas).

7 Commonly referred to as Rules 504, 505 and 506.
8 Kansas in 2011, Georgia in 2012, and Wisconsin and Michigan in 2013.

Washington and North Carolina introduced legislation late in 2013; New
Jersey, Alabama and Maine did so in 2014.
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or equity capital through the issuance of securities) who
will work with SEC-registered intermediaries that will: 1)
post on their webpages descriptions of the securities be-
ing offered, and 2) provide a “communication channel”
(analogous to a chat room) for the issuer and interested
investors to post comments, questions, etc. The interme-
diaries’ webpages will be visible by anyone, but only the
issuer and those who open an “account” with the interme-
diary will be able to post (thereby introducing an element
of accountability into the communication stream).

There are two kinds of intermediary: “brokers” and a
new form, “funding portals.” A “broker” is a “person en-
gaged in the business of effecting transactions in securities
for the account of others.” [19] A “funding portal” is a
“person acting as an intermediary in a transaction involv-
ing the offer or sale of securities for the account of oth-
ers, solely pursuant to” the new exemption. [20] Brokers
are full-service financial professionals who are permitted
to give investment advice, pay referral fees, and hold and
manage investors’ funds and securities. Funding portals
are permitted to do none of these things. They can only list
(without substantive commentary) issuers’ offerings and
provide “communication channels.” Brokers and fund-
ing portals will charge a fee (amount unknown as yet) for
these two basic services. Brokers will charge additional
fees for the other permissible services.

Issuers can raise up to $1 million annually using the
new exemption. [21] Investors will be limited in the an-
nual amount they can put at risk [22]:

+ Those whose income and net worth are both less

than $100,000 can invest the greater of:

5% of the larger of the two, or

$2000

+ All other investors can invest the greater of:

10% of the larger of the two, or

$100,000

The issuer will be required to: [23]

+ Provide disclosures at the outset, including:

- Name, legal status, address and website

- Names of directors and officers, along with their
business experience during the past three years

- Names of shareholders holding more than 20%
of the voting power (“20% shareholders”)

- How the interests of investors might be under-
mined as a result of the rights held, or actions
that might be taken, by the issuer, its directors,
officers and 20% shareholders

- Amount intended to be raised (“target offer-
ing amount”), the deadline for reaching it,” and
whether contributions in excess will be accepted

- Intended use of the funds

- Description of the business, the business plan,
and scaled financial disclosures:
¢ Target offering amount $100,000 or less:

= Most recent income tax return
» Financial statements certified by the CEO

9  The issuer must provide timely, ongoing updates on progress in obtaining
“investment commitments” in that amount.
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to be true and complete in all material re-
spects
¢ Target offering amount $100,001 to
$500,000: Financial statements reviewed by
a certified public accountant (CPA)"
¢ Target offering amount $500,001 to
$1,000,000: Audited financial statements
- Security price (or the price-setting methodol-
ogy)

+ Provide ongoing annual disclosures: A host of in-
formation related to prospects and performance,
including financial statements certified, reviewed
or audited pursuant to the above rules

The intermediary will be required to: [25]

+ Prohibit any direct investment by itself (or its di-
rectors or officers) in the issuer (to avoid conflicts
of interest)

+ Perform background checks on the issuer’s direc-
tors, officers and 20% shareholders

+ Make reasonable efforts to ensure that the issuer is
complying with the exemption’s requirements (the
intermediary may accept the issuer’s representa-
tions that it is in compliance, unless circumstances
indicate that such reliance is unwarranted)

+ Remove any offering if it appears that the issuer or
the offering itself presents the potential for fraud or
otherwise raises concerns about investor protection

+ Provide educational materials to investors, includ-
ing:

- How the security acquisition process works,
emphasizing the investor’s right to cancel its
investment commitment any time prior to 48
hours before the funding deadline

- The risks associated with the investment, taking
care to ensure that the investor understands:

+ The high risk associated with start-up and
small businesses in general

¢ The risk that the entire investment may be
lost (the investor must represent that it is
able to bear such loss)

¢ The risk that there may ultimately be no
market for the security after acquisition and
that, as a general rule, the security cannot be
disposed of for one year'!

+ Ensure that no investor exceeds its annual invest-
ment limit (the intermediary may accept the inves-
tor’s representations that it is in compliance, unless
circumstances indicate that such reliance is unwar-

ranted)

10 Reviews, like audits, are designed to give comfort to readers as to the quality
of the information presented. They are, however, much less extensive and
therefore provide only “limited assurance that there are no material modifi-
cations that should be made to the financial statements.” Audits, on the oth-
er hand, provide “a high ... level of assurance that the financial statements
are free of material misstatement,” allowing the auditor to opine “on whether
the financial statements are presented fairly in all material respects” Under-
standably, reviews are less expensive than audits. [24]

11  Exceptions are made for, among other things, transfers pursuant to death
and divorce, redemptions by the issuer, and sales to “accredited investors”
(institutional investors and individuals with, in general, an income of at least
$200,000 and a net worth of at least $1 million).

+ Not permit investor funds to reach the issuer unless
the target offering amount has been achieved (if it is
not achieved, all investor funds must be returned)

+ Ensure that no securities are issued until at least 21
days after the issuer has provided the required dis-
closures (thereby providing at least three weeks for
the “crowd” to digest the disclosures and express its
“wisdom” as to the investment’s merits)

+ Disclose how it is being compensated

DOES THE NEW SECURITIES CROWDFUNDING
EXEMPTION MAKES SENSE?

The SEC acknowledged its dilemma in Regulation
Crowdfunding: “We understand that these proposed rules
... could significantly affect the viability of crowdfunding
as a capital-raising method for startups and small busi-
nesses. Rules that are unduly burdensome could discour-
age participation[.] Rules that are too permissive, howev-
er, may increase the risks for individual investors, thereby
undermining the facilitation of capital raising for [these]
businesses.”

On the whole, commentators look negatively upon the
securities crowdfunding exemption—and for good rea-
son.

Transaction Costs

The securities law emphasizes the disclosure of all
material information (and the preclusion of any material
omissions) as its primary means of safeguarding inves-
tors. Reflecting that policy, the JOBS Act and Regulation
Crowdfunding impose substantial disclosure require-
ments on issuers, both at the outset and on an on-going
basis. These disclosures come at a cost; and at some point,
that cost is so large as a proportion of the funding raised
that the economic arrangement becomes nonsensical.
That appears to be the case here. The SEC estimates the
initial cost for offerings at the $100,000 level to be $15,000
(15%); $500,000 could cost $63,000 (13%); $1 million
might cost $149,000 (15%). Worse, a large proportion of
these costs'?> would have to be pre-funded by the entre-
preneur—the very person deemed so illiquid as to require
the creation of the securities crowdfunding exemption in
the first place. It would seem likely that most entrepre-
neurs will find prohibitive both the amount and timing
of these costs. Add to this the ongoing annual disclosure
costs, which in many cases will include financial state-
ment reviews or audits. As one commentator said, “equity
crowdfunding ... has the worst ‘bang for your buck’ in all
of corporate finance.” [26]

Liability

Beyond disproportionately heavy transaction costs, the
liability provisions will make intermediaries and issuers
think twice about utilizing the securities crowdfunding

12 Probably all costs other than the intermediary’s fee (e.g., financial statement
audits, and the estimated $6000 cost to prepare the SEC paperwork).



exception. The JOBS Act permits investors to sue to re-
cover their investment if the issuer “by any means of ...
written or oral communication, in the offering or sale of
a security makes an untrue statement of a material fact or
omits to state a material fact required to be stated ... in
order to make the statements ... not misleading[.]” [27]
Information is “material” if “there is a substantial likeli-
hood that a reasonable investor would attach importance
[to it] in determining whether to purchase the security][.]”
[28] There are only two defenses: 1) the purchaser knew
about the material misrepresentation, and 2) the issuer
can prove it “did not know, and in the exercise of rea-
sonable care could not have known, of [the] untruth or
omission.” [29]

Even an innocent (i.e., merely negligent) material mis-
representation subjects the issuer to this liability. It should
be expected that well-intentioned, but unsophisticated,
entrepreneurs will innocently, but misleadingly, draft
some portion of the bevy of disclosures required for par-
ticipation in securities crowdfunding; or will make ama-
teurish mistakes in the intermediary’s chat room when
touting their offerings or responding to questions and
comments. If a “reasonable investor would attach impor-
tance” to the matter innocently misrepresented, the issuer
can be compelled to return the entirety of the investors’
contributions. In short order issuers will come to realize
that avoiding this liability will require seeking professional
advice in advance, significantly increasing the pre-funded
cost to utilize the exemption."

“Issuer” is defined to include “any person who offers
to sell the security[;]” [30] and in Regulation Crowdfund-
ing the SEC said, “it appears likely that intermediaries ...
would be considered issuers for purposes of this liability
provision.” This somewhat surprising statement means
that intermediaries will need to undertake costly due
diligence to ensure that they can raise the defense that
they “did not know, and in the exercise of reasonable care
could not have known, of [the] untruth or omission.” It
does not appear that the SEC included this enhanced due-
diligence cost when deriving its estimate of intermediary
fees. Thus, the already high expected transaction costs are
probably greater than indicated in the SEC’s projections.
Intermediaries will certainly pass these additional costs on
to issuers in the form of higher fees.

Remedies

One must also wonder whether investors will be able
to recover their losses should the issuer commit fraud or
engage in material misrepresentation. The most any is-
suer can be liable for is $1 million (the maximum amount
the investors as a whole can provide the issuer). [31] In-
vestors will have individually contributed comparatively
small amounts, amounts far too low to warrant engaging
an attorney to press a legal action. The typical response to
such a situation in the US is to form a class-action lawsuit,
compensating the attorney with contingent fees of 20-40%
of the damages recovered. However, given the up-front
cost to bring such an action and the relatively low poten-

13 The SEC uses $400 per hour as its estimate of the cost of legal services.
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tial payout to the attorneys, it seems unlikely that lawyers
will be willing to take on such suits. Thus, it seems prob-
able that investors will usually be unable to redress their
grievances against fraudulent or materially misrepresent-
ing issuers through private actions.

Even if an attorney can be found to take on the class
action, if an allegation of fraud is made, the investors face
hurdles under the Private Securities Litigation Reform Act
of 1995. It requires investors to identify the specific facts
which demonstrate scienter (i.e., intent to do harm) on
the part of the issuer, as well as to identify the specific
facts which show that the investors’ losses directly resulted
from the issuer’s intentional actions. These are frequently
insuperable obstacles.

Later Funding Rounds

Issuers using securities crowdfunding will discover
that, if their ventures are successful, obtaining additional
rounds of financing will be more difficult. Among the last
things venture capitalists and business angels want to deal
with is a large number of unsophisticated, potentially un-
ruly equityholders. Their presence typically impedes the
quality and speed of decision-making, and increases the
possibility of equityholder disputes which can disrupt the
company’s management.

In addition, if the issuer’s equityholder registry is not
maintained with great accuracy, potential providers of
later-round funding may be disinclined to participate
because it may be overly difficult to determine who actu-
ally holds an equity interest in the company, making it a
challenge to secure equityholder consent to various major
actions the venture capitalist or business angels believe the
entity should take.

Thus, the entrepreneur initially grateful for seed or
expansion capital may come to regret its decision when
subsequent funding rounds become necessary.

“Terrible” Investments

A question thus far unasked is: What is the probable
quality of the investments that will be funded through the
new securities crowdfunding exemption? Investments in
start-up and small businesses are well known to be ex-
ceptionally risky, with most failing (or proving so non-
remunerative as to not warrant keeping them in existence)
within in a few years. The entrepreneurs seeking to utilize
securities crowdfunding will often be those who have not
been able to access capital through conventional sources
(banks, venture capitalists and business angels) because:
1) they lack collateral and/or a successful economic track
record; and 2) startup and early-stage ventures are, as just
noted, so notoriously risk-laden.

Even businesses funded by venture capitalists and
business angels fail 90% of the time, despite an average of
1200 hours of due diligence by persons generally familiar
with the industry involved. Were it not for the 10% of
investments that are exceptionally profitable (and which
are held pursuant to a deliberate diversification strategy—
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one most small investors may not pursue), even expert
funders would lose money. Why expect better results from
businesses pruned out by such professionals during their
due-diligence process? [5]

In addition, the average securities crowdfunding inves-
tor typically will: 1) have no background in business or in-
vestment matters, 2) have little or no real knowledge of the
industry, 3) be unwilling to spend meaningful amounts of
time performing due diligence, and 4) not properly di-
versify. These persons will also tend to be among those
least able to comfortably absorb the losses they are almost
certain to suffer.

Beyond the dismal prospects for success, both the
Internet and small business investment are widely un-
derstood to be vulnerable to fraudsters. Joining the two
would seem to amplify the risk that investors will come
away empty-handed.

As one commentator said, “[T]here is no way to rescue
[securities] crowdfunding. The problem is not with how
Congress set up the system or how the SEC will eventu-
ally implement it. The problem is that this was always a
terrible idea.” [5]

THE YEARS AHEAD

Given the recent passage of the JOBS Act and the hype
and mystique surrounding securities crowdfunding, it
seems improbable that either the SEC or Congress will
acknowledge the problems with the new exemption and
take appropriate remedial action at this time. The SEC will
finalize Regulation Crowdfunding toward the end of 2014
and securities crowdfunding will “go live” in the US.

Brokers may well not be interested in acting as inter-
mediaries because of the low fee potential and the dispro-
portionate risks. Funding portals will undoubtedly arise,
but will shortly discover that they are subject to liabilities
so substantial that, given the practical limits on the fees
they can charge, the business model may not be viable.

Issuers will rush to list their proposals, but probably
for amounts below $100,000 to avoid having to prefund
costly financial statement reviews and audits. Many will
get financed, but in a year or two the media will begin
reporting a cascade of lawsuits and accusations as ama-
teur investors attempt to hold amateur business persons
accountable for relatively innocent mistakes in language
and business judgment. To the extent disgruntled inves-
tors can induce attorneys to take on their actions, issuers
will discover the downside of equity securities crowdfund-
ing—protracted distraction and the emotional and finan-
cial cost of defending under the exemption’s negligence-
threshold liability provision.

Investors will flock to fund, over time coming to real-
ize that the odds of real, breakout financial success are
more akin to playing the lottery than to “investment.” As
a group they could become wiser about financial matters,
which may help them engage in more conventional, less
risky investments. If the exemption survives, they may
become more capable of performing due diligence, al-
though they will almost certainly conclude that, given the

small amounts involved, it is not cost-effective to do so to
any significant extent—bringing into question the entire
premise that the “crowd” will, through its collective “wis-
dom,” make quality investment decisions.

It seems plausible that donation-based, reward-based
and prepurchase crowdfunding will prosper. Non-inter-
est-bearing lending through crowdfunding also shows
promise. But the crowdfunding of securities seems to
make no economic sense. Transaction costs will be dispro-
portionately high, the likelihood of venture (and therefore
investment) success is very low, fraud will shake investors’
confidence, and intermediaries and investors will become
disenchanted by the unexpected liabilities to which they
find themselves subject.

It does not seem possible to cost-eftectively regulate
securities crowdfunding. There is no way to bring the
transaction costs imposed by a useful regulatory regime
down to a level that makes sense given the small amounts
of capital sought to be raised. Perhaps a different model
for dealing with securities crowdfunding should be con-
sidered—one analogous to the regulation of gambling
(where, statistically speaking, everyone is going to lose;
but those partaking generally do not feel put upon by
their losses because they understand the “realities” and
they simply enjoy the experience). In that environment
the primary regulatory thrust would be fraud prevention,
not costly disclosure. Transaction costs would decline
dramatically, making participation by issuers rational.
However, investors would need to truly take to heart the
extremely speculative nature of the undertaking and cease
thinking of their contributions as “investments.”
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dit.pdf

5 U.S.C. 77d-1(a), Regulation Crowdfunding §$227.300-
.305.

B. Korn, “SEC Proposes Crowdfunding Rules,” Octo-
ber 23, 2013, http://www.forbes.com/sites/deborahl-
jacobs/2013/10/23/sec-proposes-crowdfunding-rules.

15 U.S.C. 77d-1(c)(2).

17 C.E.R. §230.405.

15 U.S.C. 77d-1(c).

15 U.S.C. 77d-1(c)(3).

15 U.S.C. 77d-1(c)(1)(A) & 77d(a)(6)(A).
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Abstract:

This article provides a review of Total Quality Management (TQM) and Change Manage-
ment in Public Sector. It highlights the special role of TQM in the Public Sector, the concept
of Quality in Public Sector Services and the role that E-Government can play. It concludes
by integrating all concepts discussed with the factors, which shape change.

NEW PUBLIC MANAGEMENT

Governments in all over the world, following the in-
structions of the Lisbon European Council (March 2000),
set up national programs for the “reinvention of the state”
and focus their attention in a way that will change the gov-
ernment’s performance and create a result oriented and
cost-conscious public administration, which will provide
high quality services and satisfy the needs of its citizens
[1].

This implies a change from the traditional bureaucratic
management of public services in a more entrepreneurial,
called, New Public Management-NPM [2]. As part of this
effort piloted quality tools and techniques, such as Man-
agement By Objectives, Total Quality Management, Bal-
anced Scorecard, Cost-Benefit Analysis, Market Testing,
Performance Related Pay, Value For Money and more,
or combination of these which have already been imple-
mented in the private sector.

The successful implementation of quality tools, most
of the time, has a positive impact on the economic perfor-
mance of organizations. Studies done in various countries
around the world indicate, however, that most quality ini-
tiatives ultimately failed to achieve their goals. In the short
term good results were produced; however, long-term
sustainability was, most of the times, not achieved. Some
had even declared the TQM as a failure and had gone to
cut quality funds [3].

Because empirical evidence could not explain the rea-
sons some quality programs offered large positive effect
while others provided no improvement whatsoever, or
any substantial improvement in business performance,
some researchers began to investigate the creation of com-
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Public Management,
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mitment to the ideals of TQM and quality, approaching
the culture as a phenomenon, rather than as a set of tools
and techniques [4].

The quality-oriented organization, where the environ-
ment is dynamic, change is inevitable and rule. The big-
gest obstacle to the introduction of TQM in the organiza-
tion is to change the culture. That is, the period during
which attempts are made to change the behavior and the
relationships between employees in the organization and
transform their organizational culture to quality culture.
If a permanent quality culture wants to be ensured, the
quality should be treated not as a destination but as a
journey, through which learning and leadership play an
important role [5].

BASIC DIFFERENCES BETWEEN TRADITIONAL
MANAGEMENT AND TQM

TQM, compared to other approaches which empha-
size a dominant characteristic of efficiency, is synthetic, in
nature, and covers all key indicators of competitiveness,
as well as a wide range of methods and techniques to im-
prove products, services and processes [5].

TQM is considered as a “holistic” tool, which since the
late 1980’s began to apply more and more in the public
sector [6].

Quality in the public sector has evolved in three main
phases [7]:

1. The quality in the sense of respect for rules and pro-

cedures.

2. The quality in the sense of efficiency.

3. The quality of the concept of citizen satisfaction -
customers.



During the implementation stage of TQM, a truism
that employees will produce products and services of high
quality, goes without saying, only when the quality con-
cept has been mastered by all members of the organiza-
tion, public or private [8].

TQM could help to address public problems and
change culture of the public administration. It is a set of
new practices and methods, applied by public or private
organizations, and aims at consumer’s-citizen’s satisfac-
tion and the strengthening of human resources, which
focus on different points than traditional management.

Based on the principles of TQM have created some
quality models applied in both the private (European
Foundation of Quality Management - EFQM) and pub-
lic (Common Assessment Framework — CAF) sectors to
improve the effectiveness and efficiency.

Table 1 shows the basic differences between Tradition-
al Management and TQM:

TABLE 1. BASIC DIFERRENCES BETWEEN TRADIOTIONAL
MANAGEMENT AND TQM

Traditional Management | TQM
Priority at cost Priority at quality
Quality costs Quality wins

Satisfaction specifications

Continuous quality im-
provement

Reactive treatment

Proactive treatment

Quality or quantity

Quality & quantity

Cost or Quality

Cost & Quality

Senior managers responsi-
ble for quality

Senior managers co-respon-
sible for quality

Emphasis on quality
control

Focus on preventing defec-
tive

Acceptable level of defec-
tive

Resetting defective

Product orientation

Market orientation

Who is responsible

How the problem is solved

Focus on production

Focus on product design,
process & production

Suspicions about the cost
of quality

Systematic cost measure-
ment

Poor quality sources:
workers

Poor quality sources: man-
agers &workers

Correction or hide defec-
tive

Discover & explore the qual-
ity problem

Responsibility for quality:
the quality control depart-
ment

Responsibility for quality: all
functions of the organiza-
tion

Quality is technical prob-
lem

Quality is management &
technical problem

Source: [9, p. 57].

SINTEZA 2014 <- Invited papers
QUALITY AND PUBLIC SECTOR

Quality is defined as the improving of the governance
way (the constitutional architecture and the structure of
government & society) and the effectiveness of public ac-
tion [10].

In the early 1990’s, created the need to modernize and
reform the dysfunctional and bureaucratic public sector,
in order to meet the new needs of society and to prosper
in a highly globalized and competitive environment. Im-
proving efficiency in the public sector is a goal that put
high on the political agenda in almost all industrialized
countries [11].

In 2000, with the adoption of the Lisbon agenda, Mem-
ber States of the European Union (EU) have raised the
difficult task of making the Union the most competitive
economic area in the world, based on knowledge, capable
of sustainable growth with more and better work opportu-
nities, higher social sensitivity and a simplified regulatory
environment. Essentially, the Lisbon Treaty ratified the
need to modernize public administration [12].

Moreover, at that time, a wave of administrative re-
form program scans several European countries (such
as the English “Modeling Government”, the Irish “Qual-
ity Customer Service Initiative”, the German “Moderner
Staat” etc.). The content of these programs is influenced to
a large extent on the experience of the private sector and
the effort to enhance civil society.

The main fields of administrative reforms, which are
reflected in these programs, refer to:

+ Upgrade the quality of services provided to citizens.

+ Improving the efficiency and effectiveness of pub-
lic services through goal setting and evaluation or-
ganic units & employees under performance ratios.

+ Improving the quality of regulation (Laws, Presi-
dential Decree, Joint Ministerial Decision), sim-
plification of administrative procedures and the
removal of administrative barriers for citizens and
entrepreneurs, as well as enhancing transparency
and the development of social dialogue.

+ Ensuring the rights of workers by strengthening
the bilateral dialogue and collective bargaining .

+ Introduction of “Electronic Government» (e-Gov-
ernment) by enabling online access of citizens to
public services and networking of public services
between them.

Qualitative improvement of human resources.

+ Strengthening institutional transparency and con-

trol.

E- GOVERNMENT

The OECD considers e-Government a powerful in-
strument to transform the structures, process & culture of
government and make it more efficient, user-oriented and
transparent. OECD defines e-Government as “The use of
information and communications technologies (ICT),
and particularly the Internet, to achieve better govern-
ment [13].
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The E-Government aims:

+ Inimproving the government efficiency.

+ In the quality of services.

¢ Inimproving the relationship between government

and citizens.

ICT plays a very important role in NPM as well as
give new possibilities or improve existing. Through the
implementation of e- Government, countries will achieve
increased transparency and strengthen democracy by in-
creasing citizen participation in public administration,
improving the quality of life, increasing productivity, ef-
ficiency and effectiveness of public sector.

All the above achieved in stages and at different levels
for each country. Initially, achieved with the full provision
of information to citizens and businesses. Subsequently,
enabling active interaction between citizen and govern-
ment. At next stage, the ability to make electronic trans-
actions becomes feasible and finally, the implementation
of e-democracy.

In Table 2 illustrated the direct and the indirect ben-
efits stem from e-Government.

TABLE 2. CITIZEN BENEFITS FROM E-GOVERNMENT.

Direct benefits Indirect benefits

Being user friendly and easy

Saving transaction costs
to use

High speed accessibility Easy to find information

Convenience and availability
(i.e. 24 hours a day, 7 days a
week)

Reducing customers’ time spent
travelling to government offices

Keeping customers’ personal
and financial information
protected

Decreased customer queuing
time

Decreased face-to-face interac- | Keeping customer’s data pri-
tion vate (privacy)

Giving customers caring and
individual attention (i.e. refer-
ral to a contact person)

Saving petrol costs

Providing up-to-date informa-

Saving parking costs tion

Providing faster access to docu-
ments and forms

Encouraging active par-
ticipation from citizens (i.e.
consultation)

Having a quicker response time
to queries

Communicating in clear and
plain language

Saving postages costs

Providing prompt service and
helpful response to customer
requests

Reducing the number of
customer visits to government
offices

Providing dependable and reli-
able services

Making interaction with gov-
ernment less bureaucratic

Increasing customer loyalty
and encouraging repeat visits

Being accessible for people
with disabilities

Increasing government ac-
countability to citizens

Source: [14, pp. 18-19].

CHANGE MANAGEMENT

Fig. 1. Proportion of time and difficulty of achieving change
(four levels). Source: [15, p. 341].

Change in knowledge is easy and requires less time to
be achieved than changes in the attitude of the individual,
the individual’s behavior or even changes in-group be-
havior. It is important to note that teamwork is a very
important part of the model of TQM in that it brings the
change [8].

Change in the group behavior, usual, is treated by
managers with skepticism and do not enjoy easy accept-
ance, as commonly perceived by people as a transition
from a known state to another unknown and non-threat-
ening desired state [16].

In fact, people do not respond the same in the process
of change. Figure 2 depicts a sample of individuals with
different perceptions on a proposed change. The distri-
bution of Fig. 2 is normal, which means that around the
average has the same probability in symmetrical values.
The diagram and the rates are indicative.

The vast majority of people is in the middle of the dis-
tribution (“bell”) and is more conservative. Those who
move (from the center) just to the left side of the “bell”
hide their response through their apathy. Those who
move (from the center) just to the right of the “bell” try
to earn something before join in the change process. The
“pioneers” guide change while “saboteurs” react to it and
undermine it.

The dual direction of the arrow in Fig. 2 in the cautious
area (in the middle of the “bell” and left) illustrates the
tendency of people in this group to move left or right [17].
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Fig. 2. Distribution of individuals with respect to pro-
pensity for change. Source: [17, p. 157].



The type of change is

C=[AxBxD]>X()
where:
C= Change,
A= Level of dissatisfaction with the status quo,
B= Desirability of the proposed change or end state,
D= Practicality of the change (minimal risk and
disruption),
X= “Cost of changing”.
The factors A, B and D must override the factor X in
order a change to happen [18].
Whether a change is successful [17], is a patchwork of
the following factors:

KxCxW(2)

where:

K= Know. Team members should be well aware of
what they should do.

C= Can. Team members should have the opportu-
nity to do what they should do, namely, they can
do it.

W= Want. Team members want to do what they
should do.

If one of the three factors of equations (1) or (2) will be
zero, or near zero, the overall product will also be equal to
zZero, or near to zero.

In change management the most important factor is
the human resources [19]. No system, as perfect as it may
be, cannot be applied successfully and effectively, if hu-
man resources are unwilling to accept and use this [20].

CONCLUSIONS

One of the major problems, which impede the quality
of public administration, is the strong bureaucracy, the
customer approach, the corruption, the government arbi-
trariness and the delay in the proceedings. Moreover, the
fuzzy and indistinct legal framework, with the excessive
production of laws, may lead a government agency to er-
roneous attitudes.

The modern public administration is invited to acquire
outward orientation and shape conditions effective to ad-
dress the social needs in order to serve the customer/citi-
zen, emphasizing the forces of technology and TQM.

However, more recently researchers have dealt with
the reactions highlight individuals attempted to organi-
zational change [21]. Indeed, there is evidence that resist-
ance to change is the cause for ineffective reform efforts
of organizations [22].

May the journey of TQM hide obstacles and difficul-
ties. However, both individuals and organizations must
be driven to this philosophy, in order the change manage-
ment to mature and develop attitudes and cultures that
will lead to the optimization of the efficiency and effec-
tiveness of the individuals, organizations and the whole
society at all.

SINTEZA 2014 <- Invited papers

ACKNOWLEDGMENT

The completion of this paper was co-financed by the
project “scholarships of the Hellenic Republic State Schol-
arships Foundation” through funds of the Operational
Program “Education and Lifelong Learning” of the Eu-
ropean Social Fund of the NSRF, 2007-2013, where K. M.
Karyotakis was scholar.

REFERENCES

[1] EFQM (1999), The EFQM Excellence Model. European
Foundation for Quality Management (EFQM), Brussels.

[2] R.Denhardt &J. Denhardt, “The new public service: serv-
ing rather than steering”, Public Administration Review,
vol. 60, pp. 549-559, November/ December 2000.

[3] EUPAN (2008), Top Public Managers in Europe: Manage-
ment and Working Conditions of the Senior Civil Servants
in European Union Member States. Pays — Bas. Maastrich,
the Netherlands.

[4] J.D.Westphal, R. Gulati and S. M. Shortel, “Customization
or conformity? An institutional and network perspective on
the content and consequences of Tqm adoption”, Admin-
istrative Science Quarterly, vol. 42, iss. 2, pp. 366-394, June
1997.

[5] Lock D. (ed) (1994), Handbook of quality management,
Gower Publishing LTD, England.

[6] L. Matei and C-G. Lazar, “Quality management and the
reform of public administration in several states in South-
Eastern Europe. Comparative analysis”, Theoretical and
Applied Economics, vol. 18 (557), pp. 65-98, April 2011.

[7] M. Beltrami “Qualitd e pubblica amministrazi-
one”. Economia e diritto del terziano, vol. 3, pp. 669-781,
June 1992.

[8] Oakland].S. (2003), TQM: text with cases (3rd ed.). Heine-
mann, Burlington, Butterworth.

[9] Dervitsiotis K. N. (200), Total quality management (2™ ed.),
Law Library, Athens (in Greek).

PUMA (2002), Public Sector Modernization: A New Agen-
da. 26th Session of the Public Management Committee,
GOV/PUMA 2, OECD. 30-31 October 2002, Paris.

Staes B. P. and Thijs N. (2005), “Quality Management on
the European Agenda”, EIPASCOPE, 2005/1. Based on the
article “Kwaliteitsmanagement op de Europese Agenda”,
Quality Management on the European Agenda, Thijs N.
and Staes P. in the “Vlaams Tijdschrift voor Overheids
Management”, Die Keure, Bruges, vol. 2, pp. 32-39, 2004.

[12] C.Ivan-Ungureanu and M. Marcu, “The Lisbon strategy”.
Institute of Economic Forecasting. Romanian Journal of

Economic Forecasting. 1/2006.
OECD (2003a), The e-Government Imperative, Paris.

M. S. Wong, N. Hideki, P. George, “The use of importance-
performance analysis (ipa) in evaluating Japan’s E-govern-
ment servicees”, Journal of Theoritical and Applied Elec-
tronic Commerce Research, vol. 3, iss. 2, pp. 17-30, August
2011.

Hersey P. & Blanchard K. (1988). Organizational Behavior.
Prentice Hall, New York.

[13]
[14]

[15]




SINTEZA 2014 <~ Invited papers

(16]

(17]

(18]

(19]

C. Bradley, “Managing Change”, Training and Develop-
ment in Australia, vol. 27, vol. 1, pp. 10-14, February 2000.

Moustakis V. (2012). Administrative technology, Disigma,
Chania (in Greek).

Cameron E. and Green M., Making sense of change man-
agement, Kegan Page Limited, Great Britain and the United
States of America.

M. Smye and R. Cooke, “The key to corporate survival:
change begins and ends with people”, in Berger L., Sikora
M., with & Berger D., The change management handbook:
aroad map to corporate transformation, U.S.A.: McGraw-
Hill, 1994, pp. 354-362.

[20]

(21]

[22]

D. E. Bowen, “Managing customers as human resources in
service organizations”, Human Resource Management, vol.
25, p. 371, Fall 1986.

C.R. Wanberg and J. T. Banas, “Predictors and outcomes of
openness to changes in a reorganizing workplace”, Journal
of Applied Psychology, vol. 85, iss. 1, pp. 132-142, Februar
2000.

R. Maurer, “Using resistance to build support for change”,
Journal for Quality and Participation, pp. 56-63, June 1996.



eSinteza

e g e m— g

ATTACKS ON SMART CARDS’ HARDWARE AND THEIR
UP-TO-DATE COUNTERMEASURES

Milena Djukanovi¢
Faculty of Electrical Engineering, University of Montenegro

Abstract:

This paper presents up-to-date side-channel attacks and their countermeasures. A clas-
sification of side-channel attacks and countermeasures is done and how to design a model
of side-channel attack is presented. A novel transistor-level countermeasure approach,
three-phase dual-rail pre-charge logic (TDPL), against side-channel attacks based on
analysis of crypto core’s leakage currents is explained. Algorithms and models to predict
the input vector for maximum and minimum leakage current in CMOS and TDPL gates
are reviewed. Extensive transistor level simulations on basic gates implemented in 65 nm
CMOS technology are presented and a methodology to analyze this data and compare
CMOS vs. TDPL as a possible countermeasures. The results of this study show that leak-
age current can be easily exploited as a side channel by an attacker to extract information
about the secret key in cryptographic hardware in CMOS crypto-design, while TDPL can
be a reliable countermeasure to use in future design of smart cards.
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Smart cards are perhaps some of the most widely used
electronic devices today, and in many cases these devic-
es are in the front-line, defending citizens and systems
against attacks on information security [1]. The most im-
portant characteristic of a smart card is security and there
are four components that guarantee it: card body, chip
hardware, operating system and application. There are few
different approaches in systematic classification of attacks
on smart cards: invasive, semi-invasive and non-invasive.
However, the most efficient group of attacks are non-in-
vasive attacks (also called passive or side-channel attacks),
and they are based on weaknesses in implementation of
software or hardware.

Side-channel attacks (SCA) benefit from side chan-
nel information, which is collected by measuring some
physical quantity [2]: power consumption, electromag-
netic radiation, execution time, computation faults (Fig.
1). Especially one of these side-channel attacks has attract-
ed much attention since it has been announced and it is
called Power Analysis Attack [3]. This attack exploits the
dependence of the dynamic or static power consumption
on the inputs of a cryptographic algorithm, i.e. the input
ciphertext (plaintext) that is to be decrypted (encrypted)
and the secret key. The general idea of a side-channel at-
tack is that all available knowledge of a smart card’s hard-
ware has to be used in order to design a model of a side-

channel attack which will help in finding a hidden key.
That knowledge usually obtains information about imple-
mented cryptographic algorithm and technology used for
integrating cryptographic hardware.

PR —— .
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Fig. 1. Side-channel attack types [4].

The most important step in one side-channel attack is
to make the best possible model of a side-channel attack
(Fig. 2). As seen in this figure, the model of a side-channel
does not have to bee highly sophisticated or complicated,
it is rather simple. One of input parameters of the model
has to be a key or a part of a key. The fact that the output
of a side-channel model is dependent of the secret key
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is it’s most important characteristic. This model depend-
ence has to be equal to the realistic dependence between
the output and the secret key implemented in the crypto-
graphic core.

R

l-
Wicrie of parke-
tharrel

Fig. 2. Model of a side-channel attack.

In order to reveal the secret key in cryptographic core,
the attacker makes the hypothetis of the key and finds out
through side-channel model is it correct. This hypothesis
is usually related to the Hamming weight of the key or
some segment of the key. Main idea of this attack is based
on measuring the real side-channel information and com-
paring it to hypothetical side-channel output. Different
statistical methods used in side-channel attacks ask from
attacker to measure the side-channel output more than
once. The more of these measurements there are, the bet-
ter are aproximated differences in attacker’s model of a
side-channel.

The succes of a side-channel attacks surely depends
on the implemented technology. Nowadays, CMOS is by
far the most commonly used in digital integrated circuits.
However, in sub-100 nm technologies dynamic power is
no longer the dominant contribution to the chip power
budget because of the much faster increase of leakage (i.e.,
static) power at each technology generation [5]. That is the
reason why dependence of leakage current on input and
other data in CMOS logic and new countermeasure logic
will be analyzed in this paper.

The remainder of this paper is organized as follows.
Section II will examine all available countermeasure
styles for side-channel attacks. In Section III leakage cur-
rent and its data dependence has been studied on basic
l-type gates [6] of CMOS and TDPL technology, using
a 65-nm CMOS cell library from STMicroelectronics in
the Cadence environment. Section IV shows the results
of measured resistances of CMOS and TDPL technologies
against side-channel attacks based on analysis of leakage
current. Conclusions are reported in Section V.

COUNTERMEASURE STYLES

With new characteristics of leakage current in new
technologies in the recent years, a wide extent of hard-
ware countermeasures have been proposed in the techni-
cal literature. These countermeasures can be classified ac-
cording to the involved abstraction level during the design
flow: system-level, gate-level and transistor-level. System-
level techniques include adding noise to the device power

consumption [7], duplicating logics with complementary
operations [8], active supply current filtering with power
consumption compensation, passive filtering, battery on
chip and detachable power supply, etc. Gate-level coun-
termeasures include circuital techniques which can be
implemented using logic gates available in a standard-cell
library, e.g. random masking [9], random pre-charging,
state transitions and Hamming weights balancing. Tran-
sistor-level techniques are created as a countermeasure for
power analysis attacks and consist of the adoption of a
logic family whose power consumption is independent of
the processed data.

CMOS is the most popular transistor-level approach,
also implemented in all software libraries of standard
smart card cells, but not efficient as a countermeasure
for PA attacks. Static Complementary CMOS logic only
consumes energy from the power supply when its output
has a 0-1 transition. In fact, during the 1-0 transition the
energy previously stored in the output capacitance is dissi-
pated and in the two events of a 0-0 or a 1-1 transition no
power is used. This asymmetric power demand provides
the information used in PA to find the secret key. A logic
style with data-independent power consumption does not
reveal this information. When logic values are measured
by charging and discharging capacitances we need to use
a fixed amount of energy for every transition. The most
efficient logic styles that have these characteristics and
combine dual-rail and precharge logic are SABL (Sense
Amplifier Based Logic) [10], WDDL (Wave Dynamic Dif-
ferential Logic) [11], 3sDL (3-state Dynamic Logic) [12]
and one of recently proposed - TDPL (Three-Phase Dual-
Rail Precharge Logic) [13], [14].

In a dual-rail pre-charge (DRP) logic style, signals
are encoded as two complementary wires and power
consumption is constant under the hypothesis that the
outputs drive the same capacitive load. This fact means
that if we have different values of capacitors, the power
consumption in periods will not be constant. This is the
reason for adding one more phase — discharge, so the
power consumption can be independent on the values of
capacitors. During the first phase (precharge), the output
lines of a generic logic gate are both charged to VDD. In
the second phase - evaluation phase, the output depends
on the value of input. In the last phase — discharge phase,
both outputs are discharged to VSS (Fig. 3, Fig. 4).

Fig. 3. An example of a TDPL circuit - TDPL inverter.



Fig. 4. Timing diagram of the TDPL inverter.

The proposed approach has already been tested by oth-
ers, but mostly as a logic style against attacks based on
analysis of crypto cores’ dynamic currents. It has to be
noted that leakage current can be measured in a similar
way as the dynamic current is measured in traditional PA
attacks and that leakage power measurements are in prin-
ciple simpler to carry out [15], [16].

In this study, 1-type model Mosfets both for CMOS
and TDPL logic circuits are used, using a 65-nm CMOS
cell library from STMicroelectronics in the Cadence en-
vironment.

LEAKAGE CURRENT AND ITS DATA
DEPENDENCE

The results of the experiments carried out on basic I-
type CMOS gates showing the sensitivity of the leakage
current of these gates to input data variations are reported
in Table I. It has to be noted that if we sort leakage cur-
rents associated to their logic levels in ascending order,
the same order is preserved with temperature variations.
It means, for example, that in a 2-input XOR gate, logic
input 01 is able to generate the maximum leakage current
for all temperature values.

TABLE I. LEAKAGE CURRENTS OF BASIC CMOS GATES

NOT Gate CMOS065
A T=0° T=25° T=50° T=75° T=100°
23.148n | 37.561n | 58.893n | 88.319n 126.7n
1 40.99p 92.92n | 183.933n | 327.11n 533.9n
NAND Gate CMOS065
A | B T=0° T=25° T=50° T=75° T=100°
0|0 14.33n 16.47n 19.83n 24.99n 32.58n
0|1 23.13n 37.5n 58.75n 87.99n 126.03n
1|0 19.16n 30.86n 48.48n 73.16n 105.82n
1|1 | 8196n 185.73n | 367.42n 652.8n 1.06u
XOR Gate CMOS065
A | B T=0° T=25° T=50° T=75° T=100°
0|0 110.2n 210.49n | 381.36n | 647.34n 1.03u
0 | 1 | 164.66n | 294.85n | 501.27n | 802.64n 1.21u
1 | 0| 134.97n | 245.56n | 422.66n | 684.02n 1.04u
1|1 | 140.62n | 309.36n | 608.78n 1.08n 1.76u
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TABLE II. LEAKAGE CURRENTS OF BASIC TDPL GATES.

NOT Gate TDPLO65
A T=0° T=25° T=50° T=75° T=100°
0 117.338n | 235.887n | 437.36n | 745.162n | 1.176u
1 117.338n | 235.887n | 437.36n | 745.162n | 1.176u
NAND Gate TDPLO65
A| B T=0° T=25° T=50° T=75° T=100°
0| 0| 116.84n | 234.77n | 435.17n | 741.38n 1.17u
0| 1| 117.33n | 235.88n | 437.35n | 745.14n 1.176u
1| 0 | 116.45n | 234.36n | 435.52n 743.2n 1.174u
1|1 118n 237.42n 440.4n 750.46n 1.184u
XOR Gate TDPLO65
A|B T=0° T=25° T=50° T=75° T=100°
0 | 0| 116.97n | 236.74n | 440.88n | 752.81n 1.18u
0| 1| 116.97n | 236.74n | 440.88n | 752.81n 1.18u
1|0 | 116.97n | 236.74n | 440.88n | 752.81n 1.18u
1| 1| 116.97n | 236.74n | 440.88n | 752.81n 1.18u

Table II reports leakage current simulations on stand-
ard TDPL gates. For NOT and XOR TDPL gates, whose
structures are symmetric, leakage currents are independ-
ent on the input value. For NAND TDPL gate slight dif-
ferences in leakage current values can be seen, but not
enough evident to be precisely connected to the input
data. With temperature rise, leakage current order is pre-
served for TDPL NAND gate, and leakage current values
grow for the others. Both in Table I and II presented leak-
ages are in Amperes and temperatures in Celsius degrees.

ANALYSED MEASURED RESISTANCES OF CMOS
AND TDPL TECHNOLOGIES

In order to show the difference between use of CMOS
and TDPL technology as a countermeasure against side-
channel attacks based on analysis of leakage currents, a
simple study is done. The obtained results for the three
analyzed gates at the temperature 25° are summarized
in Table III. Comparison of these technologies has been
analyzed through two factors: NED (Normalized Energy
Deviation) and NSD (Normalized Standard Deviation).
The energy per cycle

T

E=V, (1, (0l (1)

0

is adopted as figure of merit to measure the resistance
against leakage current analysis attacks. NED is defined as

Max(energy / cycle)— Min(energy / cycle) (2)

Max(energy / cycle)
while NSD is defined as

b (3).
mean(energy/ cycle)

As expected, TDPL gates show extremely balanced
energy consumption, and they are independent to input
data values.
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TABLE Ill. COMPARED NED AND NSD FACTORS FOR CMOS
AND TDPL L-TYPE GATES.

CMOSs | TDPL | cMOS | TDPL | CMOS | TDPL
NOT | NOT | NAND | NAND | XOR | XOR
maxE | 1115 | 283 | 2228 | 2849 | 3712 | 284
minE | 4c07 | 283 | 197 | 2812 | 2525 | 284
NED | 59.5% | 0% | 91.1% | 1.2% | 31.9% | 0%
E | 7828 | 283 | 811 | 2827 | 3180 | 284
onl | 332 0 823 | 14 | 472 0
NSD | 42.4% | 0% | 101% | 0.5% | 14.8% | 0%
CONCLUSION

Since leakage current can become a problem to take

into account during crypto-core design, especially for
crypto-cores implemented in technologies with gate
length under 0,1 um which exhibit a high leakage power
consumption, through a simple case study we have shown
that TDPL 65nm technology is better as a countermeasure
in comparison to CMOS 65nm technology.
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Abstract:

In the last decade, Internet has become the most important source of information for any
type of business or scientific research. Historical troubles of finding particular informa-
tion have ceased to exist. The new challenge is to find the right information among a vast
number of sources available on the Internet. Internet search engines are the first hand
help, however, the ways they work are closely guarded by the software vendors. The paper
analyses the ways Google search engine is searching and ranking requested information.

INTRODUCTION

In June 2009, Reuters news agency has conducted a
survey that has confirmed that Internet is by far the most
popular choice of information. The same survey has con-
firmed Internet as the most reliable source for news (near-
ly 40% of adults), ahead of TV (17%, newspapers (16%
and radio (13%). With increased proliferation of IT tech-
nologies, broad-band networks, computer ownership and
wireless devices, there is a little doubt that as an informa-
tion source Internet is dominating other key information
players such as TV, Radio and printed information media.

RESEARCH METHODS AND SECONDARY DATA

Every serious research project, either in the domain of
social sciences or in the domain of natural sciences, has
to start by study of the prior art. Collection and analysis
of the secondary data (data obtained by other authors)
plays a key role in many stages of the scientific research
including finalization of the research question or hypoth-
esis, formalization of the research proposal, development
of the research design, budgeting and reporting. In some
cases, the whole research task can be based on the sec-
ondary data, without direct collection of the primary in-
formation using techniques of experiments, surveys or
observation.

For these reasons collection of the secondary data is
critically important and has direct influence on the re-
search results

Key words:

data integrity,
reliability,

search engines,
Google PageRank.

Classical research methodology literature refers to in-
dexes, bibliographies, dictionaries, encyclopaedias, hand-
books and directories as main information sources for
secondary data collection. Today most of these resources
are available in the digital format on internet. In addition
there is a vast quantity of information appearing on the
individual expert web sites, blogs, and even social media.
Such abundance of the information requires new skills to
collect the relevant and reliable data and to include them
in the research process.

The internet data collection poses two main challenges:
finding the data and evaluating the data quality and reli-
ability.

DATA FINDING & INTERNET SEARCH ENGINES

As a general rule, data finding on internet starts with
use of one of the available web directories or search en-
gines. While web directories are human managed listing
of the web sites, search engines work automatically and
without direct human intervention. They are a basic soft-
ware tool with a capability to access and index a huge and
ever-growing number of web-sites, proximately doubling
every two years. According to Netcraft/Google statistics
from 2012, in year 2000 Internet comprised 8 million
web sites and in 2011almost 400 million web sites. Digital
Strategy Consulting’s research from 2013 has shown 634
million web sites and 3.7 billion internet users in 2012.
Today, information on the internet is stored on estimated
one billion of web sites and hundreds of billions of inter-
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net pages. Without sophisticated softer solutions, diligent
use of such information would be impossible.

Search engines operation

Computers with the internet connections are like
houses with the open door. Through these doors informa-
tion is entering from the internet to our computers or our
information is placed in in the internet servers. Comput-
er users are in control of such purposeful data exchange,
however, they are not in control of the operation of the
search engines that use the same paths.

Search engines are small software systems (“spiders”,
“crawlers”, “web robots”, “internet bots” or “bots”) de-
signed to visit web sites’ pages, to search for particular in-
formation and to index the pages. They can be of a general
purpose or covering only specific type of content / topic
(e.g. patents, books, music etc.). They can be monolingual,
bilingual or multilingual and have limited or unlimited
geographical coverage. Their operation is automated and
they typically work with one or more keywords that are
the basis for information acquisition.

Development of search engines dates to early nineties,
with rather small number of web sites and rather simple
software tools to finding the data on Internet. During the
last two decades the sheer number of the web sites and
their increased complexity required the development of
much more sophisticated and ever developing software
solutions for data search and indexing.

Today’s search engines

Today there are more than 30 major active search
engines used to look for the specific information on the
Internet. Clear leader is Google search with more than
1billion unique visitors / month. Different surveys (and
measurement techniques) give to Google market share
participation of 75 — 90%:

Global Market Share
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Picture. 1. Search EnginesMarket Shares
(source: http://marketshare.hitslink.com/search-engine-mar-
ket-share.aspx?qprid=4)

With such dominance and widespread use of Google
in information search, it is important to understand how
Google search engine works. Although the details of the

software tool is a closely guided professional secret and
the solution itself is being continuously developed and
upgraded to meet the increased requirements, some of
the key operational aspects of Google search engines are
known.

GOOGLE’S SEARCH ENGINE & PAGERANK

Google search was created by Google founders Larry
Page and Sergey Brin in 1997. It originated at Stanford
University as part of a research project about a new kind
of search engine and resulted in foundation of Google Inc.
in 1998 (http://infolab.stanford.edu/~backrub/google.
html). In the following years, Google has become the far
the most utilized search engine worldwide. In addition to
high performance and ease of use, the most valuable fac-
tor was the superior quality of search results compared
to other search engines. This quality of search results is
based on PageRank, a sophisticated methodology of rank-
ing web documents, as well as on variety of other factors
that are counted while processing a search query.

Though the algorithms are constantly changing, there
are some consistent patterns that stand behind all search
results. Firstly, all the links are followed from page to page
by Web crawlers (Internet bots that index Web pages).
Secondly, the most relevant results appear first. In addi-
tion, there are numerous other approaches that vary in
their usage (types of search methods, spelling and under-
standing queries). Despite the fact that Google don’t ac-
cept payment to increase a site’s ranking, they propose
sponsored links in addition to the search results..

PageRank is an algorithm of link analysis used by
the Google web search engine that assigns a numerical
weighting to each element of a hyperlinked set of docu-
ments in the World Wide Web. The purpose of this analy-
sis is measuring measuring the relative importance of a
page within the set with a premise that the more links
are directed to a page, the more important the page is.
In other words, the webpages are not considered as parts
of website but as individual figures with their own rank.
This algorithm determines how trustworthy, reputable, or
authoritative a source of the page is. Its main attention
is paid to all links between pages to determine their rel-
evance. PageRank (PR) gives a probability distribution to
represent the likelihood that a person randomly clicking
on links will arrive at any particular page.

PageRank is not only operating upon the total num-
ber of inbound links. The basic approach of PR is that
a page in fact considered the more important the more
other pages link to it, but those inbound links do not
count equally. A page ranks high in terms of PageRank, if
other high ranking documents link to it. Their rank again
is returned by the rank of documents which link to them.
Hence, the PageRank of a certain webpage is always deter-
mined recursively by the PageRank of other pages. Since
the rank of any document in the Web influences the rank
of any other, PageRank is, in the end, based on the linking
structure of the whole Internet.

Levels of PR vary (picture 2). Each new one is more
difficult to reach than previous. Moreover, PR can de-
crease over time, if the page loses its value and relevance.




Picture. 2. PageRank distribution s function of level of effort
(source: http://elliance.com)

Concept and key principle of PageRank

The concept and the algorithm established by the
founders of Google as can be mathematically expressed as:

PR(A)=(1-d)/N+d[PR(T1)/L(T1)+...PR(Tn)/L(Tn))] (1)

Where

PR(A) is the PageRank of the page A

PR (T1-Tn) are PageRanks of the pages linked to A
L (T1-Tn) are outbound links on pages T1-Tn

d is a damping factor ranging from 0 - 1

N is number of the pages assessed

The damping factor is introduced to take into account
the chance that a random web user will eventually stop
surfing and clicking on the relevant outgoing links. Such
behaviour is usually assigned a damping factor of 0.85,
although under the specific circumstances it can be as-
signed other values as well (http://www.personal.psu.edu/
users/j/x/jxz203/lin/Lin pub/2006 ASMBI 1.pdf).

For example, if a page A is linked to pages B with two
outbound links, page C with one outbound link and page
D with three outbound links, the PR value of the page A
will be:

PR(A)=(1-d)/3+d[PR(B)/2)+ PR(C)/1)+PR(D)/3)] (2)

Usually the initial values given for the individual pages
(in this case pages B, C and D) are 0.25. As the spiders go
deeper in the site structure, pages linked to B, Cand D are
evaluated as well and the whole system is recalculated in a
number of iterations.

On Page 3 a simple network of pages is presented to-
gether with their inbound and outbound links. In this
example, page C has a higher PageRank than page E,
even though there are fewer links to C. The only link to
C comes from an important page and has high value be-
cause of that. If a person who starts on a random page
has an 85% likelihood of choosing a random link from
the page they are currently visiting, and a 15% likelihood

of jumping to a page chosen at random from the entire
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web, they will reach page E 8.1% of the time. (The 15%
likelihood of jumping to an arbitrary page corresponds to
a damping factor of 85%.) Without damping, all web surf-
ers would eventually end up on pages A, B, or C, and all
other pages would have PageRank zero. In the presence of
damping, Page A effectively links to all pages in the web,
even though it has no outgoing links of its own.

|
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Picture. 3. PageRank and pages network

(source: http://en.wikipedia.org/wiki/File:PageRanks-Exam-

ple.svg)

Other Factors’ influence on the PageRank

It has been a subject of many arguments if additional
criteria beyond the link structure of the web have been
implemented in the PageRank algorithm since its original
version. Lawrence Page, one of the creators of PageRank,
outlines the following potential influencing factors in his
specifications for PageRank:

*

*

>

Visibility of a link

Position of a link within a document

Distance between web pages (achieving fewest
number of clicks)

Importance of a linking page (links from and to
high quality related sites are important)

linking page “up-to-dateness” (how the informa-
tion corresponds with reality)

In addition, search ranking is determined by other fac-
tors that should be considered as well:

*

* 6 6 ¢ ¢ o o

Links from specific sites

Location (regional)

Interests — user context (history of web search)
Number of visits per day

Key words

Period of existence of each website

Time spent by each user
Trends

Factors that have no influence on the PAGERANK

Contrary to some popular beliefs, some of the factors
do not have influence on the PageRank (PR):
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+ Frequent content updates do not improve PR au-
tomatically. Only relevance is considered in terms
of this algorithm

+ Content is not taken into account when PageRank
is calculated. The goal of PR is to set values to pages
according to their connections, not the pages them-
selves

+ High PageRank does NOT guarantee a high search
ranking for any particular term.

Filtering the search results

For all of its search results Google applies several
methods on filtering and avoiding spam/malware links.
For example, it can detect a pattern of unnatural, artificial,
deceptive or manipulative outbound or inbound links on
the particular webpage. This may be the result of selling
links that pass PageRank or participating in link schemes.
In some cases pages may contain hidden text and/or key-
word stuffing. More than that, they can be hacked by a
third party to display spam content or links. Such results
are excluded from the final results. Picture 4 shows results
of a manual monthly filtering as an attempt to maximize
the reliability of the PR results.

Manual Action by Morth

Picture. 4. Number of pages monthlyfilterred by Google
(source: https://www.google.com/insidesearch/howsearch-
works/fighting-spam.html)

PageRank Critisism

Most of criticism and controversy about PageRank is
based on the notion that Google has become a virtual “re-
ality interface”. Users of the Google search engine tend
to ignore all of the search results that do not appear on
the top of the list of search results, although some of the
valuable information could be found on the lower ranked
pages. The AOL analysis from 2006 (Picture 4) show that
more than half of the users of Google search click only on
the top two Google’s search results and that only 10% of
the users look for the information which is beyond the
first page of the search results.

1]
Picture. 5. Click-through percentages and Google Ranking
(source: http://training.seobook.com/google-ranking-value)

Other critics are dealing with the possibilities to influ-
ence or misuse the Google algorithms. Some well pub-
licized cases of “Google bombing” (e.g. cases with link-
ing text “miserable failure” or “out-of-touch-executives”)
have shown that it is possible to have an external influence
that can produce unrealistic search results.

In past Google search engine has been also criti-
cized for prefer-
ential treatment
of Google related
sites / pages (e.g.
biased  ranking
for Google Shop-
ping), for personal
data collection, for
ties with CIA and
NSA as well as for
susceptibility ~ to
political (govern-
mental) pressures.
Throughout the
years, Google has
been continuously
improving the algorithm in an attempt to meet the ever-
growing demands from the Internet infrastructure, indi-
vidual web sites / web pages and increased expectations
from the web users.

EVALUATING WEB PAGES: CHECKLIST

Once the search engine(s) finish the job, it is still highly
recommended to do some basic due diligence and sanity
checks in order to confirm that the information retrieved
is usable and actionable. The level of such efforts and de-
tail of scrutiny should correspond to the purpose of data
collection and risks associated with the use of such data.

Typically, data collected might not be useful if the data
source lack competence or integrity. Biased approaches,
hidden agendas professional incompetence or other fac-
tors might render the search results partly or completely
useless. For this reason it is advised to have at hand a
check list that covers the following aspects:



+ Purpose of the site (information, entertainment,
commercial, news, other)

+ Site ownership (government, educational, corpo-
rate, non-profit, personal, check the DNS extension
and WHOIS info)

Content (quality, quantity),

Software platform (static, dynamic)

Usability (information architecture, navigation)
Look and feel (graphic user interface, usability)
Maintenance (content updated, obsolete informa-
tion deleted)

Security (security systems, legal statements)

+ Pages author(s) and posting dates (author’s iden-
tity, qualification & expertise, date of the informa-
tion posting)

+ Contact information (address, telephone, e-mal)

+ Possible vested interest (hidden agenda)

¢ Opverall impression (look & feel)

In most cases, cross-referencing of several reputable

sources and consistent information is a good indication of
reliability of the information they are delivering.

* 6 6 o o

*

CONCLUSIONS

Internet is today the most important source of infor-
mation needed for personal or professional purposes.

Sheer volume of the information makes use of the
search engines unavoidable.
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Today, Google is by far the most used and the most
sophisticated search engine.

Google’s continuously evolving complex search al-
gorithm is based on the incoming and outgoing links to
specific pages as a main measure of the pages’ relevance.

Search results obtained by Google or any other search
engine should be considered and used with a degree of
skepticism and re-checked to confirm data quality and
integrity.
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Abstract:

This paper shows development of Internet Protocol Television (IPTV) services and integration
in existing distance learning platform for educational purposes. IPTV offers new approach
in teaching and delivering of study materials to students. Students can watch digital course
content on various mobile or portable devices like smartphones and tablets over the Inter-
net. The Distance learning platform includes three IPTV services (live video stream, video
on demand, Audio Q&A). The result of the Distance learning system and IPTV Distance
learning system evaluation found that new IPTV had a higher user satisfaction than old
system. Furthermore, an IPTV service creates a good learning experience for the students.
This paper provides guidelines how to use IPTV services for education.

INTRODUCTION

Distance learning systems are very popular lately.
There are few different platforms like Learning Manage-
ment Systems (LMS) and Course Management Systems
(CMS) with main goal to offer online training courses.
Our distance learning system is based on one of the most
commonly used in education institutions in the world
LMS system called Moodle [1]. Moodle is a GPL open-
source learning platform with modular construction and
allows plugins for adding new functionality and features.

Main features include:

Enrollment and registration
Assignment submission
Discussion forum

Files download

Grading

Moodle instant messages
Online quiz

¢ Activities

+ Reports

These features are both plugins and PHP code writ-
ten by our team to make this system usable by students.
Students are not only graded but also tracked how much
time they spend logged in and if there is inactivity more
than 1 hour they are logged out and no working time is
added to their gradebook.

Lectures and study materials are presented in PDF for-
mat for students to download or read directly from dis-
tance learning system. Activities and exams are scheduled
for certain date and time and they appear in the system
only for short period of time.

* 6 6 6 O o o
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Fig. 1 shows login screen of distance learning system.
Every student must obtain username and password to ac-
cess the system. There cannot be two students with the
same username logged in in the system and working on-
line at the same time. If the same user is logged in second
time, the first user is automatically disconnected and time
spend online for this user is not added to total time spend
online.

Fig. 1 Example of distance learning system login screen

Reports are generated for time every student spends
online and grades from every quiz and exam showed by
student or for all students in particular course. Student
profile with information about login time, total time on-
line and enrolled courses is presented on Fig. 2.
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Fig. 2 Example of Student profile screen

However this system does not provide enough interac-
tion between teacher and students. There need to be in
person class activities and Q&A sessions. Also class roster
is limited to space in one class room and students must be
divided in groups to attend in person lectures.

If a student can’t attend to these lectures there is no way
to get back in track with other students without going to
teacher and take private consultation.

We are trying to overcome this by introducing IPTV
services to our existing distance learning system.

ADDING IPTV SERVICES

To deliver video content over IP network IPTV system
needs interactive services. IPTV services can be divided
in three main groups: streaming TV, video on demand
(VOD) and time-shifted TV. According to ETSI speci-
fication [4] Next Generation Networks integrated IPTV
include following IPTV services: Broadcast TV; Content
on Demand (nCoD, pCoD); Personal Video Record-
ing (cPVR, nPVR); Pay Per View (PPV); Interactive TV
(iTV); User Generated Content (UGC); Profiling and
personalization; Content Recommendations (CR); Ad-
vertising (Ad) and Targeted Advertising (TAI); Messag-
ing services; Notification services; Personalized channel;
Bookmarks or Content Marking (CM).

IPTV services provide students with more control over
viewed Video channels and give them ability to make de-
cision what Video content to choose and when to watch
it. Student can watch IPTV with a number of network-
addressable devices like laptop, personal computer, set-
top box and TV, smartphone, tablet, gaming consoles,
etc. These features make IPTV suitable for our distance
learning system.

IPTV can offer new additions to distance learning sys-
tems by introducing following services:

+ Live video stream

¢ Video on demand

+ Time Shifted TV / Personal video recording
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Fig 3. New IPTV services in Distance Learning System

Example for use of each of IPTV services in our dis-
tance learning system is shown on Fig. 3 and Table I. Usage
of these services is not limited and our system is constantly
upgraded with new interactive services for students to use
on a daily bases. We get positive feedback from students
for added IPTV services.

Table I New services

IPTV Service Distance Learning System usage
Live video lessons
Live video stream Oral exams
Q&A sessions
. Video lessons Library
Video on demand Q&A Library

Pause and resume Live sessions
Record live video lessons
Record Q&A sessions

Time Shifted TV / Per-
sonal video recording

CONCLUSION

As IPTV is transmitted over IP it needs proper com-
pression techniques to compress the video prior to its
transmission depending on the available bandwidth. We
have found H.264/MPEG-4 AVC compression the best
possible solution for this challenge. Now students can
watch both live video lessons and video on demand re-
corded lessons.

Students involved in IPTV distance learning system
have a high score of system satisfaction.

FUTURE WORK

Our vision for future in distance learning systems in-
cludes better integration with IPTV and adding features
like mobility and portability so students can gain knowl-
edge via smartphone, tablet or any other portable device.
Adding more interactive services and improve student in-
teraction with the system.
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PERSONAL LEARNING ENVIRONMENT AND THE LEARNING
OF MATHEMATICS. POSSIBILITY OR REALITY?
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Abstract:

This paper is about one of those complex and disputed concepts that live in the educational
ecosystem: ‘Personal Learning Environment’ (PLE) and its application and manifestations
in Mathematics Education. Although PLE is an expansive concept, that is, it is under
construction and generates an on-going discussion; there are some things we can say more
definitely about it. I am going to explore different approaches to concept formation as evi-
dent in mathematics education. I will therefore describe significant features a PLE should
have as being creative and experiential; open and reflective and; connective and social some
important ones. I will also survey the existing PLEs in online mathematics education and
expose how I intend to design a mathematics course that will use history of mathematics
as a cultural context and how this will promote the use of personal learning environments
as a means to learn mathematics for young students. The questions my talk will expose
arise as part of my own struggle looking for theoretical anchors to define this complex and
unstable construct -PLE, and its role in Mathematics Education.
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INTRODUCTION

It is widely accepted that concepts are the building
blocks of human cognition and an important component
of our innate capacity of reasoning. In some cases new
concepts both shape and lead to social innovation [1]. In
educational research where —in some areas— we strive for
social innovation, the elaboration of new concepts is at the
center of the activity.

But what does the word concept means? It has its ori-
gins in the Latin word concipere, which is in turn associ-
ated with the term conceive that means envisaging, imag-
ining; “making up a possible future state of affairs”[1]. He
[1], points out at a revealing use of the word concept in
the field of product development or design. In this context
‘concept car’ for example, means a future oriented model
of a dream car. “They are like preliminary versions of the
essential contours of an emerging product”[1].

How does a concept form? In mathematics for exam-
ple, concept formation is the process of identifying new
classes of objects with interesting and/or new or desirable
properties [2]. But if we want to look at how such a con-
cept is formed in student’s mind we must ask the question
to Mathematics Education. Concept formation in its sim-
plified version, following Vygostky’s ideas is a negotiation
of meaning mediated by social interactions. It consists in

introducing a meeting point, a creative middle [1], where
accepted concepts —-mathematical in this case— that are
being learned interact with experiential, or every day con-
cepts in the child’s mind. As a consequence the mean-
ing of that concept (encapsulated in a word sometimes)
evolves for the child until it is fully learned and ready to
use in different contexts [3]. If they are adopted unthink-
ingly, they will not accomplish to do the conceptual work
they are meant to, not only in the learning process but
also in research where they have a dual role: they inform
our study and are also the basis for us to inform others of
our study [15]

In educational research where designing innovative in-
terventions is very common, we must generate a guiding
concept that envisages the emergent product and guides
the research process. Concepts in social science encap-
sulate complex and organic processes that are perhaps
product of spontaneous human actions embedded in
everyday activities. In those cases the task to conceptual-
ize becomes multifaceted, intricate and debated. That is
the case with ‘personal learning environment’ (PLE from
now on), which is what my research aims to develop: the
design principles for a scaffolding structure of a personal
learning environment designed and shaped by the learner.
Going back to Mcluhan’s idea of technology (PLE in this
particular case) as the extension of man [4].
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A HISTORY OF THE DEVELOPMENT OF
THE CONCEPT OF PERSONAL LEARNING
ENVRIONMENTS

The first time PLE was mentioned as a concept was in
2001 in a paper by Oliver and Lieber [5] and from the first
session in a JISC (Joint Information System Committee)
conference in 2004 it has been influenced and affected by
the on-going changes of web technologies [6][35]. The
concept started to be discussed around the topic of vir-
tual learning environments and how the web 2.0 was dis-
rupting education with its flexibility, openness, usability
and more then every thing else, the freedom with which
those tools could be used by learners “crossing and merg-
ing multiple learning contexts by learners themselves” [7].
There are two main strands in the research of PLE; being
the mainstream concerned with digital instrumentation
of teaching and studying activities in higher education
[8][10] (For more extended information look at [6][34]).
This group of researchers acknowledges contradictions
between the institutional technology provision and stu-
dents own learning environment, being the major concern
the technological difficulties of merging both environ-
ments [6]. Targue that the main difficulty does not lye in
the technological issue per se but in the implications they
have in the pedagogic vision of those institutions [10]. Is
not a PLE about personal choices, preferences, ownership,
‘my own’ and its implications in the learning experience?

Curating ones own learning environment is an impor-
tant aspect regarding the ownership of the space, which in
turn has positive consequences in the learning experience
[7] . If young students have to become life long learners in
order to be proactive citizens in a knowledge driven soci-
ety, capable to adapt to the unexpected and cope with an
overwhelming plethora of new social and digital tools, and
if it is expected from them to be ‘web makers’ [11] that
is, to read, write and participate effectively on the web,
would not designing, crafting, and managing a PLE, for
the learning of mathematics be a good catalyst for stu-
dents in the learning and improvement of such skills? My
answer is an intuitive and hypothesized yes for which my
study will provide empirical evidence and a thoroughly
researched answer. The PLE should be one of the learn-
ing outcomes, making it a powerful learning tool —a meta
tool; a means for students to become digital competent in
the academic field. Learning to learn, while at the same
time learning mathematical knowledge is a much more
compelling approach to learning [9] both under a social
constructivist approach.

The other strand of research is concerned with the
educational approach and not so much with the digital
and technological instrumentation [12], [13], [14]. There
vision is more oriented towards the learner’s control and
ownership; with the meaning of personal and personaliza-
tion implicit in the PLE and how can student’s agency (the
human capacity to make choices and impose them on the
world [7]) over the learning process be operationalized
[6][12]. How can a PLE transform students in agents and
co-creators of the learning process?

SEARCHING FOR SIGNPOSTS IN THE DIFFERENT
CONCEPTUAL ROADWAYS

Gaining focus in any research activity is a permuta-
tion of keeping an eye on the road ahead, though remain-
ing vigilant. Concepts —using this metaphor- will work as
signposts, distinguishable features in the landscape[15].
In order to search what would be the most appropriate
route for my research I will survey some of the different
concepts of PLE as well as some of existing PLEs in differ-
ent subjects including mathematics education. This will
allow me to have a broader view of what is out there and
what is missing and how my work could add new features
to the concept of PLE hence proposing a blueprint for a
new signpost: Rich Mathematics Empty DynamicSpace,
my personal version of a PLE for the learning of math-
ematics integrating history and culture context.

The definitions are taken from two compelling syn-
thesis [6] [16] of important voices in PLE research. I will
list different definitions and its author and at the end I
will identify patterns and find commonalities with which
I can start.

Different definitions of Personal Learning
Environments

A personal learning center, a collection of interoperat-
ing applications. A node in a web of content. An environ-
ment rather than a system. (Downes, S.)

¢ Is a facility for an individual to access, aggregate,
and manipulate digital artifacts of their ongoing
learning experience. (Lubensky R.)

+ Systems that help learners to set their own goals
and manage their own learning. It is composed of
one or more subsystems: as such it maybe a desktop
application, one or more web-based services. (Van
Harmelen, M.)

¢ A personal landscape. A connection tool. It can be
part of something bigger like a knowledge ecology.
(Chatti, M.)

¢ An ecosystem of connected educational resources
facilitated by a set of tools and fuelled by collabora-
tion opportunities facilitating the consumption of
content that enables and increases understanding
of specific knowledge domains. (Kraus, L.)

¢ Are not an entity they are collection of tools
brought together under the construction of open-
ness, interoperability, and learner control. They are
comprised of two notions: the tools and the con-
ceptual notions that drive why and how we select
individual parts. It is a concept entity. (Siemens,
G.)

+ A potentially promising pedagogical approach for
integrating formal and informal learning and sup-
porting students self-regulated learning in higher
education contexts (Dabbagh and Kitsantas)

+ It is an outcome of learning. Customizable by the
learners and heading towards providing an open set
of learning tools, an unrestricted number of actors,



and an open corpus of artifacts either pre-existing
or created by the learner. An end user development
(Wild et al.)

+ A collection of tools to foster self-regulated and col-
laborative learning (Valtonen, et al.)

Looking for patterns (simmilar signs in all
signposts)

The idea of a new approach in the use of technology
for learning is the overarching vision amongst most of
the authors being the idea of a network and collection of
tools and resources a common feature amongst many.
Self-regulated learning is one of the functions of a PLE
and personalisation is not about differentiated instruction
is about the personal choices put into the design of the
PLE and students choosing their own path to the learning
of the subject. It is not very clear stated if the PLE must be
build or not by the learner, it could be either an institu-
tional initiative or not. This aspect is one of my particular
interest as I do think that the pedagogical power of a PLE
resides in part, in designing and building it [9]; there are
digital skills embedded in the task that are powerful for
the learning of mathematics and other important skills
for the 21* century.

In line with this idea [12] developed a course in voca-
tional education in Finland where students had the chance
to build entirely their own PLE, considering ownership,
personalization, student’s control, and self-direction im-
portant attributes connected to PLE. In their view [12],
personalization “emphasizes learning where students are
encouraged to bring their unique ideas and background
to the learning situation as resources that may be utilize...
(p. 733)” highlighting the ownership of the PLE. An inter-
esting point for discussion is the fact that students need
to be aware with the ways in which they learn in order to
choose the adequate tools and content to support their
learning through the PLE. Pedagogical support is needed
regarding the skills students need to have in order to self-
regulate their learning, this is far for being evident for
young and even adult students. “Instead of focus on tech-
nology, the emphasis ought to be on the pedagogical de-
mands of PLEs in education” (p.738). The study revealed
“how the assumptions related to using PLE in education
are not necessarily reflected in practice...using PLEs in
education is a fairly new phenomena thus it needs further
research” (p.738).

Another case [13] that worked with the idea of stu-
dents (prospective teachers) building their PLE conclud-
ed: “PLE include the mechanism that help him to rework
and rebuild information and knowledge both in the phase
of individual reflection and recreation as phase in which
other people helps us reflecting for its reconstruction”
(p.10). It can be seen that PLE in both of those examples
is used as a meta-tool for the learning of self-regulated
learning and digital and media tools as well as the subject
knowledge involved in the course.

ROLE' is a European research project about respon-
sive open learning environments. They where concerned

1 ROLE www.role-project.eu
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mainly with digital instrumentation and self-regulated
learning. One of their main goals was to create all the tools
-widgets as they called them, in order to make a system
that would be interoperable thus data could be shared and
stored.

Khan Academy” is a mathematics online environment
that is called ‘personal learning adventure’ by his founder.
Although it is different from what the conceptualization
of PLE:s tells us, I consider it relevant because it is one of
the most emblematic examples in the USA for personal-
ized learning online environment. It is an already build
system that contains all the mathematical topics covered
in high school level in the USA. In the American version
personalization is most of the times about differentiat-
ed instruction; the goal is to adapt to student’s learning
needs, prior knowledge and her/his level of expertise. It
has nothing to do with what the learners brings into the
environment in order to build it.

Another interesting example are the Massive Open
Online Courses (MOOCs) a phenomenon that was born
in the US and delivered by many higher education insti-
tutions in a common platform, Coursera. Mathematical
Thinking is a relevant MOOC in mathematics education.
The course is designed as a web application that is ac-
cessed through the browser. They are designed as stan-
dalone modules, learning objects, for which the learner
would need to create (in my view) a PLE. Students need
to organize and connect different resources, tools and in-
teractions in order to manage the learning experience. In
this case building a PLE is one of the actions a student
need to perform being one of the learning outcomes of
the whole process. MOOCs could be seen as a learning
management system open to external students. Grasp’ is
a platform created for teacher and students to build their
own PLE. Interesting because it is a PLE deconstructed in
all its elements so it serves as a conceptual tool in order to
understand their vision of a PLE.

In France at the Université de Moncton, a learning
community CASMI* (Communaute " d’apprentissages sci-
entifiques et mathe "matiques interactifs) was created. It is
conceptualized as an extension of the formal mathemati-
cal learning space and it aims to connect mathematics to
other subjects. Participants are schoolchildren, teacher,
parents, as well as students of the university enrolled in
didactic courses who develop problems and guide stu-
dents and teachers. Students where invited to create their
e-portfolio with their individual contribution and share
it with the community receiving feedback. It is an open
learning environment with a touch of personalisation
given by, on the one hand, the creation of an e-portfolio
by participants and on the other, the freedom participants
have to choose the problems they want to work on and to
use any digital tool in order to perform the activity [17].
There are other similar initiatives with this format of on-
line community and free joining with the idea of enrich-
ing the mathematical experience, knowledge, and skills
in children and teachers. NRICH? is one of them. It has
2 khanacademy.org

http://graasp.epfl.ch

3
4 www.umoncton.ca/casmi
5  http://nrich.maths.org
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the underlying vision of CASMI. The mathforum® is an-
other learning community of teachers, mathematicians,
researchers, and students using the power of the Web to
learn and improve. Some are just webpages as Mathigon.
org —excellent one— that could serve as external resources
for schools or even students on their own with a particular
interest in mathematics. Nevertheless they are different
from the PLE that I am envisioning. They lack many of the
common features listed above. They are better catalogued
under learning environments, standalone resources to en-
rich the learning, and community of practice.

I conclude that PLEs in mathematics education are
scarce, at least PLEs that fall under the category of the
cited definitions listed above: designed and build by the
learner in order to guide and orchestrate their learning
experience. Maybe some of them are not public projects
per se but part of a bigger one?

PLEs are —as stated by [10],[12],[13]— a new approach
to learning in general and even more to the learning of
mathematics; so new, that finding relevant and illustrative
examples has been a long and relative unfruitful search.
It has been possible to search for some common aspects
-signs, in the different definitions -signposts— as in some
of the examples —-roadways, but there is still a need to em-
bed these features that characterizes a PLE in mathemat-
ics education. The how to is still part of empirical part of
the research. I will start with a draft concept for a PLE
for the learning of mathematics, a theoretical approach,
a possible roadway I will take that will be refined during
the learning experience in order to be more accurate and
adjusted to the learners needs and particularities of the
experience.

Towards a draft version of the Rich Multimedia
Empty DynamicSpace (RME-DS) my vision of a
PLE for the learning of mathematics

The idea is to design a learning intervention that will
use the history of mathematics in its cultural context to
enrich the mathematics content knowledge bringing stu-
dents to build their PLE to orchestrate the learning experi-
ence and find connections between mathematics and the
human, ideas and their context, past and present, solu-
tions and problems, the individual and the collective. Har-
nessing the power of the flow of ideas, recognizing that the
present is a moment in a continuing evolution. Orchestra-
tion is defined by [18] as the intentional organization by
the teacher of various tools available in the learning envi-
ronment; my proposal is to complement this with the stu-
dent organizing their learning experience, choosing tools
and resources through their PLE: Students orchestration.

Driven by the question of how are we preparing our
students to be effective network learners engaged in the
deep understanding of mathematical ideas immersed in
its cultural and historical context and inspired in the seven
principles of innovative learning [19][20] listed bellow,
as well as in the futuristic study [21] done by the Euro-

6  mathforum.org

pean Commission’, and in FutureLab’s® learner’s charter
for a PLE, I will illustrate in figure 1 the Rich Multimedia
Empty DynamicSpace for the learning of mathematics in
high school level.

I aim to design a learning intervention that foster in
students the need to create a personal learning environ-
ment with 7 duplets of attributes that depict at the same
time the features of the learning space as well as some
aspects of the mind-set of young students —the final users
that are growing up in a participatory culture [22] [23]

+ The seven principles of learning:

The learner at the center

The social nature of learning

Emotions are integral to learning and key in
achievement

* o o

Recognising individual differences
Stretching all students
Assessment for learning

Building horizontal connections

RME:DynamicSpace

, Rich Multimedia Empty Dynomic Space

* 6 o o

r « perangl o figts
- precteg 5ed e

¢ mpttng 3rd prehiens

» ¢1bgtn ol dn el

= apin o reflain

¢ Fenible pad dymama

u i'—tﬂ' H M [
Figure 1. Rich Multimedia Empty DynamicSpace for the
learning of mathematics, Kuhn, C (2014)

Connecting + social: Connectedness is one of the
most accurate descriptors for young people [24]. Young
people move without problems from one space to another
—from visual to written, from virtual to physical, from
public to private, from leisure to duty. Mathematics is also
a very well connected corpus of knowledge that is a social
production of its time. Finding those connections is at the
core of the discipline.

Open + reflective: Young students are open to diversi-
ty, differences and to sharing with all, even the unknown.
They live in an open web culture where digital artifacts are
easily remixed, recreate, and shared again. Self-regulation

7 http://ftp.jrc.essEURdoc/JRC47412.pdf
8  http://archive.futurelab.org.uk/resources/documents/opening_ed-
ucation/Learners_Charter.pdf



is about reflecting about the learning goals, about creating
a personal path for the learning in general and mathemat-
ics in particular. It is about getting and giving meaning to
the ‘whats’ and ‘hows’ of learning and in doing so learning
how to learn [14]. Reflectiveness is a core skill that will
help students to not get lost in the overwhelming vastness
of the open Web.

Creative + Experiential: Young people prefer to learn
through discovery, exploring and finding out though in
a structured way. They need some parameters, rules, and
procedures knowing what would it take to achieve the
goal. They prefer to learn by doing and not just by being
told what to do. Re-invention of mathematical knowledge
is about an experience driven by the learner and guided
by the teacher. The affordances of digital tools allows for
a performative paradigm, which is exactly the one knowl-
edge re-invention requires.

Flexible + Dynamic: Learning is a dynamic process
that needs different tools and different resources at differ-
ent stages of the process. The space must be suitable for
change and customisation of the process and the products
in all its stages. Calculus is about the dynamic of change -
fluxions- how Newton called it. A nice metaphor to work
with in the RME-DynamicSpace.

Self-organized + Knowledge Manager: Complex
systems are self-organised. There is no outside control
that leads the organisation of the community. It is a
process that comes from within in order to accomplish a
particular process [25] that occurs outside. In the learn-
ing experience with a PLE there will be such a process
of self-organisation occurring in many layers. Building
the space, choosing the interactions, crafting the groups
and the activities, planning the learning outcomes, and
the path to learning. Being the space a kind of hub where
many and complex processes will take place. Knowledge
will be managed from there, information will be trans-
formed into knowledge that will be shared and exposed by
students. It will serve as a center from where to departure
and where to arrive.

Motivating + Emotional: Learning is multidimen-
sional encompassing a variety of motives and emotional
states. To engage in learning emotions and motivation has
to be taking into account [19].

Personal + Digital: The space is the expression of each
learner, an interpretation of what learning means to her/
him and an operationalization of that process. Learners
bring their unique experience and meaning, background
and expectations making from their space a very personal
environment that will enable the learning in general and
of mathematics in particular. They are the authors, the
designers, the crafters of this space. Being the format a
digital one.

The overarching vision is one in which all the aspects
of my approached to this learning experience function as
a network. The red dots in fig. 1 are the nodes of the net-
work that need to be connected in order to make it strong
and efficient. Mathematics is a network where ideas and
concepts (nodes) are deeply connected and intertwined.
So is history. A network of time and mind-sets, problems
and solutions, past and present, phenomena and laws;
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profoundly connected in a continuum (spiral form of our
network). It serves as a tool that allow students to harness
the power of the flow of ideas. Learning can also be seen
through the network metaphor. It is a process of creat-
ing networks [25]. Our mind is also a network, ecology of
resources: biological (neurons) and intellectual (cognitive
processes); where adding new nodes creates new neural
paths (connections) and increases our learning capacity.
Human’s mind work highly connected to adapt to the en-
vironment, or some times not only to adapt to it, but to
create a new environment. In words of [26]: New ecologi-
cal niches.

Figure 2: Connected elements of the calculus for high school
level

Learners are encouraged to inquire into the math-
ematical and non-mathematical worlds and construct
meanings for mathematical concepts, make explicit con-
nections between mathematics ideas and other pieces of
knowledge, history for instance, and by doing so promote
more robust mathematical intuitions. There is also an ex-
ternal network that connects the learner with the external
entities (nodes) e.g. people, books, data bases, experts,
or any other source of information making meaningful
connection between them in order to re-invent knowl-
edge and construct knowledge artifacts in digital formats
that again are new nodes to connect in other learning
networks. An infinite process represented with the spiral
shape of the network depicted in fig. 1.

The word ‘empty’ in the title is inspired by [27] with
his idea of the ‘empty reader’, which refers to the fact that
students should be the authors of the classroom textbook.
In the RME-DS, the intention is that students are going to
be co-creators of the experience and one of the learning
outcomes is the variety of learning resources generated by
the students throughout the learning process. The starting
point of the classroom is student’s questioning and uncer-
tainties regarding the subject knowledge, organized in a
way that teachers can be prepared but also open to learn
with their students. A real process of co-construction of
learning resources for the learning of mathematics. Mov-
ing away form teacher and text books as definitive and
only sources of knowledge [28].
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The learning activities and the design of the
course

The learning intervention I aim to design is for the
learning of calculus as an integral whole of connected -
conceptual and historically— ideas and properties that
had shaped one of the most pivotal mathematical con-
cepts in modern history: The fundamental theorem of
calculus. “The calculus is a blueprint in human thought”
[29]. It has triggered major changes in our way of thinking
and it opened up the road to modernism. It has lead man
to great places —amongst other- to the moon. The learn-
ing activities I will design follow [30] ideas of knowledge
re-invention and the ones of [31] who adds that in the
process of knowledge re-invention the history could be a
good ally for teacher as well as for students. I will study the
development of the calculus and its elements using histor-
ical knowledge in order to look for creative ways to bind
them together, to connect them and create a more mean-
ingful way to teach the subject. In words of [31]: “Hav-
ing a better understanding of the mathematical building:
strange elements in its structure are well understood when
the historical development of the building is clear.” Calcu-
lus (for high school level) being the mathematical building
I am trying to understand better through the historical
development of its elements, which are depicted in fig.2.
and inspired by the book: A Tour of Calculus [32].

One initial activity for students could be to research
about the history of some of these elements mentioned
above. Organise interviews to expert historians or organ-
izing an online workshop using digital tools and online
communication could be one of many options. Making a
critical review of some of the videos of [33] regarding the
history of calculus could be a different one. In any of the
cases they have a twofold outcome: on one side to take a
closer look into the history of mathematics in order to find
connections between loose concepts regarding the calcu-
lus (at highs school level) and on the other hand foster
student’s role of co-creators producing learning resources
for the calculus course, which will be called: A Universe of
Knowledge, aligned with Newton’s idea of understanding
and uncovering the mathematical design of the universe.

This is much in its beginning and I am working on this
aspect more in detail in this stage of my research. Never-
theless there is a clear overarching idea about what and
how to teach that will serve as a guide for the design pro-
cess of the learning intervention. I am very much inclined
that more than a possibility, the Rich Multimedia Empty
DynamicSpace for the learning of mathematics is a reality.

Much work is still to be done in order to realize it and
bring it into reality!
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Abstract:

This paper attempts to define some of the questions that are emerging in the digital era of
learning and communicating mathematics. The paper explores the epistemological questions
and problems in the discipline of mathematics education in the digital age, comparing it to
the examples from the past when new technologies changed the nature of the learning of

mathematics in as drastic way as the Internet did to us today.

SETTING THE SCENE

This paper attempts to define some of the questions
that are emerging in the new digital era of learning and
communicating mathematics. The paper is therefore first
exploratory: it defines and explores the new epistemologi-
cal questions and problems in the discipline of mathemat-
ics education as they arise with the ever increasing use of
the Internet and its ability to spread information of all
kinds, including that about mathematics. Secondly, the
paper is speculatory: whilst it speculates on the issues that
arise from the changes of environment, culture, and even
nature in the learning of mathematics, it does not offer
much empirical evidence - perhaps this is something that
will be undertaken following the present study. Thirdly,
this paper is a general study of the use of Internet based
information that can be used for the learning of math-
ematics, and is not bound to any specific country or cul-
ture, but is heavily biased towards English-speaking re-
sources as the author is British-based and all the resources
of mathematics that are discussed are English-language
based. This latest statement would need further explora-
tion and investigation itself: is English really, as popularly
believed, currently the international language of educa-
tion and how does the learning of mathematics depend
on the language and culture hence associated with it? We
will leave this particular question aside and pay attention
to it in another communication.

THE CHANGES IN THE EPISTEMOLOGY OF
MATHEMATICS

Learning Mathematics up to 2000

The epistemology of mathematics is a large field of en-
quiry and one with a long history. It deals with exploring

Key words:
digital, era,
epistemology,
mathematics,
Internet,
communication.

the ways we learn about mathematics, and usually gives
views of how this is done: throughout the history various
social groups, including those growing out of or belonging
to the state apparatus, used epistemology of mathemat-
ics as a way of justifying and organizing their systems of
learning mathematics. Until recently, the process was of
a mainly one-way process and it went in this direction:
the mathematics was created by mathematicians, the phi-
losophers of mathematics and mathematics educational-
ists studied how this is done, and their work was inter-
preted (rarely successfully) into systems which could be
adopted for schools (see figure 1 below). The education
system then interpreted what they were told the curricu-
lum is or should be, and fed the diet of what was regarded
as nutritious mathematics to the armies of young people.
Depending on the quality of teachers and their ability to
make sense of twice or three-times watered-down versions
of mathematics and how it should be done, children were
able to make sense for themselves of mathematics and
how to do it. The publishing industry sometimes stepped
in between and added another layer of interprentation,
but the direction was still the same — towards the learners
and without much possibility for any further interaction
in the opposite direction.
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Learning Mathematics since the 2000

The modern technology increasingly interferes with
this model of mathematics education. In between math-
ematics and mathematicians there is increasingly less of
state and education apparatus or publishing industry’s in-
terference and interpretation for the benefit of the learners
of mathematics. What is on the Internet now is a mix-
ture of paid-for and free content, scholarly-created and
amateur-written, collaborative or lone-internet-ranger
content. And so the learner, of whatever age, is able to,
with enough effort, make sense of mathematics, what it
is, and how to do it, by themselves.

Equally, the ‘state and culture’ category from figure 1
is increasingly not the official state or the culture defined
by the state or nation, but more fluid and still to be de-
fined system of the new emerging groups of interpreters of
knowledge. Who then defines what mathematics should
be learnt? And who is teaching it? Let us leave aside for the
moment the question of who is teaching this mathematics,
and look at what mathematics is there to be learnt in this
new Brave New Digital World.

I have identified three ‘sets’ of mathematics ‘curricula’
which are getting more clearly defined today and are of-
fered to the Internet users:

¢ The various curricula and courses for the learn-
ing of mathematics; perhaps the most influential
of all are the curricula for the university entrance
examinations. In this category fall also the content
of mathematics qualifications that one needs in or-
der to gain access to further education and training.
This set is defined by the examination bodies, the
universities, and increasingly by industry. This set
is still clearly defined by national boundaries.

+ Websites giving some kind of explanation or in-
struction in mathematics - these range from simple
text sites to sophisticated online paying or subscrip-
tion sites and free courses by the leading schools
of mathematics from around the world. This is the
fastest growing set of learning resources in math-
ematics but one that does not provide a feedback
to the learner.

+ The growing digital tools which are upgraded and
updated constantly such as apps and online sub-
scription sites, which give immediate feedback and
learning/improvement tools. These resources are
almost exclusively produced on a business model
basis.

The development of these digital resources for the
learning of mathematics changed the learning environ-
ment in mathematics in several aspects, although it has
not had the same effect on the mathematics education
sufficiently enough. This means that, whilst the national
reports on mathematics education still record the low
engagement with the subject, and school mathematics
is often considered ‘boring and irrelevant’, the curiosity
about mathematics has improved and the popular inter-
est in mathematics increased to such a degree that math-
ematics is, perhaps for the first time since the Renaissance,
considered again to be an exciting and mysterious field of
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study worthy of attention of not only geeks but the most
talented of us.

What are the implications of this change? I will men-
tion several such important instances.

The illustration below serves well to develop this argu-
ment:

The many-to-many directional relationship of learn-
ing, rather than the instruction in mathematics, is a model
emerging since c. 2000.

THE NEW (BRAVE) MODEL OF LEARNING

In this new model the learners are at the same time au-
thors of instructional materials, something that, although
it seems very new, has been present in the past too. Two
generic examples come to mind - the times when the new
communication technique is invented and becomes ac-
cessible to a larger number of people than before: the in-
vention of the printing press is one such example. A pro-
liferation of mathematics textbooks in the 16th century,
including the edition of Euclid’s Elements by Billingsley,
(and prefaced by Dee) in 1570 in England revolutionized
the learning of mathematics by the simple use of English
rather than Latin language. Publishing books on math-
ematics in the vernacular changed the audience from stu-
dents and scholars at the old universities to anyone who
could afford to buy or borrow the books on the subject.!
Equally, the similar ‘revolutions’ in the learning of math-
ematics happened with the emergence of new professions:
the 18th and 19th centuries saw the rise and the prolifera-
tion of textbooks on practical mathematics for the newly
emerging engineering and architectural professions.

The learning establishments

These two broadly described examples: the invention
of the printing press and what it meant to the learning
of mathematics, and the emergence of new professions
that needed high content of mathematical knowledge
and what that meant to the learning of mathematics, both
have elements of the changes that are taking place today
in mathematics education.

Firstly, the learning establishments are affected them-
selves. Just as Oxford and Cambridge had to open up to
the learning in vernacular language in the 16th century
and eventually the new universities were founded to ac-
commodate not only this but other ‘leveling’ aspects of

1 See for example Lawrence [4].
2 See Lawrence [5].
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class and religious divisions in the 19th century, so too
the great universities of today are opening up to a wider
public. This means that the learners who may not have the
usual prerequisite qualifications usually needed to enter
such universities are being offered a lot of free online con-
tent from these univerisites via the Internet.?

Secondly, those who professionally profited in the pe-
riods of two paradigm changes described above were not
professional mathematicians themselves: they were in fact
interested in mathematics from the very edges of what
we could identify as professional circle of mathematics
scholars. Their interest in the subject, and their ability
to describe mathematics in popular and easily accessible
way made their publications used widely. Today we also
have authors who are themselves learners of mathematics.
Most recently, for example, I have noticed that people use
‘blogger’ as a term to describe their professional identity —
surprising perhaps to those of us who haven’t got millions
of followers and therefore companies keen to advertise on
our blogs. The boundaries are currently blurred between
those who know and don’t necessarily know much - eve-
ryone is learning something, be it how to update the in-
formation on a wiki page which is wrong or what is wrong
about the maths on that wiki page.

The type of the learners of mathematics is inevitably
changing also. The ways of learning mathematics are di-
versifying and both the need for qualifications in math-
ematics and their relevance in the world are undergoing
major overhaul.* The reasons for the learning of mathe-
matics are shifting: the question “why do we need to know
this?” which mathematics teachers experience on a daily
basis is replaced by the greater awareness why you actually
do perhaps need to know some mathematics in order to
participate in the invention of new technologies, includ-
ing the development of Internet-based tools and services.

HOW DO WE KNOW WE KNOW IT?

Does this influence the actual development of the epis-
temology of mathematics in the digital age? The questions
such as “what are the origins of mathematical knowledge”
and “how does the knowledge of mathematics develop?”
will inevitably undergo some changes also but how can
we predict in which direction? Until now, the learning of
mathematics was measured via state channels of varying
kind, from national to international bodies, and the tests
such as OECD or Pisa surveys showed how well countries
were doing in mathematics education. But as the tools
for the learning, the learning environment itself, and the
purposes of learning mathematics change, so does the na-
ture of these questions. We may now perhaps begin to ask
ourselves: “who invented mathematics?” or do a survey
of a kind - “mathematics - frequently asked questions”.

3 Various versions of MOOC (Massive Open Online Course) are
being currently developed: the online courses aimed at unlimited
participation of learners via the Internet.

4 See Lawrence

5  Facebook group on “who invented mathematics” has a growing
number of members and is maintained by the British Society for the
History of Mathematics.

What do we know of mathematics via the
Internet?

Is mathematics an instrument or a discipline, prod-
uct of an objective absolute truth or is it built through
the context from which it arises, by mathematicians who,
as all humans, work from within their own constraints
of existence?® These are perhaps the two views which are
opposite in their attempt to define mathematics, and if
one accepts the absolutist (former) stance then one will
find this paper somewhat superfluous: mathematics is
and how it becomes, in what order and in what way, is
irrelevant. But majority of mathematicians, mathemat-
ics philosophers and mathematics educators, accept that
there is some degree to which mathematics is subject to
the context from which it becomes and that what comes
out, where, in what time and by whom is what defines
mathematics itself. This communication is far too short
to go deeper into the questions that can be posed around
this issue, but consider then that most of the learning of
mathematics these days is done on-line. Learners learn
about what mathematics is, who mathematicians are, how
mathematics became to be a discipline, who invented
what, what various concepts mean, and the order in which
they were invented, through the internet. There is a new
hierarchy being born of the concepts of mathematics and
it is done by Google ranking.

How will we in the future start measuring the
success of learning mathematics?

How will we know whether mathematics that people
think they know and the mathematics they actually know
are more or less the same? Some politicians for example
seem to believe that the success of industrial development
is directly linked to the success in the learning of mathe-
matics: current programme whereby Chinese teachers are
invited into English classrooms is just one such example.”
In our previous official systems, where there was a direct
link between what is learned to what is examined it should
be pretty much clear what needs to change in order to get
better results. However, in a system where the learners are
creators of knowledge and perpetuators of generating new
knowledge, the cycle of learning is more complex. This is
now under complete flux and therefore the governments
and teachers are wondering what they can do to improve
- but perhaps they should look instead more closely at
what is going on in the digital world.

6 Burton in [2] constructs a framework for an epistemological model
to describe the links between coming to know mathematics, as a
researcher, and as a learner. The five categories Burton gives are:

- person- and cultural-social relatedness;
- aesthetics;

- intution and insight;

- styles of thinking;

- connectivities.

7 The 2014 initiative by the British Government to invite Chinese te-
achers into Mathematics Classrooms around the country to pass on
some of their successes to their British colleagues in how to teach
for success in mathematics. See for example http://www.thetimes.
co.uk/tto/education/article4030303.ece



THE EVER-GROWING GIMMICK MATH(S)

We face some real difficulties in the future and some
dangers that we previously did not know of - in particu-
lar what I call gimmick math. I see as one of the greatest
challenges for the future of learning of mathematics the
uncertainty of the ways we measure the ability to actually
do mathematics and the perceived ability of an individual.
In the traditional model of mathematics education, this
was tested in various ways and the go-ahead to the learn-
er to progress further and apply knowledge was carefully
negotiated. In the digital age this has changed. The sites
that depend on the amount of internet traffic purpose-
fully post questions or offer insight into mathematics via
some fact that your maths teacher hid from you. These are
usually ‘trick” questions or gimmick facts and have little
to do with actual mathematical thinking. I give one such
illustration of here:

it
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Apparently useful and quick way of doing a nine times
table — something maths teachers don’t seem to teach...

The result is what I called ‘gimmick math’: not really
mathematics but a pretty-random collection of poorly
constructed mathematical facts professing to be clever.
Sometimes, as in the example above (figure 3), this is
given with an additional spice of rebellion against the es-
tablished routines of mathematics education.

What can the outcome be? Any number of horrid
things: we can have a generation of people who know
some silly tricks which are nothing to do with mathemat-
ics but call themselves mathematicians; we can have peo-
ple who think they actually know mathematics and are put
in charge of any number of things - electric grid supply,
flight control, national statistics... counting election bal-
lots.

CONCLUSION

What are then the conclusions of this short communi-
cation? The first one would be that the difference between
the way we learn mathematics has I believe, changed for
ever by the invention of the Internet: this is now the all-
inclusive way to generate communications and the teach-
ers and learners are interchangable groups of people.
The questions is still who knows maths, and how do you
measure the mathematics knowledge. That will be a chal-
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lenge of the new digital world. The motivation to learn the
subject however, seems to be changing towards the ever-
increasing positive attitudes in popular culture. Not only
are mathematicians becoming intersting, but they can also
be deadly sexy beasts such as Larsson’s Girl.®
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Abstract:

The theory of auction was first formalized by William Vickery. His classical contribution
was one of the standards in the Game theory and it is contained in standard textbooks. This
is an auction in which the highest bidder wins but pays only the second-highest bid. This
variation over the normal bidding procedure is supposed to encourage bidders to bid the
largest amount they are willing to pay. Optimization of payoff strategy for Vickery auction
can be programed using game theory and computer algebra systems, as it is presented in

this paper.

Key words:
auction,
strategy;

game theory,
programming;

This work was supported by the Ministry of Education and Science of Serbia under Grant TR 32023.

INTRODUCTION

In 1994 the United States government adopted an auc-
tion in selling the right on the radio frequency for pager
service providers. Since then the governments all over
the world have adopted auctions in selling the newly in-
vented rights for the private corporations. The theory of
auction was first formalized by William Vickery in 1961.
In his original work on auction theory, William Vickrey
pointed out several types of auctions used in practice [1].
His classical contribution is one of the standards in the
Game theory. Applying game theory to the study of auc-
tions, Vickrey showed that some auctions are strategically
equivalent and how to compute Nash equilibrium bid
strategy for bidders [2].

The terms Vickrey auction and the second-price
sealed-bid auction are equivalent and used interchange-
ably. The Vickrey auction has been widely advocated for
multi-agent systems [3]. eBay’s system of proxy bidding
is similar to Vickrey auction. A variant of a Vickrey auc-
tion, named generalized second-price auction, is used in
Google’s and Yahoo!’s online advertisement programs [4],
[5]. There were attempts to construct the payoff matrix for
two and more player game by simulation approach, and
to show that the weak dominance holds for the second
price auction [6].

Papers written on auctions are usually described us-
ing mathematical notation [7], and are not applicable for
practical usage. The main purpose of this paper is to show
that programming of auctions is not difficult using Com-
puter Algebra Systems (CAS) [8]. Even more, inexperi-
enced user can use preprogramed code for simple analysis
and optimization.

COMPUTER ALGEBRA SYSTEMS
Computer Algebra System Features

A computer algebra system is a software program that
allows computing with mathematical expressions in a way
which is similar to the traditional handwritten computa-
tions of the mathematicians and other scientists. Wolfram
Research brought into the mainstream the original soft-
ware Mathematica in 1988 as the first computer algebra
system [8]. The main computer algebra system features
are: symbolic handling of arbitrary formulas, exact and ar-
bitrary-precision arithmetic, symbolic expansion, factor-
ing, simplification and substitution, symbolic integration,
differentiation, summation, limits and series, symbolic
solvers for systems of equations, differential equations,
and difference equations, full support of elementary and
special functions, exact and symbolic matrix operations.



The software is integrated with MathWorld’s encyclope-
dic website of mathematical information. Thousands of
ready-built interactive demonstrations of mathematical
concepts can be used as starting point for specific applica-
tions. Web interface is provided using webMathematica.
Some other software companies offer valuable CAS solu-
tions. Maxima is a descendant of Macsyma, the legendary
computer algebra system developed in the late 1960s at the
Massachusetts Institute of Technology. Texas Instruments
came with a computer algebra system based on Derive,
and was one of the first calculators to offer 3D graphing.
MuPAD is a computer algebra system that was purchased
by MathWorks and the MuPAD code was included in the
Symbolic Math Toolbox add-on for MATLAB. Maple is a
commercial computer algebra system developed and sold
commercially by Maplesoft.

Financial Engineering with Mathematica

An extraordinary encyclopedia of option pricing tech-
niques is presented in [9]. Authors from the Hebrew Uni-
versity have published several articles in Mathematica in
Education and Research. Much of this material had its
origins in courses on financial engineering [10].

In some papers it is described a step-by-step procedure
for developing code for some economic functions. It starts
with the simplest case and the user can add new more
complicated features, such as more players in the auction
game simulation [6]. This can be confusing for inexperi-
ence users. Actually, some very complex procedures can
be programmed with just a few code lines using powerful
built-in CAS functions, as it is presented in this paper.

Mathematica has fully integrated support for many
of the tools used in classical and modern finance. These
capabilities include financial instrument valuation (Fi-
nancialDerivative, FinancialBond), advanced time value
of money computations (TimeValue, Cashflow, Effec-
tiveInterest, AnnuityDue, Annuity), and advanced finan-
cial charting with a library of technical indicators (Inter-
activeTradingChart, TradingChart, CandlestickChart).
Mathematica also provides immediate access to a large
array of financial and economic data, and contains finan-
cial import and export tools for working with external
data. More information on the Vickery auction and game
theory is provided by Wolfram Alpha.

Knowledge based system and applications using CAS

Many researchers start their work by studying theory
in order to get better insight into observed phenomena.
Sometimes they cannot get the numeric values of param-
eters presented in the published reports. This is even more
complicated when the theory is statistical and there are no
closed form deterministic solutions. An original approach
and method to analyzing mathematically written papers,
such as Expectation-Maximization (EM) algorithm is pre-
sented in [11].

An original algorithm that combines design and
synthesis step, using computer algebra system, with the
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optimization for targeted implementation technology is
presented in [12]. The approximation step is based on Ge-
genbauer polynomial and the corresponding cost func-
tion. The knowledge, in the form of mathematical expres-
sions, is typed into CAS and thereafter is automatically
performed optimization using specified criteria.

The straightforward procedure for the design and analy-
sis of uniform and nonuniform digital systems based on ap-
proximately linear phase IIR filters and frequency response
masking technique (FRM) are derived using CAS [13].

The same approach can be used for developing any
algorithm, such as the aeronautical communication sys-
tem that have to provide more communications capacity
and to increase capabilities [14]. The improvements are
necessary to be able to cope with the expected air traffic
growth in future. The main idea is to automate the design
procedure starting from the block diagram of the system
and carrying out the implementation code on the target
hardware. The role and importance of symbolic computa-
tion in communication systems is exemplified on OFDM
(Orthogonal Frequency Division Multiplexing). The de-
velopment tools are Mathematica, and application soft-
ware SchematicSolver [15].

The market for telecommunications networks and
services is constantly changing. So is the regulatory ap-
proach. Technological progress creates new challenges for
the creation of a level playing field between traditional and
new operators and service providers. CAS can be used to
analyze and develop new applications and services that
can be more robust to economic impacts [16].

ALGORITHM OF VICKERY AUCTION

In this paper we will use algorithm described in [6].
Vickery auction is the second price auction, in which the
winner is the highest bidder, while the winner pays the
second highest bid price to acquire the object. The true
valuations of the object are denoted by v, and this value
can be different for different i bidders. The strategy sets
are s, € S, = {10, 20, ..., 10n}, where 10<v<10 n. When
player A1 selects a strategy, s, and player A2 selects a strat-
egy s, from the set S, and s >s, player A1 is the winner,
and A1 pays s, to acquire the object. In that case, the pay-
off of player Al is p =v -s, and the second payoff is p =0.

Suppose that v,=40 and v,=20, and the bidding is se-
lected from the strategy sets s =60, and s,=50. The winner
is Al because s, >s,, and the payoffs are p, =40-50=-10, and
p,=0. Obviously, player Al pays 10 more than the true
value for player Al.

In another case, v,=40 and v,=20, and the bidding is
selected from the set s =60, and s,=30. The winner is Al
because s >s,, and the payoffs are p, =40-30=10, and p,=0.
The player A1 pays 10 less than his true value.

Suppose that v, =40 and v,=20, and the bidding is se-
lected from the strategy sets s,=20, and s,=30. The winner
is A2 because s,>s, and the payoffs are p,=0 and p,=20-
20=0. The player A1 loses this time.

The strategy of bidding with lower value than the true
value is better because the payoft is larger, but the prob-
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ability to win is much lower. The strategy of bidding with
highest value than the true value is better because it is
more promising to win, but the payoft can be lower and
even negative — paying more than the true value.

The special case is when two or more bidders have the
same strategy value that is the largest value, for example
s,=s,. In this case, the winner is selected by lottery, so that
the probability for each player becomes the winner is 1/2.
If the winner is player A1, Al pays s =s, to acquire the
object, and the payoff of player Al is the expected value,
p,=(v,-s,)/2, while the second player A2 has the expected
value p =(v,- 5,)/2.

Suppose that v =40 and v,=20, and the bidding is se-
lected from the strategy sets 5,=30, and s,=30. The winner
can be A1 or A2 because s,=s,, and the payoffs are p, =(40-
30)/2=5, and p,=(20-30)/2=-5. Obviously, payoft of player
Al is positive, while payoff of the second player is nega-
tive; A2 pays more than his true value.

In this paper we are describing how to program and
play this auction in an attempt to determine the optimal
bidding strategy with the highest payoft.

PROGRAMMING WITH MATHEMATICA

The code for calculating the payoff is defined as a func-
tion, payoffVickery, that has two arguments, the true
valuations of the object vVABCD, and the bidding prices
sABCD, where arguments are matrices. The length of ma-
trices is equal to the number of bidders. This means that
the presented code works for arbitrary number of players,
where the minimal number of players is 2.

payoffVickery[vABCD_,sABCD_] :=Module|[

{i, oABCD,nABCD, 1ABCD,pABCD=0 VABCD},
oABCD=Ordering[sABCD] ;
nABCD=Last[Tally[sABCD[[oABCD]]11[[2]1";
1ABCD={oABCD[[-1]],0ABCD[[-2]1]1};

Do [pABCD[[0ABCD[[-1]]]]=(VABCD[[0cABCDI[[-

illll -
SABCD[ [1ABCD[[2]]1]]) /nABCD,

PABCD]

{i,nABCD}];

The command Ordering sorts all values. The number
of equal largest bidds is stored in nABCD. The two largest
bidds are computed as IABCD. The payoft is calculated
using Do loop, only for largest bids. The auctioneer wants
to sell and get the highest possible payment; this can be
computed in a similar manner using another function,
eVickery.

eVickery[VvABCD ,sABCD_]:=Module|[
{i,0ABCD,nABCD, 1ABCD,eABCD=0 vABCD},

OoABCD=Ordering[sABCD] ;
nABCD=Last[Tally[sABCD[[oABCD]]]11I[[2]1];
1ABCD={0oABCD[[-1]] ,0ABCD[[-2]]};
eABCD=sABCD[[1ABCD[[2]]]11]

Another important function is defined for computing
random value for each player from the set of preferred
strategies, sSRandomInteger.

sRandomInteger[x ,xABCD ]:=
10 RandomInteger|[{1l,xABCD+x/10}]

At the beginning of the program, we can define the
true values, vVABCD, number of games, nsteps, and the
initial matrices for storing results of each single game.

vABCD={60,30,50,20,40};
nsteps = 4 10%;
smX={}; pmX={}; emX={};

This is the only knowledge that describes the Vickery
auction. Once stored in the CAS, the knowledge can be
used for computing any single auction, or a number of
auctions with different strategies based on arbitrary prob-
abilities. In order to prevent errors of inexperience user,
the help and test instructions can be added in a similar
way as in [15].

It is important to notice that the simplicity of the code
is due to the powerful built-in functions of CAS, and the
newly defined functions for auction can be used as they
are built-in. The new knowledge can be put at the begin-
ning of working notebook, or it can be stored as an ad-
ditional knowledge in a package that can be inputted into
CAS by a simple input command.

USING THE KNOWLEDGE FOR OPTIMIZATION

The code for different number of cases can be obtained
by iterative evaluation of the defined functions for all pos-
sible values of strategies, say for i from the range -2 to 5.

xRange=Table[i, {i,-2,5}];
Do[{
xABCD = {xRange[[j]], 1, 2, O,
SeedRandom[1] ;
sABCD =
Map [sRandomInteger [VABCD[ [#]], xAB-
CD[[#]11] &,

Table[i, {i, Length[vABCD]}1];
PABCD = payoffVickery[vABCD, sABCD];
eABCD = eVickery|[VvABCD, sABCD],

I
{j, Length[xRange]}]

1};

In this case, all possible strategies arei € {-2,-1,0, 1, 2,
3,4, 5}, where the corresponding bidding prices are 10i. It
is interesting to notice that the random value is generated
using the command Map.

Map [sRandomInteger [vABCD[ [#]],xABCD[[#]]] &,

In order to make sure we get the same sequence of
pseudorandom numbers on different occasions, the com-
mand SeedRandom[n] resets the pseudorandom gen-
erator, using n as a seed.



As an example, we can evaluate 40 000 iterations for
randomly generated bidding prices with uniform distribu-
tion, with expected true values v,=60, v,=30, v,=50, v,=20,
and v,=40, that is defined as vABCD={60,30,50,20,40}.
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Fig. 1. Payoff p, (solid line-circuils) and p, (squares) for differ-
ent strategies S,.

The different strategies are defined only for the first
bidder i € {-2, -1, 0, 1, 2, 3, 4, 5}, that is S 0= v, 101, or
from the set of maximal bidding prices s, € {40, 50, 60,
70, 80, 90, 100, 110}. For all other bidders, the strategy is
to have only one value, s, =30+10=40,s, =50+20=70,
s4maX=20, SSmax:30'

The actual bidding price is randomly selected from the
range 10<s<s, , with the discrete uniform distribution.
Fig. 1 shows that payoff of the bidder with the highest true
value v, increases with higher s, . The payoff of the bid-
der with the second highest true value v, decreases with
higher s,
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Fig. 2. Ratio of p, s, for different strategies S.

For the bidder with the highest true value Vs the ratio
of the payoft and the true value has a maximum for the
strategy 0, that is s, =V,asitis presented in Fig. 2. This
can lead to a conclusion that the highest bid should not be
larger than the true value that is an auction without a risk.

For the bidder with the second highest true value v,
the ratio of the payoff and the true value is a decreasing
function for higher s, ,as it is presented in Fig. 3.

Let us define the difference of payofts between two
consecutive strategies,

Ap(Strategy S) = p(Strategy S) — p(Strategy S, ) (1)
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Fig. 3. Ratio of p_ s, for different strategies S .

Fig. 4 illustrates that strategy 2 is probably the optimal
because the strategy 3 and 4 are more risky and without
considerably increased payofis.
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Fig. 4. Ap (Strategy S)) for different strategies S,.

The payment e of the auctioneer is also increasing
function when bidders take a highest risk, and the ex-
pected payment is presented in Fig. 5.
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Fig. 5. Payment for different strategies S,.

After determining the strategy for the bidder with the
highest true value, the procedure can be repeated for all
other players. Even more, the same program can be used
for different expected true values of each bidder, and the
best strategy can be selected as the most preferable solu-
tion. It should be noticed that the bidding price is ran-
domly generated and that strategy determines the highest
value of the strategy set.
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CONCLUSION

The Vickery auction for arbitrary number of players
can be easily programed using powerful commands of
computer algebra systems. Assuming different strategies
of players with the expected true values, the optimal strat-
egy can be easily computed for different bidding prices.
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OSIGURANIJE INTERNET RIZIKA

Jasna Pak
Univerzitet Singidunum, Beograd

Abstract:

Razvoj informacione tehnologije doveo je do potrebe razvoja adekvatne osiguravajuce
zastite kako bi se odgovorilo novonastalim rizicima iz upotrebe interneta. U tradicionalne
polise osiguranja unose se nove klauzule o pro$irenju pokric¢a na $tete koje su posledica
odtecenja ili unistenja racunara ali osiguravaci nude i posebne polise koje se odnose samo
na internet rizike. Oni nastoje da pokrice iz osiguranja prilagode potrebama svakog
osiguranika ali je ¢esto tesko zadovoljiti te potrebe i proceniti rizik zbog stalnog razvoja
informaticke tehnologije i njene sloZenosti. Jos uvek se traze adekvatna resenja koja bi bila
u skladu sa propisima u oblasti osiguranja i propisima o sigurnosti informatickih sistema
i licnih podataka. U ¢lanku se ukazuje na probleme sa kojima se suocavaju osiguravadi i
mogudim reSenjima na trzistu osiguranja u Srbiji u cilju razvoja novog proizvoda koji bi
bio u najboljem interesu onih koji su nesumnjivo izlozeni internet rizicima.

uvobD

Poverenje u internet i njegovu efikasnost imperativ je
zdravog poslovanja, ocuvanja drzavnih, privrednih i $i-
rih drustvenih interesa i normalnog Zivota pojedinaca i
porodice. Povrede pohranjenih li¢nih i drugih podataka
i poslovnih informacija koje su dostupne preko interne-
ta mogu dovesti do ogromnih imovinskih $teta. Sirom
sveta su svakodnevni kriminalni napadi na informatic-
ke sisteme kao $to su krada podataka, iznuda, prevare ili
privredna Spijunaza. Veliki broj preduzeca su zrtve cestih
hakerskih napada. U novije vreme prodavci i kupci pre-
ko interneta zbog slucajeva prevara trpe milionske $tete
o ¢emu mediji stalno izvestavaju.' U ugrozene od rizika
vezanih za internet spadaju ne samo velike kompanije,
javne i drzavne ustanove ve¢ i mala i srednja preduzeca i
pojedinci koji ¢esto nisu u stanju da procene kakvom su
riziku izloZeni.

Da bi se ucvrstilo poverenje u poslovanje zasnovano
na informacionim tehnologijama drzave donose propise o
zastiti licnih podataka. Konvencija Saveta Evrope zahteva
od drzava ¢lanica da prihvate pravne standarde o zastiti
podataka o li¢nosti $to je ucinila i Srbija koja je potpisala
i ratifikovala ovu Konvenciju.?

1 Videti viSe u: M.E. Meinl, Eletronic Complaints: An Empirical Stu-
dy on British English and German Complaints on eBay, disertacija
(Rheinischen Fridrich-Wilhelms-Universitat Bonn, 2010 /hss.ulb.
uni-bonn.de/2010/2122/2122.htm/.

2 Pravo na zastitu podataka je osnovno ustavom zagarantovano ljud-
sko pravo zasnovano na ¢l. 24 Povelje Saveta Evrope o ljudskim i
manjinskim pravima i Konvenciji o zastiti lica u odnosu na auto-
matsku obradu podataka. U Srbiji je ovo pravo predvideno u ¢l. 42.
Ustava (SL. Glasnik R. Srbije 98/2006) na osnovu koga je donet Za-
kon o zastiti podataka o li¢nosti (S1. Glasnik R. Srbije 97/2008).
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U Evropskoj uniji je jo§ 1995. godine doneta Direktiva
o zastiti fizickih lica u vezi obrade li¢nih podataka kao i
njihovom slobodnom protoku.’ Medutim, smatra se da je
za sigurnost jedinstvenog informacionog trzista potrebna
veca zastita od one koju predvida Direktiva. Evropska ko-
misija radi na daljem usaglasavanju propisa drzava ¢lanica
o zastiti podataka $to ¢e imati znacajan uticaj na osigura-
vace i potrosace.* U izradi propisa ucestvuju i predstavnici
osiguravaca i njihovih profesionalnih udruzenja koji ima-
ju podatke o osiguranim $tetnim dogadajima za koje su
isplacene velike naknade iz osiguranja. Evropsko udruze-
nje osiguravaca smatra, medutim, da bi predlog uredbe o
zastiti podataka koji je izradila Komisija ograni¢io mogu¢-
nost osiguravaca da obraduju i koriste podatke od znacaja
za procenu rizika a time i utvrdivanje adekvatne premije.’

U vecem broju zemalja doneti su i propisi o merama
tehnicke sigurnosti podataka, njihovoj stalnoj kontroli i
unapredenju. Posebna drzavna tela sprovode nadzor nad
primenom ovih propisa. Osnivaju se organizacije od jav-
nog znacaja Ciji je zadatak da sprovode nadzor nad za-
$titom informacionih tehnologija koje izdaju periodi¢na
obavestenja i preporuke da bi se rizik upada u baze po-
dataka sprecio.®* Medunarodnim standardom se utvrduje

3 Direktiva 95/46/EZ od oktobra 1995, OJ L 281/95, 23.11.1995.

4 Proposal for a REGULATION OF THE EUROPEAN PARLIA-
MENT AND OF THE COUNCIL on the protection of individu-
als with regard to the processing of personal data and on the free
movement of such data (General Data Protection Regulation) /
COM/2012/011 final - 2012/0011 (COD) /

5 Insurance Europe key messages on the European Commission’s
proposed General Data Protection Regulation, SMC-DAT-12-064,
3.09.2012.

6 Namacko udruZenje osiguravaca je dalo veliki doprinos izradi pro-
pisa o tehnickoj zastiti informacionih sistema. Videti u: ,,Stellungna-
me des Gesamtverbandes der Deutschen Versicherungswirtschaft
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kako preduzeca i drugi subjekti mogu da zastite svoje in-
ternet mreze i baze podataka.” Uputstva se stalno dopu-
njuju i usavrsavaju.

Obaveza primene adekvatne tehnicke zastite uticala je
na shvatanje da je zastita od internet rizika putem osigura-
nja samo nepotreban trosak. Narocito oni koji ne prodaju
svoje proizvode i usluge preko interneta ne smatraju osi-
guranje narocito korisnim. Medutim, ne moze se osporiti
¢injenica da internet rizici ne mogu da se izbegnu ni kod
onih koji primenjuju najsavremenije mere zastite zbog
Cega se shvatanje o potrebi osiguranja menja. Sve vise se
prihvata da ono ima klju¢nu ulogu u zastiti od finansijskih
gubitaka. Opasnost da nastane velika $teta koja ¢ak moze
da ugrozi dalji opstanak privrednog subjekta govori u pri-
log zakljucka da ¢e uskoro izdatak za premiju biti norma-
lan poslovni trosak. Kada nastane $teta postavlja se slozeno
pitanje kako je naknaditi, ko je odgovoran i za $ta. Broj
dela je svake godine sve veci kao i broj sudskih sporova
tako da je potreba za osiguranjem od finansijskih gubita-
ka koji su posledica njihove povrede sve izrazenija. Koliko
je u XX veku bila znacajna uloga osiguravaca u zastiti od
industrijskih rizika toliko je danas ta uloga znacajna za ko-
risnike informacione tehnologije. Nije dovoljno samo in-
vestiranje u sigurnosne sisteme vec je i osiguranje put da se
izade na kraj sa posledicama novih rizika.* Prenos rizika na
osiguranje sve viSe postaje sastavni deo posla upravljanja
rizicima. Propisi direktno uti¢u na povecanje interesovanja
za osiguranjem i razvoja portfelja osiguravaca.’

POSEBNE POLISE ZA OSIGURANJE INTERNET
RIZIKA

Internet rizici su izric¢ito iskljuceni ili ograni¢eno pokri-
veni nekim tradicionalnim osiguranjima (pozara, gradanske
odgovornosti iz delatnosti, krade, loma masina, transportnih
rizika)."” Kod osiguranja stvari ako je racunar predmet osigura-

sowie des Verbandes der privaten Krankenversicherung zum Re-
ferentenentwurf des Bundesministeriums des Innern fiir ein Ge-
setz zur Erhohung der Sicherheit informationstechnischer Systeme,
Berlin, 28.03.2013 / www.gdv.de/.

7 1SO 27001 o bezbednosti u oblasti informatike u cilju zastite mre-
Ze, racunara, programa i podataka od napada, $tete i neovlas¢enih
upada. Ovaj standard koji definiSe kako upravljati informatickom
bezbednos¢u popularan je u EU i sve vise u isto¢noj Aziji i SAD.

8  Ukupni gubici u V. Britaniji koji su posledica internet rizika su 20
mrld funti godi$nje. Ceni se da je prose¢na Steta veceg sajber napa-
da 500 000 funti. Limit pokri¢a iz osiguranja je od 5 do 10 miliona
funti. Premija ze pokri¢e od 1 milion je oko 30 000 funti, za po-
kri¢e od 10 miliona 150 000 funti. U SAD u 2011 godini na trzistu
internet osiguranja premija je bila oko 800 m $. Ocekuje se da ¢e
iznos premje uslede¢im godinama biti iznad milion US $. U SAD
u nekim delatnostima i 75% preduzec¢a ima ovo osiguranje (Airmic
Review of Recent Developments in the Cyber Insurance market
and commentary on the increased availability of cyber insurance
product, 8. juni 2012. str 11, dostupno na: www.airmic.com/.../air-
mic-rewiev-recent-developments-cyber-insurance.

9 Cybersecurity Insurance Workshop Readout Report National Pro-
tection and Programs Directorate US Department of Homeland
Security (https://www.dhs.gov/.../cybersecurity-insurance). Zakon
SAD o zdravstvenom osiguranju iz 1996. godine koji je predvideo
stroge sigurnosne standarde zastite sigurnosti i privatnosti za licne
identifikacione informacije doveo je do ogromnog povecanja trzista.
Kalifornijski zakon o zastiti podataka (2003) imao je za posledicu ve-
liki broj zainteresovanih subjekata koji u svojoj delatnosti imaju baze
podataka da se osiguranju od odgovornosti zbog krade podataka.

10 U uslovima za kombinovano osiguranje elektronskih racunara,
procesora i sli¢nih uredaja koje primenjuju neki osiguravaci na tr-
Zistu osiguranja u Srbiji se predvida da samo ako je ugovorom o
osiguranju dogovoreno i obracunata odgovarajuca premija, pred-

nja ukljuceni su fiksno instalirani nosa¢i podataka i programi
koji su navedeni u ponudi osiguranja. Novcane Stete usled gu-
bitka podataka, prekida rada ili gubitka zarade mogu biti osigu-
rane ako se to posebno ugovori Medutim, da bi ove $tete usled
bile pokrivene osiguranjem moraju biti posledica o$tecenja ili
unistenja hardvera. Na savremenom trzistu osiguranja postoje
razli¢ite internet polise koje pokrivaju $tete prouzrokovane ne-
stankom, o$tecenjem ili manipilacijom podataka i kada hardver
nije ostecen. Mogucnost prosirenja pokri¢a na novcane $tete
koje nisu posledica ostecenja ili unistenja racunara i nosaca po-
dataka daje novu dimenziju klasi¢noj imovinskoj polisi.

Savremeno trziSte osiguranja se prilagodava novim zahtevi-
ma ali jo$ nije uspelo da pruzi dovoljno dobru zastitu pojedinim
osiguranicima. Postoji znacajna praznina u pokri¢u imovinskih
rizika kako osiguranja stvari tako i osiguranja od gradanske od-
govornosti.'' Na nekim trzi§tima osiguravaju se rizici koji se na
drugim smatraju neosigirljivim."?

Prvi ugovori za pokrice internet rizika su zaklju¢ivani u
SAD pocetkom osamdesetih godina XX veka i obezbedivali su
naknadu iz osiguranja za slu¢aj nov¢anih gubitaka koji su po-
sledica povrede li¢nih i poslovnih podataka, prekida rada usled
hakerskog napada ili drugog uzroka, gubitka poslovnog ugleda,
odgovornosti za $tete tre¢im licima i pravne zastite osiguranika.
Rizici su osigurani nezavisno od toga $ta je uzrok, propust osi-
guranika, propust zaposlenih ili hakerski napad. Danas su neka
pokric¢a internet rizika standardizovana ali zbog njihove osobe-
nosti nije moguce koristiti iste uslove za veliki broj osiguranika
(model uslove) kao §to je to slucaj kod osiguranja drugih imo-
vinskih rizika. Osiguranje treba da se prilagodi svakom osigura-
niku jer su kod razli¢itih delatnosti i internet rizici razliciti stoga
nije isto pokrice koje nude pojedini osiguravaci. Ono je nestan-
dardno, ,,kroji“ se prema osobenosti izloZenosti riziku (suma
osiguranja, premija, fransiza, isklju¢enja iz osiguranja). Osigu-
ravajuca zastita se pruza za od dve grupe rizika koji nastaju u
nematerijalnoj, sajber sferi. To su rizici koji dovode do direktnih
imovinskih gubitaka kao $to su troskovi utvrdivanja uzroka ste-
te, obavestavanja zaintresovanih strana, otklanjanja nedostataka
i ponovnog uspostavljanja kompjuterskog sistema, umanjenje
prihoda i troskovi usled prestanka rada i gubitka poslova®, tros-
kovi zbog povrede i gubitka podataka, nov¢ani iznosi isplaceni
na ime ucene kao i tro§kove pruzanja pravne pomod¢i. Pokrice
Steta usled prekida rada osiguravaci nerado prihvataju iako po-
stoji interes, naro¢ito posle ucestalih hakerskih napada posle

met osiguranja mogu biti i materijalna vrednost nosaca spoljnih
podataka (npr. magnetne trake i diskovi) i vrednost podataka na
nosacima podataka (Uslovi a.d.o. ,,Dunav®, juli 2003).

11 Danas virusom moze da se prouzrokuje ne samo cisto nov¢ana
vel i Steta na stvarima. Elektronski uzrok mozZe npr. prouzrokova-
ti eksploziju i oStecenje i unistenje stvari. Takav virus je stvoren
(Stuxnet) za napad na nuklearno postrojenje. To je otvorilo nove
mogucnosti za teroriste jer vie ne treba da budu fizicki prisutni
na mestu dogadaja da bi izveli teroristicki napad. Osiguravaci ve¢
razmisljaju kako da se postave, da li da se ovakve $tete apsolutno
isklju¢e iz osiguranja ili da se osiguraju pod posebnim uslovima uz
pomoc¢ drzave.

12 T. Grzebiela, Insurability of Electronic Commerce Risks /
www,computer.org/csdl/proceedings/
hicss/2002/1435/07/14350185-obs.html Proceedings of the 35th
Hawaii international Conference on System Sciences-2002/ str. 5.
Postoji tzv. siva zona koja uklju¢uje rizike koje svi osiguravaci ne
Zele da osiguraju ali koje neki ipak osiguravaju. Zato je nemoguce
dati prihvatljivu definiciju o neosigurljivim rizicima.

13 Osiguranje prihoda i vanrednih troskova pokriva gubitak neto do-
biti i operativnih troskova koje pretrpi osiguranik usled prestanka
delatnosti u vreme otklanjaja posledica osiguranog slucaja (ISO
Form CP 00 30 06 07 /2007).



kojih nije bilo moguce duze vreme nastaviti delatnost.” Drugu
grupu rizika ¢ine izvori opasnosti gradanske odgovornosti za
Stete koje je osiguranik prema propisima gradanskog prava du-
zan da nadoknadi tre¢im licima. Pored odgovornosti za $tete
usled povrede li¢nih podataka, pokrivena je i odgovornost za
Stete usled povrede casti i ugleda i povreda prava intelektual-
ne svojine (autorskih i srodnih prava, zadti¢ene oznake robe ili
usluga, poslovne tajne). Najveci znacaj se daje osiguravajucoj
zadtiti od rizika odgovornosti zbog povrede licnih poverljivih
podataka koje osiguranik prikuplja, obraduje i prenosi.

Neki osiguravaci nude osiguranje fizickim licima kao ko-
risnicima interneta. Osiguranje se pruza u okviru osiguranja
pravne zastite ili putem posebnih polisa koje su prilagodene in-
ternet opasnostima.'® Pokrivaju se troSkovi analize i otklanjanja
uzroka koji na drustvenoj mrezi mogu da ugroze neciji ugled,
zatim $teta zbog zloupotrebe identiteta, pomo¢ kod zaklju¢enja
ugovora i prevare kod online kupovine, obezbeduje pravna za-
§tita kod povrede li¢nih podataka, autorskog i srodnih prava,
posledica napada hakera i dr.

Na savremenom trziStu osiguranja internet rizici koji mogu
dovesti do katastrofalnih §teta, koji nastaju u ratnim okolno-
stima, kao posledica terorizma ili ugrozavanja infrastrukturnih
sistema tesko se mogu osigurati. Smatra se da drzava treba da
utvrdi mehanizme za njihovo pokrice.

OSIGURLJIVOST INTERNET RIZIKA

Osigurava¢ mora unapred da zna kakvom je riziku
izlozen u buduénosti. Procena internet rizika je vrlo slo-
zena. Nema dovoljno statistickih podataka na osnovu ko-
jih bi mogla da se utvrdi verovatnoca nastanka i prosecan
iznos Steta. Radi se i o riziku ¢iji nastanak u najvecoj meri
zavisi od ljudskog faktora zbog cega je upravljanje rizi-
cima slozeno. Zato osiguravaci nastoje da pronadu nove
mehanizme da bi mogli da pruze zadovoljavajuce pokri-
¢e. U tom cilju posebno je znacajno direktno finasiranje
preventivnih mera kao i izrada poslovnih akata, uslova i
tarifa, koji motiviSu osiguranika da sam preduzima mere
sprecavanja nastanka rizika. Da obaveze ne bi izmakle
kontroli u ugovore o osiguranju unesu odredbe kojima
se ogranicava pokric¢e po $tetnom dogadaju i u godini
osiguranja, predvida ucesce osiguranika u svakoj steti i
predvida bonus za dobar tehnicki rezultat. Ove preven-
tivne mere kao i razvoj tehnologije i novih nacina zastite
doprinosi osigurljivosti rizika o ¢emu svedoce podaci o
stalnom porastu broja ugovora.

Okolnosti od znacaja za procenu rizika

Sa stanovista tehnike osiguranja potrebno je utvrditi
veli¢inu i obim opasnosti i s tim u vezi cenu osiguranja.
Mora se imati saznanje o prirodi i znacaju rizika i merama

14 U sporu NMS services Inc.v. Hartford, 62 Fed. APPx.511 (4th Cir.
2003), osiguranik je imao pokrice prekida rada i vanrednih tros-
kova kao posledice sajber rizika. Zaposleni je ugradio dva haker-
ska programa u osiguranikov network sistem $to mu je omogucilo
upadne u sistem i prouzrokuje veliku $tetu. (Insurance Coverage
for Cyber Attacks, The Insurance Coverage Law, Bulletin, Vol. 12,
No. 5, juni 2013, K&GATES, Legal Insight, dostupno na sajtu www.
kigates.com).

15 Ovu polisu nudi jedna od najvec¢ih multinacionalnih osiguravaju-
¢ih grupa, AXA.
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tehnicke zastite koje osiguranik primenjuje. Postovanje
zakonom utvrdenih mera sigurnosti je osnovni uslov za
prijem rizika u osiguranje. Standardi sigurnosti se brzo
menjaju, ne retko zastarevaju ¢im su objavljeni. Cesto je
tesko utvrditi uzrok Stetnog dogadaja $to otezava izvrSenje
obaveze osiguravaca.'* O ovim ¢injenicama osiguravaci
stalno moraju da vode racuna i zato oni koji rade na po-
slovima osiguranja internet rizika moraju da budu dobro
obuceni i da se stalno usavrsavaju.

Ucestalost internet rizika i obim $tetnih posledica tes-
ko je utvrditi kori$¢enjem tradicionalnih metoda. Na ovo
osiguranje ne mogu se u potpunosti primeniti standar-
dna pravila tehnike osiguranja.'” Nezavisnost pojedinac-
nih rizika je osnovni uslov za ravnotezu zajednice rizika.
Ako veliki broj osiguranika pretrpi $tete u isto vreme tada
pojedinacni slucajevi ne predstavljaju nezavisne dogada-
je. Priroda informatickih sistema uzrokuje njihovu me-
dusobnu povezanost §to moze da dovede do kumulacije
velikog broja Steta i opasnost insolventnosti osiguravaca.'®
Pravilo o disperziji rizika tesko se moze primeniti.Virusi
mogu da se prosire sa jednog mesta na neodredeni broj
racunara bilo gde u svetu u kratkom vremenskom perio-
du. Reosiguranje je takode u nemogu¢nosti da odgovori
stvarnim potrebama zastite osiguravaca. Povezanost in-
formacionih sistema preko interneta na globalnom nivou
dovodi do toga da cela zemaljska kugla je mesto potenci-
jalne kumulacije rizika. Mehanizmi reosiguranja su tada
nemocni (za razliku od prirodnih katastrofa gde je rizik
ogranicen na neku geografsku oblast)."” Problem se resava
i tako $to drzava pomaze u oblasti preventive (posebno
donosenjem propisa kojima se obavezuju privredni i drugi
subjekti na dono$enje poslovnih akata o upravljanju in-
formacinim sistemima i osposobljavanju zaposlenih) ali i
ulogom poslednjeg reosiguravaca.

Utvrdivanje naknade iz osiguranja

Utvrdivanje naknade iz osiguranja je drugacije nego
u osiguranju stvari. Visinu novcane Stete koju je pretr-
peo osiguranik ili trece lice ¢esto je teSko odmeriti. To je
materijalna $teta koja moze biti velika (gubitak prihoda,
povlacenje odobrenog zajma, gubitak zapocetih poslova).

Internet osiguranje je imovinsko osiguranje u kome
je vladajuci princip obestecenje osiguranika. Naknada iz
osiguranja treba da odgovara visini stvarno pretrpljene
Stete. Kako se ona u konkretnom slucaju tesko moze utvr-
diti postavlja se pitanje kako postupiti. Predvideti isplatu
ugovorenog iznosa ne ulaze¢i u utvrdivanje visine $tete
suprotstavlja se principu obestecenja. Nije iskljuceno da
bi osiguranik mogao da dobije znatno vise od pretrpljene
Stete i tako se obogatio. Ovaj problem je jo$ otvoren i osi-
guravaci razli¢ito postupaju.

16 W. Karten, Zum Problem der versicherbarkeit und zur Risikopo-
litik des Versucherungsnehmers, betribswirtschaftliche Aspekte,
Zeitschrift fur die gesamte Versicherungswissenschaft, 1972, str.
280.

17 A. Jagdham, op. cit., str. 2. Les conditions d’assurabilité des cyber-
risques, Risques, Cahiers des Assurances, str. 2

18 T. Gabriele, op. cit. str. 7.

19 Isto.
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Suma osiguranja

Da bi se utvrdio najvisi iznos obaveze osiguravaca pri-
likom zakljucenja ugovora treba udrediti vrednost osigu-
ranog interesa. Kada je prilikom zakljucenja ugovora o
osiguranju teSko utvrditi vrednost predmeta osiguranja
suma osiguranja se utvrduje na vise nacina. Tako npr. ako
je re¢ o umetnickim ili drugim vrednostima osiguravac i
osiguranik sporazumno utvrduju tu vrednost. Kada na-
stane osigurani slucaj osiguravac uvek moze da istice pri-
govor da je ugovorena vrednost iznad stvarne vrednosti i
da prizna naknada koja je manja od ugovorene sume. Ima
slucajeva kada se osiguranje moze zakljuciti i na deklari-
sanu vrednost, onu koju je odredio sam osiguranik, ali i
ovde osiguravac naknaduje stvarno nastalu stetu. Poznato
je da se u osiguranju od gradanske odgovornosti limit po-
kri¢a utvrduje po izboru osiguranika jer se ne moze una-
pred znati koliku $tetu on moze da prouzrokuje drugome.
Princip obestecenja se primenjuje na taj nacin $to se tre-
¢em oStecenom licu ne moze priznati naknada koja je veca
od stete koju je pretrpeo. Da bi se izbeglo da se prilikom
zakljucenja ugovora utvrduje stvarna vrednost osiguranog
interesa i osiguranje internet rizika se po pravilu zaklju-
¢uje na vrednost koju odredi osiguranik koji najbolje zna
koji iznos sume osiguranja moze da zadovolji njegove
potrebe za osiguravaju¢om zastitom. Ako se prilikom na-
stanka osiguranog slucaja moze nesumnjivo utvrditi da
je ugovorena suma manja od stvarne Stete naknada moze
biti do ugovorene sume. U ovakvim osiguranjima prime-
nu pravila proporcionalnosti treba iskljuciti jer ono ima
puni smisao onda kada se u momentu zakljucenja ugovo-
ra moze utvrditi tacna vrednost osiguranog interesa.

Premija osiguranja

Jedan od razloga koji utice na to da osiguranje internet
rizika nije jo§ uvek dovoljno razvijeno je visoka premi-
ja. Osiguravaci su sve vise svesni te Cinjenice i priznaju
znacajne popuste onim osiguranicima koji preduzimaju
preventivne mere. Kada se radi o osiguranjima rizika na
¢iji nastanak utice ponasanje osiguranika premija zavisi u
dobroj meri od tehnickog rezultata. Osiguranicima koji u
relevantnom periodu imaju dobar tehnicki rezultat pri-
znaje se popust na premiju, a onima koji imaju lo§ rezultat
placaju vecu premiju. To je slucaj i u osiguranju internet
rizika koji ne retko nastaju usled radnji ili propusta zapo-
slenih. Osiguravacu su vazni podaci o tome koji su sigir-
nosni sistemi ugradeni kako bi se sprecio nastanak rizika
ili ogranicile njegove $tetne posledice. Prate se aktivnosti
osiguranika na poboljsanju sistema sigurnosti u osigura-
noj delatnosti, zahtevaju preduzimanje odredenih mera,
od osiguranika se trazi da vodi racuna o usavr$avanju i
nadzoru zaposlenih koji mogu namerno ili slu¢ajno da
prouzrokuju nastanak rizika. U osiguranju internet rizi-
ka saradnja osiguravaca i osiguranika je stalna. Primena
zakonskih mera sigurnosti kao i mera koje zahteva osigu-
ravac utice znacajno na smanjenje premije.

RIZICI VEZANI ZA ,,INTERNET OBLAK“

Neke organizacije podatke sa svojih ra¢unara ne ¢u-
vaju na vlastitim, nego na serverima kompanija koje ih
¢ini dostupnim preko interneta. Podaci kompanije se ne
nalaze u centralnom racunaru kompanije, nego u “virtu-
alnom oblaku”, serverima internetskih ponudaca. Postav-
lja se pitanja kako se obezbeduje sigurnost pohranjenih
podataka, da li o tome brine organizacija ciji su podaci
ili internetska kompanije koje nude usluge pohranjivanja
podataka. Podaci mogu da se nalaze na racunarima u vise
zemalja pa se postavlja pitanje koji se propisi o zastiti po-
dataka primenjuju, da li zemlje subjekta ¢iji su podaci ili
zemlje gde se server nalazi. Osiguravaci o tome moraju da
vode racuna jer se propisi razlikuju od zemlje do zemlje i
to direktno utice na veli¢inu osiguranog rizika. Oni koji
pohranjuju svoje podatke u “oblaku“(claud-u) trebalo bi
da kontroli$u rad onoga kod koga se podaci pohranjeni.
Najcesce se ugovorima izmedu ova dva subjekta ne re-
gulise pitanje odgovornosti bezbednosti podataka kada
je provajder renomirana kompanija, §to nije dobro jer
u svakom, pa i u najboljem sistemu, moze biti slabosti.
Unosenje klauzule o odgovornosti u ugovore u pruzanju
ovih specifi¢nih usluga cesto se ne unose jer mnogi kori-
snici nemaju dobru pregovaracku poziciju.® Osiguravaci
moraju da znaju ko je odgovoran za $tete usled povrede
podataka. Ako je na serveru internetske kompanije vise
korisnika moze do¢i do kumulacije rizika, hiljade korisni-
ka mogu biti istovremeno pogodeni i jedan napad moze
dovesti do insolventnosti osiguravaca. Kada pitanje odgo-
vornosti nije regulisano ugovorom osiguravac tesko moze
da ostvari pravo na regres po osnovu subrogacije. Kako je
primena opstih pravila gradanskog prava o odgovorno-
sti teSko primeniti u ovakvim sluc¢ajevima zbog problema
utvrdivanja uzro¢ne veze izmedu propusta i nastale Stete i
krivice uputno je da se pitanje odgovornosti regulise ugo-
vorom. Kada bi osiguranje zakljucili i korisnik i provajder
praznine u pokri¢u ne bi bilo. Ovaj bi problem mogao da
se resi i posebnim propisom ali jo$ nije bilo takvih poku-
$aja ni u razvijenim zemljama. Ima opreznih provajderam
koji znaju da bi u nekim sluc¢ajevima mogla da se utvrdi
uzro¢no-posledi¢na veza izmedu internet rizika i njihovog
propusta i zakljucuju osiguranje od opste profesionalne
odgovornosti (E&O).*

OSIGURANJE RIZIKA POVREDE LICNIH
PODATAKA

Propisi o zastiti podataka obavezuju one koji sa njima
raspolazu da preduzmu sve poznate mere zastite a ako
do povrede dode o tome odmah obaveste one o ¢ijim se
podacima radi.”* Troskovi ovog obavestavanja mogu biti

20 Za utvrdivanje odgovornosti mogu pomoc¢i ISO standardi o sigur-
nosti u oblasti informaticke tehnologije. Radi se na utvrdivanju
standarda samo za cloud sigurnost. Medunarodno udruZzenje za
ra¢unarsku sigurnost izradila je cloud sertifikat program, Cyberse-
curity Insurance Readout Report, op. cit. Str. 24.

21 E&O je osiguranje koje pokriva odgovornost za stete usled profesi-
onalnih propusta osiguranika.

22 O znadaju podataka o osiguranicima govori ¢injenica da je Savet
Evrope doneo Preporuku u vezi zastite licnih podataka prikuplje-
nih u okviru delatnosti osiguranja. Nacin na koji osigurava¢ dola-
zi do li¢énih podataka mora da bude dozvoljen, a dobijeni podaci



izuzetno visoki. Rizik ¢esto nastaje namernim postupkom
zaposlenih. U praksi osiguranja zabelezeni su slucajevi da
sluzbenici drzavnih organa kojima su podaci gradana
dostupni iste dostave osiguravacima i od njih dobijaju
znacajnu naknadu.” Poslednjih decenija, iskustvo u do-
menu zastite podataka o licnosti pokazalo je neophodnost
odredivanja organa koji ¢e se brinuti o zastiti podataka,
bar kada je re¢ o velikim privrednim drustvima. Drustva
mogu da upoznaju svoje zaposlene o odredbama zakona
putem obuka. Osim toga, drustva mogu da obavezu za-
poslene da se pismenim putem obaveZu na postovanje
sluzbene tajne.*

Gubitak podataka moze dovesti do ogromne Stete,
kako direktne tako i $tete licima o ¢ijim se podacima radi
koja mogu da podnesu zahtev za naknadu $tete na os-
novu zakona o zastiti podataka.”® Kada preduzece izgubi
poverljive podatke bilo putem upada hakera ili namere ili
nepaznje zaposlenih klijenti gube poverenje i to dovodi do
smanjenja njegovog ugleda.?* Osnovno pokrice koje se se
nudi za rizik povrede podataka je gradanska odgovornost
za $tete koje su posledica povrede. Dalje pokri¢e obuh-
vata troskove u vezi upravljanja krizom. Hakerski napad
ima za posledicu veliku Stetu. Podaci mogu biti izmen-
jeni, o$teceni, obrisani ili unisteni. Pokriveni mogu biti i
troskovi ponovnog uspostavljanja baze podataka. Ako sis-
tem ne radi nastaje dalja $teta. Naknada gubitka prihoda
i troskova moze da se osigura kao osnovno ili dopunsko
pokrice.27

obradivani u skladu sa pravilima struke osiguranja. Osiguranik
mora na jasan nacin da bude informisan o svrsi kori$¢enja njego-
vih podataka, a osigurava¢ koji obraduje podatke moze da koristi
dobijene informacije iskljucivo u cilju izvr$enja radnji potrebnih za
zakljucenje, sprovodenje i izvrSenje ugovora o osiguranju.
/https://wcd.coe.int/com.instranet.InstraServlet?’command=com.
instranet.CmdBlobGet&InstranetImage=543709&SecMode=1&D
ocld=295462&Usage=2/

23 Prema istrazivanju ¢asopisa Handelsblatt uklju¢eno je bilo preko
10.000 sluzbenika (policajaca, prosvetnih radnika, poreskih sluzbe-
nika i dr.) od kojih su dobijane informacije o fizickim licima koji
nisu kod njih osigurani (prezime, ime, adresa, li¢ni podaci). Drus-
tvo za osiguranje je placalo je po 50 evra nastavnicima za informa-
ciju o novom uceniku. Ukoliko bi doslo do zaklju¢enja ugovora o
zdravstvenom osiguranju, nastavnik bi bio nagraden sa 150 evra,
dok bi u slucaju zakljucenja ugovora o osiguranju Zivota dobijali po
600 evra.

24 Clan 35. Zakona o zaititi licnih podataka, Sluzbeni glasnik R. Srbije,

25 Savezni zakon o zastiti podataka (1. 43 st. 2) Nemacke predvida ka-
znu od 300 000 evra u sluc¢aju povrede podataka klijenata. Ocekuje
se da ¢e uredba EU o zastiti podataka biti doneta do kraja 2014 go-
ine koja ¢e uticati na poosterenje odgovornosti za gubtak podataka.
To ¢e nesumnjivo doprineti povecanju zahteva za osiguravajué¢om
zastitom. Postoji obaveza prijave nadleznom organu povrede poda-
taka u roku od 24 sata od saznanja za povredu. Kazna koju predvida
uredba je do 2% od ukupnog prihoda (obuhvacen je i prihod od
poslova u inostranstvu). Clan 57. Zakona o zatiti podataka o li¢-
nosti R. Srbije predvida kaznu od 50.000 do 1.000.000 din. pravno
i odgovorno lice u pravnom licu od 5.000 do 50.000 dinara §to je
znatno niza kazna od onih u pravu drzava ¢lanica EU.

26 Vodi¢ za rukovanje podacima o li¢nosti u privatnom sekto-
ru (Poverenik za zadtitu podataka i transparentnost Svajcarske
konfederacije, str. 10, izvor: http://www.edoeb.admin.ch/daten-
schutz/00628/00629/00633/index.html?lang=fr)

27 U Nemackoj ima 450 miliona ugovora o osiguranju sa li¢cnim po-
dacima. http://gdv.de/2012/07 das- krisen reaktionszentrum fur I'T-
Siherhaits der Versicherers. Saradnja drzave, privrednih preduzeca
i drustava za osiguranje doprinosi vecoj bezbednosti podataka i
omogucava sprovodenje osiguranja.
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ZAKLJUCAK

Na trzi$tu osiguranja razvijenih zemalja neki inter-
net rizici se osiguravaju, neki delimi¢no a neki se ne pri-
maju u osiguranje. Ovi novi rizici su za neka privredna
drustva daleko veca opasnost od klasi¢nih industrijskih
rizika i zato u razvijenim zemljama zahtevi za osiguran-
jem rastu. Drzave su zainteresovane za razvoj osiguranja
jer osiguravaci znacajno doprinose preduzimanju preven-
tivnih mera, a informacioni sistemi se posle nezgode brze
uspostavljaju $to je od velikog znacaja za normalno obav-
ljanje privrednih aktivnosti i drzavnih i javnih poslova. U
Srbiji interesovanja za osiguranjem internet rizika nema
iako je rizik prisutan. Rasireno je pogresno shvatanje da
standardne polise za osiguranje stvari i gradanske odgo-
vornosti ve¢ pokrivaju i ove rizike. Ni domaci osiguravaci
ne pridaju znacaj uvodenju i razvoju ovog savremenog
osiguranja, a takav stav opravdavaju time da se radi o
nepoznatom, te$ko procenjivom riziku. Dok se u raz-
vijenim zemljama postavlja pitanje kako da se uklone
prepreke koje sprecavaju osiguravace da nude relevant-
nije polise vecem broju klijenata za niZzu cenu u manje
razvijenim zemljama se razmislja da li da se uopste krene
sa ovim osiguranjem. Zato je pomo¢ drzave od znacaja.
Trebalo bi osnovati domaci pul reosiguranja sa uces¢em
drzave i doneti zakon koji bi utvrdio uslove za pokrice
internet rizika. Na tome se u svetu uveliko radi. Znacaj
informaticke tehnologije je veliki i za Srbiju i mora se
voditi racuna o finansijskoj sigurnosti onih koji su izlozeni
novim rizicima.
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INTERNET RISK INSURANCE

Abstract:

The development of information technology triggered the need to provide adequate insur-
ance protection and cope with the consequences of newly emerged risks. The traditional
insurance policies are written with new clauses expanding the coverage for damages that are
the result of partial or total destruction of computer, but insurers also offer special policies
that apply only to Internet risks. Insurers are trying to adapt the coverage to the individual
needs of the insured, but is often difficult to meet the requirements and to carry out the
risk assessment because of the continuous development of information technology and its
complexity. The most adequate solutions that would be in accordance with existing regula-
tions in the field of insurance and regulations on the protection of information systems and
personal data are yet to be found. The article points out the problems that insurers meet in
relation with specific risks and the possible solutions for the insurance market of Serbia in
order to develop a new product that would be in the interest of those who are undoubtedly
exposed to Internet risks.

Key words:

Insurance policy,

Risks insured,

Protection of private data,
Public liability,

Hackers attacks,

Business interruption.
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PRIMENA INTERNETA U KOMUNIKACUI TELEFONSKIH
KORISNIKA U RURALNIM OBLASTIMA — MODIFIKACLJA

POSTUPKA PRENOSA SIGNALIZACUE

Aleksandar Lebl, Dagan Miti¢, Zarko Markov
IRITEL a.d., Srbija

Abstract:

Rad prikazuje kako se primenom Interneta moze ostvariti govorna telefonska komuni-
kacija korisnika u oblastima bez dovoljno razvijene telekomunikacione infrastrukture.
Analiziraju se nadini prenosa telefonskih signala preko Interneta, a posebno nacini slanja
telefonske signalizacije. Na kraju se prikazuje kako je poboljSan metod slanja signalizacionog
kriterijuma identifikacije pozivajuceg pretplatnika preko Interneta u odnosu na ono sto
je omoguceno Internetskim preporukama. Analizirane su performanse novog postupka
u pogledu kasnjenja u prenosu, potrebnog kapaciteta za prenos signala preko Interneta i

verovatnoce gre$ke u prenosu.

uvobD

Savremeni razvoj telekomunikacija doneo je sa sobom
sve vecu primenu Interneta. Internet je prodro u sve obla-
sti ljudskog zivota: obrazovanje, poslovanje, privredne de-
latnosti, itd. Jedan bitan element primene Interneta danas
je i komunikacija medu ljudima.

Kada govorimo o savremenim sistemima komunikaci-
je, obi¢no prvo pomislimo na raznovrsne servise, koji su
dostupni korisnicima u razvijenim oblastima, razvijenim
zemljama, ili gradskim sredinama. Medutim, jo$ uvek
postoje mnoge nerazvijene zemlje, ili nerazvijene, rural-
ne oblasti u, inace, naprednijim zemljama, gde problem
predstavlja obi¢na, govorna komunikacija medu ljudima.
U tim oblastima nedostaje kablovska mreza, koja bi omo-
gucila klasi¢nu telefonsku komunikaciju. Takode, klasi¢ni
telefonski komutacioni sistemi su udaljeni od korisnika,
tako da je neophodna i izgradnja telefonskih centrala, a ne
samo kablovske mrezZe. Posto se radi o retko naseljenim
oblastima, Cesto se postavlja i pitanje ekonomske isplativo-
sti izgradnje kompletne telekomunikacione infrastrukture.

U ovakvim sluc¢ajevima primena Interneta predstavlja
jedno moguce resenje. U prvom delu ovog rada bavimo
se nac¢inima primene Interneta u ostvarivanju telefonskih
funkcija u nerazvijenim zemljama i nerazvijenim rural-
nim oblastima. Postupci, potrebni da bi se ostvarile ove
funkcije prili¢cno davno su razradeni u literaturi i defini-
sani medunarodnim preporukama, na bazi cega postoje i
mnoga primenjena re$enja. Ovi postupci nisu ukljucivali
postupke slanja nekih signalizacionih kriterijuma klasic-
ne telefonije preko Interneta. Jedan od signala, ¢ije slanje
nije bilo definisano, je signal identifikacije pozivajuceg

Key words:

telefonski korisnici,
ruralne oblasti,
telefonska signalizacija,
gejtvej,

identifikacija pozivajuceg
pretplatnika.

pretplatnika (caller ID). Zato se u drugom delu rada go-
vori o tome kako smo definisali slanje ovog signala preko
Interneta.

MOGUCI NACINI OSTVARIVANJA TELEFONSKE
VEZE PREKO INTERNETA

Problem ostvarivanja telefonske veze u nerazvijenim
podrucjima nosi sa sobom problem premoscavanja veli-
kih prostora, u kojima ne postoji razvijena telekomunika-
ciona infrastruktura, niti se ona lako moze izgraditi. Na
SL1, prikazani su moguci nacini re$avanja ovih problema
primenom Interneta.

Prema strukturi na Sl.1a, telefonski korisnici u udalje-
noj oblasti spojeni su na telefonsku centralu (Telefonska
centrala 1) [1]. Ovo moze biti sasvim mala telefonska cen-
trala, ukoliko je posmatrana oblast slabo naseljena (even-
tualno kuc¢na centrala). Signali na izlazu ove telefonske
centrale formiraju digitalni vremenski multipleks (time
division multiplex - TDM). Planirano je da se ovakva te-
lefonska centrala povezuje sa drugim telefonskim centra-
lama preko digitalnih multipleksnih linkova (na primer,
E1 linkovi). Zbog znacajne prostorne udaljenosti do druge
telefonske centrale, klasi¢ni E1 linkovi zamenjuju se IP
linkovima. Oni mogu biti realizovani optickim linkovima
ili, verovatnije, bezi¢nim linkovima. Da bi ostvario prelaz
sa E1 linkova na IP linkove, u blizini telefonske centrale 1
postavlja se gejtvej (gateway - GW), koji obavlja potrebnu
konverziju signala u oba smera. U smeru od telefonske
centrale, GW paketizuje E1 signale u IP pakete, formiraju-
¢i TDM over IP signal (TDMoIP). U obrnutom smeru vrsi
se depaketizacija TDMolP signala u TDM signale.
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SI. 1. Moguc¢i nacini ostvarivanja telefonske veze posredstvom Interne

Na drugoj strani IP linka postoji, takode, GW, ¢iji je
zadatak da E1 signale vrati u svoj izvorni oblik, kako bi se
oni koristili u telefonskoj centrali (Telefonska centrala 2).

Drugi moguci scenario priklju¢ivanja udaljenih tele-
fonskih korisnika prikazan je na SL.1b, 1], [2]. U ovom
slucaju telefonska centrala ne postoji u blizini telefonskih
korisnika, tako da se u blizini telefonskog prikljucka (ili
vi$e njih) nalazi GW. U ovom slu¢aju GW vrsi paketizaci-
ju digitalizovanih govornih signala sa pretplatnicke linije.
Na njegovom izlazu formira se IP link, kojim se paketi-
zovani signali $alju prema telefonskoj centrali. Na drugoj
strani IP linka nalzi se GW, koji depaketizuje govorne si-
gnale i vraca ih u oblik, koji moze da koristi pretplatnicki
prikljucak u telefonskoj centrali.

POSTUPAK SLANJA SIGNALIZACIONIH
KRITERJUMA PREKO INTERNETA

Pouzdan i jasno definisan postupak prenosa signali-
zacionih kriterijuma predstavlja vazan element u ostva-
rivanju svih telefonskih veza. Samim tim, posebna paznja
posvecuje se tehnikama slanja signalizacionih kriterijuma
preko Interneta.

Zavisno od toga koji se od dva mrezna scenarija sa SL1,
primenjuje, razli¢iti signalizacioni kriterijumi se $alju pre-
ko Interneta. U slucaju primene scenarija sa Sl.1a, preko
Interneta se Salju linijska i registarska signalizacija izmedu
telefonskih centrala (na primer, jednobitska i dvobitska
linijska signalizacija i registarska signalizacija). U slucaju
primene scenarija sa S1.1b, preko Interneta se $alju tele-
fonski signali (biracki impulsi, tonski signali).

Pod prenosom signalizacionih kriterijuma u Internet
mrezi mogu se podrazumevati sledeci postupci [1]:

+ direktno paketizovanje TDM signala ukljucuje u
sebi i paketizovanje signalizacije, tako da se, kada
se u kanalima E1 linka $alju signalizacioni kriteri-
jumi, vrsi njihovo paketizovanje u TDMolP signal.
U ovom slucaju isti put se koristi za slanje govor-
nog signala i signalizacije;

¢ prenos klasi¢nih telefonskih signala podrazumeva
ucaurenje telefonskih signala u Internetske paketi-

zovane poruke i njihovo slanje, sa ili bez tumacenja
znacenja signala u paketskom delu mreze;

¢ paketizovanje mreznih signalizacionih kriterijuma
(signala koji se $alju izmedu telefonskih centrala) i
njihovo slanje preko Interneta posebnim paketskim
ili IP trunk-om;

+ prenos telefonskih signala izmedu telekomunika-
cione mreze i Internetske mreze, §to podrazume-
va da GW na sucelju dve mreze ima mogucnost
tumacenja znacenja pojedinih signala u obe mreze
i mogucnost prevodenja signala iz jednoj mrezi u
signale u drugoj mrezi;

¢ direktno formiranje signala koji se koriste u IP
mrezi bez da se prvo formiraju signali klasi¢ne tel-
efonije, a zatim konvertuju u odgovarajuce IP pa-
kete, u ovom sluc¢aju postoji samo paketska mreza,
a TDM (odnosno klasi¢na telefonska mreza) ne
postoji.

POSTUPCI PRENOSA TELEFONSKE
SIGNALIZACIJE PREKO INTERNETA

U prenosu telefonske signalizacije preko Interneta ko-
riste se tri osnovna postupka.

Prvi postupak direktno proizlazi iz opisa scenarija pri-
kazanog na Sl.1a. U ovom slucaju paketizuje se kompletan
sadrzaj E1 linkova, bez ulazenja u tumacenje namene si-
gnala u pojedinim kanalima u toku veze. Formira se TD-
MolIP signal Ako se u kanalu E1 linka trenutno prenose
signalizacioni kriterijumi, oni ¢e biti paketizovani u IP pa-
kete i tako preneti do mesta gde se depaketizuju i vracaju
u svoj izvorni oblik. Ovakav nacin prenosa signalizacije
je najbrzi, jer na kasnjenje u prenosu utice samo vreme
potrebno za paketizaciju i depaketizaciju signala.

Drugi postupak sastoji se u odredivanju svojstava (pa-
rametara) signala. Najcesce su to frekvencija (frekvencije)
koja (koje) ¢ine signal, nivo signala i trajanje signala. Ako
se signalizacioni kriterijum sastoji od nekoliko delova, za
svaki deo posebno se odreduju frekvencije i trajanje signa-
la. Tako odredena svojstva signala prenose se u sklopu IP
paketa. Na mestu prijema na izlazu iz IP linka rekonstrui-



$e se signal na osnovu svojih parametara. Ovakav nacin
prenosa je sporiji nego paketizoanje u TDMolP signal,
jer na kasnjenje pored vremena potrebnog za paketizaciju
utice i vreme neophodno da se odrede parametri signala,
ali zahteva manji kapacitet na IP linku.

Treci postupak sastoji se u tumacenju znacenja signa-
la, odnosno prepoznavanju signala. Kada se prepozna
konkretan signal, preko IP linka se prenosi kod dogadaja,
tj. kod prepoznatog signala. Ovakav nacin slanja signa-
lizacionih kriterijuma je najsporiji (sporiji od prethodna
dva postupka), jer je neophodno da protekne kompletno
trajanje jednog perioda signala, da bi se protumacilo nje-
govo znacenje. U pogledu potrebnog kapaciteta IP linka,
ovakav nacin zahteva manji kapacitet nego prethodna dva
postupka. Pored toga, prednost ovakvog nacina prenosa
signalizacionih kriterijuma je $to se oni na mestu prijema
mogu rekonstruisati u svom nominalnom obliku. Naime,
u prethodna dva slucaja na mestu prijema rekonstruisani
signal zadrzava elemente degradacije svoga kvaliteta unete
na predajnom delu telefonske veze (slabljenje, odstupanje
detektovane frekvencije signala u odnosu na ta¢no generi-
sanu, uneti Sum). Kada se signali prenose svojim kodovima
dogadaja, izbegava se ovakva degradacija kvaliteta veze.

Slanju signala preko kodova dogadaja posvecena je po-
sebna paznja u ovom radu.

SLANJE SIGNALA IDENTIFIKACUJE
POZIVAJUCEG KORISNIKA PREKO INTERNETA

Prvi korak u analizi, koju smo sproveli, bio je da se
upoznamo sa time koji su telefonski signali definisani da
se $alju preko Interneta tre¢im postupkom (koris¢enjem
kodova dogadaja), kako je to naznaceno u prethodnom
poglavlju. Analiza je obuhvatila signale u slu¢aju primene
oba scenarija, kako je to prikazano na SL.1. Ovi postupci
slanja su detaljno prikazani i definisani u RFC preporu-
kama [3], [4], [5]. Uoceno je da ovim preporukama nije
definisano slanje signala identifikacije pozivajuceg pret-
platnika (callerID - CID) primenom kodova dogadaja.
Zato smo definisali postupak slanja ovog signala pomocu
kodova dogadaja. Postupak je primenljiv u slucaju scena-
rija prikazanog na SI.1b.

CID signal se formira kao FSK (frequency shift keying)
signal [6], [7]. Svaki bit, ¢ija je vrednost 1, koduje se kao
signal frekvencije 1300Hz, dok se bit, ¢ija je vrednost 0,
koduje kao signal frekvencije 2100Hz. Brzina slanja bitova
informacije je 1200 bit/s. CID signal se moze slati vezano
za pozivni signal (ringing) i u tom slucaju se salje posle
upucivanja prvog pozivnog signala (tj. u pauzi izmedu
prva dva pozivna signala). Pored toga, moze se slati ne-
vezano za pozivni signal. U ovom, drugom, slucaju slanju
CID signala prethodi slanje jednog od sledeca tri signa-
la (alerting signal): kratkotrajno slanje pozivnog signala
(Ringing Pulse Alerting Signal - RP-AS), slanje specifi¢cnog
tonskog signala (Dual Tone Alerting Signal - DT-AS), koji
se formira od dve frekvencije (dvotona) ili obrtanje pola-
riteta pretplatnicke petlje praceno dvotonom (line reversal
followed by DT-AS - RP+DT-AS).

Preporukama [6], [7] precizno su definisani vremenski
odnosi koje moraju da zadovolje CID signali u odnosu na
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ostale signale sa kojima se zajedno $alju. Ovi neophodni
vremenski odnosi moraju ostati zadovoljeni i posle repro-
dukcije CID u prijemnom GW. O tome smo vodili ra¢una
prilikom definisanja novog postupka slanja CID signala
preko Interneta.

Slanje CID signala uvek je povezano sa slanjem jo$
jednog signala (pozivnog signala ili alerting signala - AS)
i oni tek zajedno imaju potrebno znacenje. Ova dva si-
gnala mozemo prikazati odvojenim kodovima dogadaja
ili jednim kddom dogadaja. U prvom slucaju, na primer,
postoji jedan kod dogadaja za DT-AS signal i drugi kod
dogadaja za CID signal. U drugom slucaju jedinstvenim
kodom dogadaja definide se slanje DT-AS signala zajedno
sa CID signalom.

U Tabeli 1 prikazani su vremenski odnosi izmedu ori-
ginalnog signala i reprodukovanog signala (maksimalno
kasnjenje pocetka reprodukcije), kao i kasnjenje, koje je
potrebno uvesti u prijemnom GW od momenta kada on
primi paket poruke vezane za slanje CID signala i od kada
bi reprodukcija, prakti¢no, mogla da pocne [8]. Podaci
su dati posebno za kodovanje sa dva koda dogadaja i sa
jednim kddom dogadaja. Pored situacija u kojima se $alje
CID signal, dati su i podaci za slucaj slanja samo pozivnog
signala bez CID signala.

Uodljivo je da je maksimalno kasnjenje reprodukci-
je manje u slu¢aju kodovanja kori$¢enjem dva odvojena
koda dogadaja. S druge strane, potrebno je voditi racuna
o unosenju potrebnog kasnjenja pri reprodukciji u prije-
mnom GW, o ¢emu ne treba voditi racuna ako se slanje
vréi kori$¢enjem jedinstvenog kdda dogadaja.

TABELA 1 VREMENSKI ODNOSI PRI REPRODUKCHI CID
SIGNALA

Maksimalno Kasnjenje koje treba
kasnjenje pocetka | uvesti u prijemnom
Opis slanja reprodukcije (ms) gateway-u (ms)
2 kéda 1 kéd 2 kéda 1 kéd
dogadaja |dogadaja| dogadaja | dogadaja
Poziv + CID 1280 4180 180 0
Samo poziv 1280 3100 180 0
DT-AS + CID 1100 1690 990 0
RP-AS + CID 1180 2180 880 0
LR + DT-AS + CID 1080 1780 1080 0

Na S1.2, prikazana su kasnjenja u reprodukciji signala,
koji prethodi CID signalu u funkciji duzine CID poruke
i duzine signala sa kojim je CID signal povezan pri svom
slanju. Sl.2a, se odnosi na slucaj kada slanje tonskog si-
gnala prethodi CID signalu, a S1.2b, na slu¢aj kada slanje
poziva prethodi CID signalu. Isprekidanom linijom pri-
kazana je vrednost kasnjenja za slu¢aj kodovanja pomocu
dva koda dogadaja, dok je punom linijom prikazana vred-
nost kasnjenja za slucaj kodovanja pomocu dva koda do-
gadaja. Na apscisi je predstavljena zbirna vrednost trajanja
CID poruke (t_) i vremenskog intervala izmedu zavrsetka
signala, cije slanje prethodi CID signalu i samog pocetka
CID signala.
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SL. 2. Kasnjenja u reprodukciji CID signala

Posmatrajudi vremena kasnjenja u reprodukciji CID
signala koris¢enjem jednog i dva koda dogadaja, moze
se zakljuciti da u slucaju slanja CID signala pridruzenog
pozivu treba teziti, kad god je moguce, da se koriste dva
odvojena koda dogadaja za poziv i CID, jer se dobijaju
manja kasnjenja. U slucaju slanja zajedno sa alerting si-
gnalom, treba teziti slanju sa zajednickim kddom dogada-
jaza AS i CID. Naime, za slucaj krac¢ih CID poruka, koje
se javljaju daleko ces¢e nego dugacke poruke, dobijaju se

ista kasnjenja kao i u sluc¢aju slanja pomocu dva odvojena
koda dogadaja. Ovakvo slanje sa jednim kodom dogadaja
je jednostavnije nego slanje sa dva koda dogadaja, tako da
ga treba primenjivati kada se dobijaju ista kasnjenja za oba
postupka slanja.

U Tabeli 2 prikazan je potreban kapacitet za slanje CID
poruke preko Interneta, u poredenju sa nac¢inom slanja
gde se vr$i kodovanje odbiraka CID signala po A-zakonu
kodovanja [8]. Potreban kapacitet za slucaj kodovanja od-
biraka CID signala dat je za razlic¢ite vremenske intervale
paketizovanja CID signala (10ms, 20ms i 30ms, odnosno
80, 160 i 240 odbiraka signala u jednom paketu). U po-
slednjoj koloni dat je potreban kapacitet za slanje poruke
po novom formatu kodovanjem jednim kodom dogadaja.
Poredenje je dato za tri slucaja identifikacije broja pozi-
vajuceg pretplatnika: kada se pretplatnicki broj sastoji od
6 cifara, kada se sastoji od 14 cifara i kada se $alje poruka
identifikacije najvece predvidene duzine 75 byte-a.

TABELA 2 POTREBAN KAPACITET ZA SLANJE CID
SIGNALA PREKO INTERNETA

Kapacitet za kodovanje po A- Novi
konu kompresije (bit) ov!
Metod za postupak
10ms 20ms 30ms (bit)
6 cifara 63720 51600 47200 640
14 cifara 70200 56760 51920 704
75 byte-a | 114480 91160 84960 1044
™
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SL. 4. Verovatnoca greske u prenosu CID signala

U slu¢aju primene prikazanog novog postupka za pre-
nos CID signala preko Interneta postiZe se znacajno sma-
njenje potrebnog kapaciteta. Potrebni kapacitet nalazi se
u granicama 1-1,5% od kapaciteta potrebnog za prenos
odbiraka CID signala kodovanih po A-zakonu.

Na S1.3, prikazani su graficki rezultati poredenja po-
trebnog broja bita (N, ) za slanje CID signala u slu¢aju pri-
mene novog postupka i u sluc¢aju kodovanja po A-zakonu
sa periodom paketizacije 10ms, 20ms i 30ms. Rezultati su
prikazani u funkciji duzine (L) korisnog sadrzaja CID po-
ruke, izrazene u broju bajta (Presentation Layer Message
- PLM) [6].

Znacajno smanjenje potrebnog kapaciteta za prenos
CID poruke preko Interneta povlaci i znacajno smanjenje
verovatnoce greske (P ) u prenosu CID signala. Dobijeni
rezultati prikazani su na Sl.4, u funkciji verovatnoce gres-
ke bita (Bit Error Rate — BER).

ZAKLJUCAK

U ovom radu prikazuju se specificnosti primene In-
terneta kao medija koji omogucava ostvarivanje govornih
telefonskih veza pretplatnika u ruralnim oblastima, gde ne
postoji razvijena telekomunikaciona infrastruktura (gde

USAGE OF INTERNET IN COMMUNICATION OF TELEPHONE USERS
IN RURAL AREAS — MODIFICATION OF METHOD FOR SIGNALLING

TRANSMISSION

Abstract:

The paper presents how Internet can be used to realize speech communication between
telephone users in the areas without developed telecommunication infrastructure. The
methods of telephone signal transmission over Internet, specially the methods of telephone
signalling transmission, are analyzed. At the end it is presented how the method for trans-
mission of caller identification over Internet is improved comparing to the possibilities
allowed by Internet recommendations. The characteristics of the new method are analyzed
considering the transmission delay, the bandwidth necessary to transmit the signal over

Internet and the transmission error probability.
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kablovska mreza nije postavljena i gde nema telefonskih
centrala). U tom sluc¢aju Internet omogucava premosca-
vanje velikih prostora bez telefonskih veza, da bi se veza
vratila u svoj telefonski oblik na mestu gde za to posto-
je uslovi. Prikazano je nekoliko scenarija kako se ovakva
funkcija Interneta moze realizovati. Poseban akcenat dat
je scenariju gde Internet sluzi za paketizaciju signala na
pretplatnickoj telefonskoj liniji. Time je pokazano da je
moguca ovakva primena Interneta u nerazvijenim zemlja-
ma ili nerazvijenim regijama.

Znacajan element u ostvarivanju ovakve funkcije pred-
stavlja nac¢in kako se $alju telefonski signalizacioni kriteri-
jumi preko Interneta. Rad prikazuje kako se signalizacija
$alje preko Interneta i kako se mogu uneti izmene u po-
stupak slanja signala identifikacije pozivajuceg pretplat-
nika da se ovo slanje pojednostavi, da se smanji potreban
kapacitet za slanje signala i, samim tim, smanji verovat-
noca greske u slanju.
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Abstract:

Rastudi znacaj inovacija u procesu dostizanja odrzive konkurentne prednosti je u najvecoj
meri i uslovio ubrzani razvoj internet marketinga i inicirao sve ve¢u upotrebu drustvenih
mrezZa u cilju unapredenja dugoro¢nog odnosa organizacije i ciljne grupe potrosaca. U novoj
ekonomiji, odnosno ekonomiji znanja, sam pojam inovacija, pored znacajnih unapredenja
proizvoda i procesa, sve viSe podrazumeva organizacione i marketing inovacije, a narocito
inovacije u oblasti internet marketinga. Usled navedenih trendova, u ovom nau¢nom radu,
posebna paznja je usmerena upravo na analizu uticaja koji internet marketing i upotreba
internet drustvenih mreZa imaju na proces unapredenja dvosmerne, odnosno interaktiv-
ne komunikacije sa potro$ac¢ima. Analizom su obuhvaceni i brojni primeri realizovanih
istraZivanja ¢iji dobijeni rezultati ukazuju da upravo inovacije u oblasti internet marke-
tinga postaju krucijalni faktor diferenciranja i dostizanja odrzive konkurentne prednosti
organizacija, ali i ukazuju kakvo je trenutno stanje u oblasti internet marketinga i upotrebe

Key words:
inovacije,
marketing inovacije,
internet marketing,
drustvene mreze,

internet drustvenih mreza u Republici Srbiji.
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Konkurentnu prednost ostvaruju organizacije koje
se na profitabilniji nacin diferenciraju u odnosu na re-
ferentnu konkurenciju i kroz pristup totalne satisfakcije
potrosaca, ostvaruju jedinstvenu poziciju na trzistu[1].
U novoj ekonomiji, odnosno u ekonomiji znanja, pored
navedenih determinanti, konkurentna prednost se sve
viSe zasniva na uspe$nim inovacijama i uspeSnom razvo-
ju dinamickih sposobnosti organizacija[2]. To je razlog,
zbog koga je u analizu konkurentne prednosti dodatno
ukljucena i vremenska dimenzija. To je rezultiralo, da se
dalje u radu umesto pojma konkurentne prednosti, kori-
stio pojam odrzive konkurentne prednosti (engl. susta-
inable competitive advantage). U novoj ekonomiji odr-
zivu konkurentnu prednost dostizu organizacije koje su
razvile sposobnost da se pored unapredenja profitabilnosti
dodatno fokusiraju na proces razvoja ukupnih inovacio-
nih performansi, kao i na neprestani razvoj interaktivne
dvosmerne komunikacije uz isporuku vie vrednosti za
potrosace, tokom vremena[3]. Poznati autori iz oblasti re-
lacionog marketinga Don Pepers (Don Pappers) i Marta

odrziva konkurentna prednost.

Rodzers (Martha Rogers) isticu da nijedna organizacija
nije u moguc¢nosti da dostigne odrzivu konkurentnu pred-
nost ukoliko nije razvila bliske odnose sa potrosacima, jer
kako oni navode: ,,Ukoliko nemate potrosace, vi nemate
biznis, vi imate hobi“[18].

ODNOS INTERNET MARKETINGA | ODRZIVE
KONKURENTNE PREDNOSTI

Marketing predstavlja aktivnost, odnosno skup pro-
cesa usmerenih na stvaranje, komunikaciju i pruzanje
vise vrednosti za potrosace na nacin u kome organizacija,
njeni stejkholderi i drustvo u celini, ostvaruju dugoro¢nu
korist[4]. U samoj osnovi, marketing se moze posmatrati
kao transakcioni i kao relacioni marketing[5]. Transakci-
oni marketing se u najvecoj meri zasniva na elementima
marketing miksa (proizvod, cena, promocija, distribu-
cija), dok se relacioni marketing zasniva na anticipaciji,
odnosno na potpunoj posvecenosti razvoju pozitivnih
relacija sa potrosacima[5]. U novoj ekonomiji, sve veci
znacaj dobija upravo relacioni marketing[6]. Osnovni cilj



relacionog marketinga predstavlja razvoj dvosmerne ko-
munikacije uz podizanje nivoa lojalnosti potrosaca, od-
nosno prevodenje potrosaca iz stanja u kojima potrosac
kupuje i konzumira proizvode ili usluge, u stanje u kome
potrosaci postaju ,,promoteri“ organizacije i preporucuju
je svojim referentnim grupama(7]. Pozitivan primer rela-
cionog marketinga predstavlja odnos kompanije Apple sa
svojim potro$ac¢ima, odnosno, kako marketing stru¢njak
Mark Gob (Marc Gobe), autor knjige “Emotional Bran-
ding”, navodi: “Apple dizajn je zasnovan na korisnickim
ocekivanjima” (engl. “Apple’s design is people-driven”)
[15]. Razvoj relacionog marketinga je u najvecoj meri i
inicirao razvoj marketing inovacija uopste, a narocito sve
veci broj inovacija u oblasti marketinga.

Marketing inovacije se odnose na primenu potpuno
nove marketing strategije, marketing koncepta ili novog
marketing metoda koji nisu nikada bili primenjeni u orga-
nizaciji i zasnivaju se na kombinaciji sledecih elemenata:
znacajna unapredjenja dizajna proizvoda; primena novih
cenovnih strategija; primena potpuno novog prodajnog
koncepta; primena potpuno novog koncepta promocije [8].

Marketing inovacije, generalno posmatrano, postaju
sve znacajnija determinanta odrzive konkurentne pred-
nosti, ali posebno na znacaju u protekih nekoliko godina,
dobijaju inovacije u oblasti internet marketinga.

Internet marketing, u osnovi, predstavlja promociju
organizacije, kao i promociju i prodaju proizvoda/uslu-
ga posredstvom digitalne mreze, odnosno interneta[9].
Internet marketing obuhvata: online oglasavanje (web
prezentacije, baneri, e-mail oglasavanje, masovni mail,
upotreba blogova, diskusionih grupa, news grupa, RSS
Feed alata,); e-prodaju; razvoj odnosa sa javnoséu putem
tekstova odnosno putem internet drustvenih mreza (engl.
Social Media Marketing)[10].

Pojava pojedinih internet metoda promocije kores-
pondira sa pojavom pojedinih internet tehnologija kao
$to je prikazano na slici 1:
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Slika 1: Odnos internet i tradicionalnog marketing metoda.

Izvor: J. Reed, Get Up to Speed with Online Marketing. New
Jersey: FT Press, 2012, p.19.

Ubrzani razvoj inovacija u oblasti internet i mobilne
trgovine, kao i primena potpuno novih inernet promo-
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tivnih metoda, u velikoj meri korespondira sa uspehom
interneta. Naime, broj internet korisnika je sa oko 360,95
miliona (decembar, 2000. god.), porastao na preko 2,4 mi-
lijarde (jun, 2012. god.), $to predstavlja rast od oko 566,4%
u periodu od 2000-2012. godine[11]. Od ukupnog broja
potrosaca koji kupuju putem interneta 45% kupuje po-
sredstvom desktop/tablet racunara a 17% posredstvom
interneta na mobilnom telefonu[12]. Globalni protok di-
gitalnih informacija na internetu je bio oko 1.8 zetabajta
(engl. zettabytes) u 2011., oko 5.3-5.6 zetabajta u 2013., a
prema prognozama ¢e dosti¢i skoro 8 zetabajta u 2015.
godini[13]. Navedeni statisticki podaci ukazuju na znacaj
koji internet marketing i inovacije u ovoj oblasti imaju
na unapredenje procesa dostizanja odrzive konkurentne
prednosti organizacija.

KOMERCIJALNI ZNACAJ UPOTREBE INTERNET
DRUSTVENIH MREZA

Proces komunikacije predstavlja osnovu svih pro-
motivnih aktivnosti organizacije. To je razlog zbog koga
pojam promocije predstavlja mehanizam komunikacije
i razmene informacija izmedu potrosaca i organizacije.
Zadatak promocije je da informiSe i usmeri potrosace da
reaguju i kupe odredene proizvode[14]. Primeri novih
marketing metoda promocije predstavljaju prvo uvodenje
potpuno nove vrste medija, odnosno promovisanje pro-
izvoda/usluge na internetu, zatim, prvo uvodenje web
sajta, ili promovisanje organizacije i proizvoda/usluga,
putem internet drustvenih mreza kao sto su Facebook,
MySpace ili Twitter.

Osnovni znacaj komercijalne upotrebe internet
drustvenih mreza lezi u njihovoj efikasnosti, efektivno-
sti, pristupacnosti i proaktivnom stavu. Internet drustve-
ne mreze se zasnivaju na upotrebi matematickih modela
stvorenih sredinom 1960-tih godina. Najreprezentativ-
niji primer upotrebe matematickih modela u navedenoj
oblasti, predstavlja model ,,malog sveta“ koji je americki
sociologi Stenli Miligram (Stanley Milgram 1933 - 1984) i
eksperimentalno dokazao[17].

Teorija ,,malog sveta® se zasniva na konceptu gde su
svaka dva stanovnika planete medusobno povezana po-
sredstvom od 6 do 9 poznanika. Eksperimentalno je po-
tvrdio, da bez poznavanja bilo koje spoljne informacije,
jedna osoba, moze nekoj drugoj osobi, da prosledi trazenu
informaciju iskljuc¢ivo upotrebom li¢nih socijalnih veza u
vi$e uzastopnih iteracija. Prose¢na duzina komunikacio-
nog kanala iznosila je 6 osoba. Milgramov eksperiment je
demonstrirao dve neverovatne osobine velikih socijalnih
mreza, i to: prvu, da je mreza iSarana kratkim putevima; i
drugu, da ljudi (koji su ujedno i ¢vorovi mreze, nodovi),
vodeci se samo lokalnom slikom mreze, imaju sposobnost
da nalaze ove kratke puteve. Pod lokalnom slikom podra-
zumevamo, da svako od nas zna samo kako su njegovi pri-
jatelji medusobno povezani, dok su prijatelji ,,prijatelja“ i
njihove medusobne veze, za nas apstraktne.

Savremeni oblici internet socijalnih mreza prenose
informacije za koje korisnik smatra da poseduju kredi-
bilitet, jer su zasnovane na zadovoljstvu referentnih gru-
pa. Na toj osnovi, organizacije teze da direktno uti¢u na
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stvaranje pozitivnog imidza organizacije[33]. Pored toga,
§to socijalne mreze prenose informacije koje se smatraju
kredibilnim imaju i osobinu da na najbrzi i najefikasni-
ji nacin prenose konkretne informacije izmedu nodova
mreZe pa se smatraju za ekonomski najcelishodnije rese-
nje u oblasti marketinga. Internet socijalne mreze, dakle,
ne bi treblo koristiti samo iz razloga $to one predstavljaju
moderan oblik komunikacije sa potros$acima, ve¢ zato $to
predstavljaju jedan od najefikasnijih na¢ina interaktivne
komunikacije koji je uvek dostupan i jednostavan (engl.
the one size fits all)[31].

Jos jedan razlog sve ve¢e komercijalne upotrebe inter-
net drustvenih mreza, medu kojima se kao najdominan-
tnije izdvajaju Facebook, Twitter, WLM, Google+ [23],
predstavlja eksponencijalni rast broja korisnika, ali i nji-
hove aktivnosti na mrezi. Navedene tvrdnje najbolje ilu-
struje slede¢i grafikon koji pokazuje rast broja korisnika
najdominantnije internet mreze Facebook:
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Grafikon 1: Rast broja korisnic¢kih Facebook profila u
periodu 2011-2013. Genericki prikaz autora, na osnovu
slede¢ih izvora: Facebook Statistics. [online]. Dostupno na
mrezi: http://www.statisticbrain.com/facebook-statistics/
[Pristupljeno: 26. januar 2014],

Facebook users in the world: “Facebook Usage and Face-
book Growth Statistics By World Geographic Regio”. [on-
line]. Dostupno na mrezi: http://www.internetworldstats.
com/facebook.htm [Pristupljeno: 26. januar 2014].

Pored navedenih, ostale osobine internet socijalnih
mreza koje doprinose njihovoj masovnoj upotrebi u mar-
ketingu, su:

¢ Neposrednost, ili bar privid neposrednosti u komu-
nikaciji sa potrosacem. Komunikacija se obavlja je-
dan na jedan i time organizacije stvaraju priliku da
primene razlicite strategije prodaje[16];

+ Jednostavnost procesa prihvatanja odredenih pro-
izvoda ili usluga od strane ciljne grupe potrosaca.
Navedene konstatacije omogucavaju konkretnoj or-
ganizaciji da dizajnira algoritme kojima neuporedi-
vo efikasnije opsluzuje ciljnu grupu potrosaca[27];

+ Veca mogucnost inkorporiranja potro$aca u mar-
keting tim organizacije[26];

+ Efikasnost analize trzista, odnosno efikasnije priku-
pljanje povratnih informacija (engl. feedback). Pu-
tem drustvenih mreza kompanije u veoma kratkom
vremenskom intervalu, ¢esto u takozvanom “real-
nom vremenu”, mogu dobiti povratne informacije
i prilagoditi svoju marketing strategiju;

¢ Jednostavnost pristupa organizacija nestandardizo-
vanim izvorima kapitala;

¢ Uvek dostupna infrastruktura koja omogucava
brzo ilako uspostavljanje kontakta izmedu organi-
zacije i potro$aca[32],

+ Funkcionalnost “gateway-a” (informacije se objav-
ljuju na jednom mestu, pa automatski redistribu-
iraju na druge mreze, $to pozitivno uti¢e na eko-
nomsku efikasnost) [34],

+ Redundantnost komunikacionog kanala. Informa-
cija stize do krajnjeg potrosaca ¢ak i u slucaju kada
je on eksplicitno ne zahteva (ali se i ne protivi). In-
formacija do kranjeg potrosaca stize zahvaljujuci
nekoj od paralelnih veza[28].

ANALIZA UPOTREBE INTERNET DRUSTVENIH
MREZA U REPUBLICI SRBUJI

U Republici Srbiji poslovnu delatnost je obavljalo
319.304 malih i srednjih preduzeca i preduzetnika u 2011.
godini, $to predstavlja 99,8% od ukupnog broja aktivnih
preduzeca u navedenoj godini[19]. Upravo zbog navede-
nih statistickih podataka, prvo istrazivanje koje je obuhva-
¢eno komparativnom analizom u ovom radu, predstavlja
istrazivanje koje je sproveo Republicki zavod za statistiku
o aktivnim malim i srednjim preduze¢ima i preduzetni-
cima (MSPP) na teritoriji Republike Srbije. Istrazivanje je
sprovedeno na uzorku od 3500 organizacija ukljucujici i
mikro preduzeca (1-10 zaposlenih) i preduzetnike. Rezul-
tati navedenog istrazivanja su sledeci: od ukupnog broja
organizacija koje su uvele neki vid inovacija u navedenom
periodu, 54% se odnosi na ustedu repromaterijala i ener-
genata; 46% na smanjenje troskova radne snage, 15,31%
na uvodenje novih marketing metoda promocije, odnosno
5,31% na unapredenje interne i eksterne komunikacije or-
ganizacije sa potrosacima[19].

U dalju komparativnu analizu su ukljuceni podaci koje
je objavio republicki zavod za statistiku prema kojima je
97,7% organizacija u 2012. godini koristilo internet u po-
slovanju, dok je 47,5% gradana Republike Srbije dnevno
koristilo internet[20]. U Republici Srbiji je u 2006, 26,5%
domacinstava posedovalo racunar, a svega 18,5% je ima-
lo internet prikljucak, dok je ve¢ u 2011. broj ra¢unara
po domacinstvu iznosio 52,1%, broj internet prikljucaka
dostigao 41,2%, kao da je i 1.900.000 ljudi koristilo inter-
net svakog dana u toku godine[21]. Sto se ti¢e broja ko-
risnika Facebook-a, na osnovu rezultata istrazivanja koje
je objavljeno na portalu Adriatalk.com, Srbija zauzima
prvo mesto u regionu, a 18. u Evropi[22]. Tokom 2013.
godine, Marketing agencija Executive group je sprovela
istrazivanje na temu upotrebe novih oblika internet mar-
ketinga, a posebno marketinga putem internet drustvenih
mreza[29]. U okviru navedenog istrazivanja obuhvaceno
je preko 100 domacih organizacija. Od ukupnog broja is-
pitanika na poslovima srednjeg menadzmenta bilo je za-
posleno 46,2%, a na poslovima top menadzmenta 26,2%.
Istrazivanje je pokazalo da su organizacije u Republici Sr-
biji prisutne na drustvenim mrezama u proseku tri godine
(50% ispitanika), dok je mali broj organizacija (3,3%), koje
su intezivno pratile razvoj internet tehnologija, prisutno u



duzem vremenskom intervalu od tri godine. Od ukupnog
broja ispitanika u navedenog istrazivanju svega 2% je od-
govorilo da je za njihovo poslovanje, prisustvo na internet
drustvenim mrezama od male ili nikakve vaznosti, dok je
88% ispitanika smatralo da je aktivnost na mrezi vazna ili
vrlo vazna.

Struktura razlicitih drustvenih mreza koje kompanije
i organizacije u Republici Srbiji upotrebljavaju kao i re-
zultati navedenog istrazivanja koje je sprovela Executive
group, prikazani su na slede¢im grafikonima:
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Grafikon 2: Drustvene mreZe koje kompanije koriste u
Republici Srbiji. Izvor: 1. Tomi¢, “Kako kompanije u Srbiji
koriste drustvene mreZe u poslovne svrhe” [online]. Dostup-
no na mrezi: http://igortomic.net/kako-kompanije-u-srbiji-
koriste-drustvene-mreze-u-poslovne-svrhe/ [Pristupljeno:
16. septembar 2012]
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Grafikon 3. Broj kompanija u Republici Srbiji koje imaju
Facebook stranicu. Izvor: Digital Safari by Executive group,
internet istrazivanje 2013[online]. Dostupno na mrezi:
http: // www.eg.rs, [Pristupljeno: 26. januar 2014].
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Grafikon 4. Efekti upotrebe drustvenih mreza u Republici
Srbiji. Izvor: Digital Safari by Executive group,” internet
istrazivanje 2013” [online]. Dostupno na mrezi: http: //

www.eg.rs, [Pristupljeno: 26. januar 2014].
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Komparativnom analizom izveden je zakljucak da i
pored pozitivnih odgovora ispitanika u odredenom bro-
ju istrazivanja o komercijalnoj upotrebi internet mreza
na teritoriji Republike Srbije, realno stanje nije na zavid-
nom nivou, kao i da postoje brojni negativni pokazatelji
koji umanjuju sposobnost dostizanja odrzive konkurentne
prednosti domacih organizacija. Negativni pokazatelji su
sledeci: u 39,6% slucajeva organizacije nisu angazovale
strucan kadar iz oblasti marketinga na drustvenim mreza-
ma; u 78% slucajeva pristup internet profilu nije formalno
ureden (svako ima pristup profilu organizacije); u 79,2%
ne postoji pravilnik o upravljanju internet sadrzajem. Zbog
stihijskog odnosa organizacija, ne postoji jasna unapred de-
finisana strategija upravljanjem sadrzajem, pa su i efekti
komercijalne upotrebe internet drustvenih mreza smanje-
ni. Pored toga sto je 68,1% ispitanika izjavilo da meri efekte
postignute primenom internet drustvenih mreza, dubljom
analizom se doslo do zakljucka da je metod merenja nea-
dekvatan, jer se prvenstveno zasniva na upotrebi besplatnih
»built in“ statistickih alata, inkorporiranih u internet drus-
tvene mreZe, neupotrebljavaju¢i u dovoljnoj meri kompa-
rativnu i trend analizu ekonomskog uspeha pre i nakon
upotrebe internet drustvenih mreza.

ZAKLJUCAK

Analizom uticaja internet drustvenih mreza na pro-
ces dostizanja odrzive konkurentne prednosti, u radu je
izveden nedvosmisleni zakljucak, koji ukazuje da upravo
internet drustvene mreze predstavljaju okosnicu buduce
komunikacije izmedu organizacija i potrosaca. Rast ude-
la internet drustvenih mreza u ukupnoj komunikaciji sa
potrosacima korespondira sa prednostima koji ovaj vid
komunikacije ostavruje u odnosu na druge vidove komu-
nikacije.

Osnovni razlog komercijalne upotrebe internet drus-
tvenih mreza lezi u njihovoj u efektivnosti, efikasnosti,
pristupacnosti i proaktivnhom stavu. Njihov sve veci znacaj
se zasniva na efektima malog sveta kao i na ¢injenici da
najefikasnije prenose kredibilitet izmedu krajnjih nodova
u komunikaciji.

Na osnovu analize sekundarnih rezultata u okviru
sprovedenog istrazivanja na teritoriji Republike Srbije u
periodu 2012. do 2013 godine, a koje je sprovela Executive
group, izvoden je sledeci zakljucak: vise od 90% ispitanika
u navedenom istrazivanju ukazuje da njihove organizacije
koriste internet drustvene mreze i da ih smatraju vrlo zna-
¢ajnim ako ne i presudnim za sopstveno poslovanje. Ova-
kav stav ispitanici zadrzavaju na nivou deklarativnog, dok
se 0 dubljim implikacijama i zahvatima na infrastruktur-
nom nivou kao i neophodnim ulaganjima, za sada, ne po-
klanja dovoljno paznje. Slede¢i zaklju¢ak ukazuje da uko-
liko poslovne organizacije sa prostora jugoisto¢ne Evrope
zele da se ukljuce u globalnu utakmicu neophpodno je da
sprovedu reviziju pojedinih stavova koji se prvenstveno
odnose na zaposljavanje specijalizovanog strucnog kadra,
izradu infrastrukture, efikasniju analizu i pracenje efekata
oglasavanja putem internet drustvenih mreza.
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THE IMPORTANCE OF INTERNET SOCIAL NETWORKS IN THE
PROCESS OF ACHIEVING A SUSTAINABLE COMPETITIVE
ADVANTAGE

Abstract:

The growing importance of innovation in the process of achieving a sustainable competi-
tive advantage are mostly caused accelerated development of the Internet marketing, and
initiated the increasing use of social networks in order to improve long-term relations of
the organization and the target group of consumers. In the new economy, the innovation
concept, in addition to the significant improvement of products and processes, increasingly
involves organizational and marketing innovations, especially innovations in the field of
Internet marketing. As a result of these trends, special attention is focused on the analysis
of the impact of Internet marketing and the use of Internet social networks in the process
of improving interactive communication with consumers. The analysis include numerous
examples of research projects whose results obtained indicate that innovation in the field of
Internet marketing are becoming a crucial factor of differentiation and achieve sustainable
competitive advantage of organizations, but also show what is the current situation in the
field of Internet marketing and the use of Internet social networks in the Republic of Serbia.

Key words:
innovation,

marketing innovation,
Internet marketing,
social networks,
sustainable competitive
advantage.
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Abstract:

Intelligence and security databases (ISD) are facing the specific challenges and opportu-
nities of information overload and the ultimate need for advanced intelligence analyses
and investigations. We summarize analogies with hard core science databases (HCSD)
challenges(the case of synoptic astronomy) and point out HCSD experiences which could

be applied on problems facing ISD.

INTRODUCTION

We are in an avalanche of data today. In many fields,
data is collecting at never known before rates. Conclu-
sions and decisions that previously were done through
guesswork, or on thorough models, now is made using
the data itself. Such Big Data analysis now governs almost
eveiy area of our modern society, including telecommuni-
cation networks, retail, manufacturing, financial services,
life sciences, homeland intelligence and defense systems
and physical sciences.

Using sensors, experiments, long term monitoring
campaigns and computer simulation, Hard Core Sciences
(HCS) data is growing in volume and complexity at an
enourmous rate. Today, the cost of producing the data
is very high:satellites, large telescopes, particle accelera-
tor, genome sequencing and supercomputing centers are
just of some examples of information generators that cost
billions.

The difficulties facing the intelligence and security (IS)
data systems are of the same kind as it was mentioned
above in the case of HCS. As the sensors used in the vari-
ous IS surveillance missions improve, the data volumes
are increasing with a projection that sensor data volume
could potentially increase to the level of Yottabytes (10*
Bytes) beyond 2015. At present, IS survey campaigns such
as the Global Hawk [1] system, are potent of producing
10’s to 100’s of Terabytes [2] over a period of hours. In
contrast, the capability of transporting or storing this
data is not keeping pace with projected growth of data.

Key words:
databases.

In Table 1 is given some impression of the relative size
of the data sets being considered in IS. If we assume that
the earth has surface area of 510" m?* and that we could
allocating 1byte/m* with resolution of 1 m*/sec, it could
be seen from Table 1 expected amount of collected data
after certain time. So, IS data volumes are in many cases
comparable to those encountered in other data intensive
enterprises, particularly in HCS.

TABLE 1 ILLUSTRATION OF SCALES OF IS DATA

time of data collecting collected information
lhour 1.8 Exabytes
30 days 1.3 Zettabytes
365 days 16 Zettabytes
36500 days 1.6 Yottabytes

Both, IS and HCS data becomes useful information
only by means of using the scientific methods, i.e., vali-
dation of models and induction of rules from observa-
tions. Up to now, database technology has evolved mostly
targeting financial applications, where correctness and
completeness are imperative, with large a priori knowl-
edge to prepare the system for fast response. However,
for intelligence and scientific databases, none of this is
possible anymore. Beside the enormous amount of data
to be processed, the users do not always know exactly
what they are looking for and they not always care for
a complete answer; of the greatest importance is search-
ing for interesting patterns. The Volume of the data, as a
major challenge, is the one that is most easily recognized.



However, there are other challenges, as it is in Variety and
Velocity [3]. By Variety, it is usually meant heterogeneity
of data types, representation, and semantic interpretation.
By Velocity, it is meant both the rate at which data arrive
and the time in which it must be acted upon. The last is
very important in the cases such as hurricanes, tsunami,
earthquakes, near earth asteroids flybys as well as crime
and terrorist acts. Beside this three major V’s we could
found more V’s challenges such as:Veracity (verifying
inference-based models from comprehensive data collec-
tions) , Variability, Venue, Vocabulary, etc.

In HCS, the problems start already during data acqui-
sition, e.g. when the data tsunami requires us to make de-
cisions, currently in an ad hoc manner, in the sense what
data to save and what to discard, and how to store what
we keep reliably with the right metadata. Similarly with
counter terrorism, large quantities of data are likely to be
gathered and analysed to support the process of tracking
and predicting terrorist activity. Even data of no apparent
importance could be of greater significance at a later stage
of investigation. As a result the variety of information is
much greater than for conventional police investigations
and it may not be possible in advance to predict all the
kinds of information that one needs to hold.

Beside this, the value of data enormously rises when
it can be linked with other data, thus data integration is a
major creator of value. Since most data is directly gener-
ated in digital format today, we have the opportunity and
the challenge both to influence the creation to later link-
age and to automatically link previously created-historical
data. Here, we review the overall challenges facing the
ISD as regards large data, but with the objective of put-
ting these in the context of similar challenges facing other
large enterprises, such as HCSD. It is useful to examine
one of these HCSD: the newly coming field of synoptic
astronomy as it is an example in which the response to
large data volumes is connected to the most important
scientific goals.

DATA CHALLENGES
The case of synoptic astronomy

Astronomy is a “Big Data” science flourishing from the
synergy of computer science and applied mathematics-
particularly statistics. Fundamentally, modern astronomy
has been established on the digital pictures of the Kosmos.
Each pixel can have between ten and a few thousand at-
tributes. At the image resolution of modern astronomical
instrumentation, the entire sky requires a peta-scale data-
base regime. Specifically, astronomy is coping to answer
questions about our Universe by combining the observa-
tions with innovation in imaging analysis, non-parametric
statistics, inference through machine learning, and high
dimensional hypothesis testing and regression statistics.

There are some issues driving the current data chal-
lenges in astronomy. We are in a vastly different data re-
gime in astronomy than we used to be even ten or fifteen
years ago. Over the past three decades, we have been en-
gineered telescopes that are 30 times larger, with detectors
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which are 3,000 times more powerful in terms of pixels.
The rise in sensitivity of these detectors (for an example
the multi- gigapixel cameras which is in line with simi-
lar improvements in homeland defense and intelligence
systems) is a consequence of Moore’s Law[4]—they can
collect up to a hundred times more data than was possible
even just a few years ago. This exponential increase in-
duces that the collective data of astronomy doubles every
year, and that can be very tough to capture and analyze.

The principal driving forces of change of astronomy
were large digital sky surveys, most notably the Sloan Dig-
ital Sky Survey (SDSS; [5]), but also DPOSS [6], 2MASS
[7],etc, which have been static surveys of the sky. A new
wave is coming with the birth of synoptic sky surveys cov-
ering large areas of the sky in repetition (an example is
CRTS; http:// crts.caltech.edu [8] and planned facilities for
this decade and beyond, such as the Large Synoptic Sur-
vey Telescope (LSST; [9]) and the Square Kilometer Array
(SKA [10]). So astronomy is transformed in short period
of time from a panoramic digital sky-photography to a
panoramic digital Universe-cinematography. To have a
more quantitative impression on the data rates of synoptic
astronomy, a useful is to compare it to the Large Hadron
Collider (LHC) at CERN. At zenith of its capacity (all four
experiments are running simultaneously), LHC generates
~1.8 GB/s and requires the largest distributed comput-
ing network in the world to handle its output. Since the
network can transfer data at ~1 GB/s, we could use it as a
fiducial value, denoted as 1 LHC.

TABLE 2 SURVEY DATA RATES IN TERMS OF THE DATA
RATE OF THE LARGE HADRON COLLIDER (1 LHC = 1 GB/S)

Survey Wavelength Op:tr:rt:on Da[tT_Ete
ASKAP radio 2012 2.8
GAIA optical 2013 0.005
LOFAR radio 2013 50-200
LSST optical 2018 0.7
SKA radio 2020 ~30000

As can be seen, from Table 2, the real challenge is with
the new kind of radio surveys. Also, associating and relat-
ing these data to themselves and to other data will increase
their volume and complexity.

These data-extreme surveys define the computational
frontiers of astronomy in the next decades. Extrapolating
current disk space growth rates to 2030 the entire LSST
catalog (~200 TB) can be confined onto a single disk with
plenty of space for associated data. However, conventional
relational database technology will almost certainly not
scale comparably. Relational database management sys-
tem (RDBMS) [11] do not perform well beyond ~100 TB
in size and so alternate solutions, such as the NoSQL class
of distributed storage technologies for structured data,
will be necessary for any of the larger surveys. In the con-
text of the CAP (Brewer’s) theorem [12], NoSQL stores
often compromise consistency in favor of availability and
partition tolerance.
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NoSQL is fundamentally about simple key-value or
document-style schema (collected key-value pairs in a
“document” model) as a direct alternative to the explicit
schema in classical RDBMSs. It allows the informatics en-
gineer to treat things asymmetrically, whereas traditional
approaches have enforced rigid uniformity across the data
model. The reason this is so interesting is because it pro-
vides a different way to deal with changes in data model,
and for larger data sets it makes interesting opportunities
to manage volumes and performance.

There are also databases that combine two or more of
following properties: document-oriented databases, key/
value stores, graph databases, column-oriented databases,
in- memory databases, and other database types. An at-
tempt to better match needs of managing scientific data
is SciDB [13], which is a column-oriented entity (rather
than row-oriented like a RDBMS) that uses arrays as first-
class objects rather than tables but is still ACID.

The Variety of data in astronomy is important chal-
lenge, because it allows us to discriminate subtle new
classes of objects (e.g. Class Discovery). Class Discovery
assumes a distinctive attribute separation and discrimina-
tion of classes. The separation of classes improves when
the”correct” criterion are chosen for investigation. To
a computer scientist, “clustering” is a discovety process
(see [14], [15]) that groups objects and their similarity is
maximized within the group, while the similarity between
objects in different groups is minimized ([16], [17]). In as-
tronomy, we often group objects into “populations” with
distinct properties. There is a large overlap between as-
tronomical population and informatics”cluster.” There are
many different types of astronomical populations. If the
properties discriminating the populations are spatial (po-
sitions on the sky or in space), the populations identified
may be real physical “clusters” of objects. For example, it
has been well known that galaxies tend to form “galaxy
clusters.” Spatial clusters are among very common popu-
lations in astronomy. However, populations with similar
physical and image parameters may exist both within the
spatial clusters and independent of them. Similarly, IS
domain tends to have different type of clustering in their
cyberspace. Building clustering algorithms for astronomi-
cal data poses a many challenges due to both the charac-
teristics of the data discussed as well as the types of the
desired clusters. The clusters may be of variable sizes and
densities, and of arbitrary shapes. For spatial clustering,
algorithms have mostly a dynamic-modeling approach to
measure the similarity between two clusters. Two clusters
are merged in the case when the discrepancy of param-
eter values between the clusters is comparable to the in-
ternal scatter of the parameter values within each cluster.
An example of such a clustering algorithm is Chameleon
[18]. Another approach to the problem of identifying as-
tronomical populations is unsupervised clustering: for
example, the expectation maximization (EM) algorithm
with mixture models to detect groups of interest, making
descriptive summaries, and building density estimates for
large data sets. Moreover, it would be of great opportunity
using genetic algorithms to devise improved detection
and supervised classification methods. This would be es-

pecially interesting in the case of interaction between the
image (pixel) and catalog (attribute) domains. Clustering
techniques could be used to detect rare, or in certain way
unusual objects, e.g., as outliers in the parameter space, to
be selected for further investigation. It is also possible to
use semi-autonomous artificial intelligence (AI) or soft-
ware agents to explore the large data parameter spaces and
report on the occurrences of unusual instances or classes
of objects. All mentioned is also importnat for IS data ex-
ploration.

The exploration of observable parameter spaces (OPS),
created by combining of large sky surveys over a range
of wavelengths will be one of main scientific purposes
of astronomy. A complete observable parameters space
axes include the object coordinates (positioning domain),
velocities or redshifts, fluxes at a range of wavelength
(spectrophotometric domain), and the measured time
(MJD, UTC, time domain) etc (see [19]). We will notice
that these domains are exactly domains of IS survey too.
Astronomy and IS surveys cover some solid angle, over
some wavelength range and with some dynamical range of
fluxes (see Fig. 1). So, it is not the physical realm we want
to study, actually it is parameter space embedded in cyber
space. In the cyberspace, the data can be viewed as a set of
n points or vectors in an m- dimensional parameter space.
The magnitude of range of n could be many millions or
billions and m could be within the range of few tens to
hundreds and thousands. As we already mentioned possi-
bilities of clustering algorithms, the data may be clustered
in k statistically distinct classes, which could be modeled.
This is a computationally high non trivial problem. How-
ever, not all parameters may be equally important, and
lowering dimensionality of set of parameters would be an
important task.
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Figure 1. A schematic illustration of the observable param-
eter space of astronomy and IS.All axes are measured inde-
pendently and they ar mutually orthogonal. Note that here
is depicted non electromagnetic channels such as neutrinos,
which parameter space is Hillas plane (RxB, where R is size
of acceleration region and B is typical magnetic field of the
source). Other non- electromagnetic channels, such as gravity
waves parameter space, are not given.

Techniques such as automated pattern recognition and
classification tools could be used to discover sources with



particular image morphology, or to employ Al techniques
to search through panoramic images (from multiple wave-
lengths) for unusual image patterns. The typical search of
such databases is not possible with traditional indexing
technique (established with relational databases) since it
is impossible to build an index on all possible linear com-
binations of attributes. However, what is possible is using
the data as geometric objects (points) in the k dimensional
space. So data can be quantazied into containers (collect-
ing objects of similar properties)

Beside this, both astronomy and IS needs common ref-
erence frame for the sky and earth respectively which can
be used by different astronomical/IS databases, making
easy cross- referencing among the catalogues. This prob-
lem in astronomy was adressed in the study [20], which
suggested hierarchical subdivisions (starting from octa-
hedron base set,each spherical triangle can be recursively
divided into 4 sub-triangles of approximately equal areas.
Each subarea can be divided into additional sub-areas,
etc.). Using such 3D Cartesian representation of angu-
lar coordinates simplifies finding objects within certain
spherical distance-just by testing linear combinations of
3D coordinates. So tessellation and Cartesian coordinates
merge into efficient storage. The SDSS implemented this
algorithm. In such a way, the scientific databases will be
the “virtual sky” that astronomers will study and mine.

It is well known, that new scientific understanding will
flow from the discovered knowledge, which is derived
from the avalanche of information content, which is ex-
tracted from the massive data collections. Knowledge dis-
covery in databases (KDD ,[13]) is the process of extract-
ing useful knowledge from data. In the process of data
mining, the application of specific algorithms to discover
rare or previously unknown types of object or phenome-
non, is a particular step. KDD is inherently interactive and
iterative. Common KDD functions are classification, clus-
ter analysis, and regression. There are several astronomy-
specific data mining projects such as: AstroWeka (http://
astroweka.sourceforge.net/), Grist (Grid Data Mining
for Astronomy; http://grist.caltech.edu), the Laboratory
for Cosmological Data Mining http:// lcdm.astro.illinois.
edu), the LSST Data Mining Research study group ([21]),
the Transient Classification Project at Berkeley [22], and
Palomar Transient Factory (http:// www.ptf.caltech.edu/
iptf).

There are various algorithms developed and used as
data mining tools in astronomy: Bayesian Analysis for
example to separate galaxies from stars among the many
thousands of objects detected in large images; Decision
Trees - used in the identification of cosmic ray pollution
in astronomical CCD images; Neural Networks - more
recently applied in the classification of different galaxy
types within large databases of galaxy data ; Support Vec-
tor Machines (SVM) - used in the determination of the
photometric redshift estimate for distant galaxies or for
forecasting solar flares and solar wind-induced geostorms.
Also, some other other methods have been applied to as-
tronomical data mining including principal component
analysis (PCA), kernel regression, random forests, and
various nearest- neighbor methods

SINTEZA 2014 <> The use of the internet and development perspectives
The case of Intelligence and Security (IS)

There is agreement in opinions that the threats we
could expect have expanded beyond the typical military
or counter- intelligence threats of the past, especially those
of the Cold War. This enlarged range of threat falls into
a major category and two sub-categories. The major cat-
egory can be marked as ‘non-conventional’ threats, those
that do not fall into the state- on-state category. They in-
clude environmental threats, threats of pandemic disease,
terrorism and transnational crime.This broad class of non-
conventional threat can be divided between those threats
of a human agency (terrorism, crime, people smuggling
and trafficking) and those of a non-human agency (climate
change and other types of environmental threat, natural
disasters, pandemic disease). These two sub-categories are,
however, closely linked, as demonstrated by [23] .

Law enforcement work has always handled large
amounts of information in the form of textual data: for
example case notes and reports. Dealing with unexpected
kinds of data and investigating potential connections be-
tween disparate facts or elements are characteristics that
are not well supported by current technology. As we al-
ready emphasized, information technology (IT) has been
supported the storage, acquisition and analysis of the data
through the use of record-based structures, often in rela-
tional database systems [11].

Such design is inappropriate when it is not possible
to know all the types of information that may need to be
stored. Also, particularly important in the context of in-
telligence analysis, is that record-based databases tend to
obscure possible connections among the entities and facts.
The record formats used by any usual application could
be both very different and complex and it is difficult to
develop general- purpose software that can explore the
relations that is implicit in the data.There are other issues
that remain unresolved in the storage and exploitation of
intelligence: how to represent levels of certainty (which as
also problem in astronomy) and the fact that much of the
intelligence gathered may be contradictory or of doubt-
ful origin. Another major issue, which was already men-
tioned in the case of astronomy, is the collation step in
intelligence cycle and combination of data from a variety
of different database designs.

It is very important to note that relational database
systems are the best solution for many types of problems,
especially when data is highly structured and volume is
less than 10 terabytes. However, a new class of problem is
emerging when dealing with large amount of data of vol-
umes greater than 10 terabytes. Although relational data-
base architectures are capable of running in a Data Cloud,
many current such database systems fail in the Data Cloud
in following manners. First, beside limitations in volume,
such database requires highly specialized components to
fulfill all the time small amount of increasing in scale. Sec-
ond, and critically important to Intelligence Analysis, is
the object-relational impedance mismatch that occurs as
complex data is normalized into a relational table format.

There are investigation of exploit cloud computing for
astronomy, which conclusions could be applied to IS due
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to similarity of data. A team of astronomers [24], demon-
strated the calculation of an large set of periodograms of
light curves obtained by the Kepler mission, as an example
of how the Amazon cloud can be used to generate a new
science product. Although the costs presented in their
study were low, these costs can grow significantly as the
number of curves grows, or as the set of search parameters
are enlarged. They concluded that commercial clouds may
not be best solution for large- scale computations, due to
applications that are best suited for commercial clouds are
those that are processing- and memory- intensive. On the
other hand commercial clouds applications that are I/O-
intensive, which are the most suitable for astronomy and
IS where is often involved processing large quantities of
image data, they are uneconomical to run because of the
high cost of data transfer and storage. They require high-
throughput networks and parallel file systems to achieve
best performance.

Despite the high costs of using clouds, the virtualiza-
tion technologies used in commercial clouds could be
more efficient for astronomy and IS when they are used
within a data center. There is now a movement towards
providing academic clouds, such as those being built by
FutureGrid (http://futuregrid.org/) or the US National
Energy Research Scientific Computing Center (NERSC)
(http: //www.nersc.gov/ nusers/systems/magellan/) that
will build virtual environment capabilities to the scientific
community. Also, the CADC (Canadian Astronomy Data
Center) is adjusting its entire operation to an academic
cloud called CANFAR (Canadian Advanced Network for
Astronomical Research), “an operational system for the
delivery, processing, storage, analysis, and distribution of
very large astronomical datasets. The goal of CANFAR is
to support large Canadian astronomy projects.” To our
knowledge, this is pioneering astronomy archive that has
migrated to cloud technologies. It can be considered as a
protomodel of the archive of the future, and consequently
its performance should be monitored by large the com-
munity of potential users. Also, we believe that this solu-
tions could be applied on IS databases.

ANALOGIES BETWEEN IS AND ASTRONOMICAL
DATABASES

Comparing astronomical with IS database demands,
there exist tremendous analogies between two disciplines
which we summarized in Table 3.

We know that pipeline image processing of the data
streams in astronomy and IS databases will be possible
using parallel processors. More interesting challenges
are presented by the archiving and mining tasks. Stor-
age technology is rapidly evolving, so that keeping all the
data online will almost certainly be possible. What is more
important, we need now to discover ways to search for
correlations in the resulting massive database. While the
required data hardware and software for the key science
programs present challenges, assuring opportunity for un-
anticipated science using such huge databases presents an
even grater challenge. Designing optimal data handling
and search routines will be an exciting demand. Crafting
the software pipeline and developing efficient database

management tools and the algorithms for data mining
will present more of a challenge than the pre- processing
computational capacity. The demands of this post- pro-
cessing will be hardware and software intensive. The effort
invested in software, data system design, tools for visualiz-
ing and analyzing data, and the science data analysis, may
be comparable to that spent on instruments.

TABLE 3 ANALOGIES BETWEEN ASTRONOMICAL AND

IS DATABASES CHALLENGES

DATABASES
astronomy Is
OPS: 1OPS:
-time Hime
\Domain -positioning Fpositioning
(geographical geographical)
and celestial) Fspectrophotometry
_spectrophotometry
finding: finding:
Variety data -classes rterrorist networks
-clusters Fterrorist classes
Lierropst clyster
to discover sources: to discover sources:
with particular imagewith particular image
. imorphology morphology
Umaging
multiwavelength imagegmultiwavelength images|
with unusual patterns  [with unusual patterns
Challenges -most of computation tofROst of computation to|
be done locally to datae done locally to data
e disks disks )
ardware -bandwidth to disks rbandwidth to d“k_'s
-new technologies offew technologies of
storage:holographic storage-holographic
data mining-statisticsidata mining-statistics
expressed as algorithms expressed as algorithms
- scalability with thefscalability with the
Software 3 N
mumber of data vectorsnumber of data vectors|
and number ofand number of
dimensions [dimensions
ILanguage POMVML. KML Global Justice XML
Methedlogy . .
Knowledge DiscoveryKnowledge Discovery
from Databases from Databases
Discovery Informatics
Contri- \Scientific Discovery Informaties  [X-informatics
butions X -informatics eriminology.
terrorism research

The enormity of these astronomy and IS data sets cre-
ates statistical challenges beyond the computational. For
example, many statistical techniques used by astrono-
mers today have been optimized to deal with the small
size of existing data sets. In order to fully understand and
characterize the data, higher-order correlations are often
necessary [25]. Unfortunately, directly computing the n
point correlation function (npcf) is extremely computa-
tionally expensive. A direct computation of the npcf will
require enumerating all possible n-tuples of data points.
Since there are O(N") n-tuples for N data points, this is
prohibitively expensive for even modest-sized data sets
and low- orders of correlation. So, algorithms which scale
much worse than linearly will be unacceptable computa-
tionally. At the same time, the main source of errors will
be various systematic effects.We should think to develop
approximate statistical techniques, where the approxima-
tion is within some boundaries, which algorithm has a
non-polynomial scaling. Furthermore, regardless the size



of the data set, there will always be features and scales for
which the estimation error will be important, so the need
for developing statistically efficient estimation schemes
and methods for assessing estimation error will always
remain. Combining statistical efficiency with computa-
tional efficiency will be a constant challenge, since the
more statistically accurate estimation methods will of-
ten be the most computationally intensive. Up to now,
in astronomy potentially devastating near-Earth objects
go undetected. However new techniques of extracting
relevant image parameters can be used on the petascale
imaging data to automatically find such objects. Similar
image-mining techniques can be very relevant in IS in-
vestigation as well. Finally, data visualization will present
an impressive challenge. Efficient methods for statistical
visualization and sampling of large databases are required.
User- reconfigurable trees of image feature catalogs driv-
ing multi-dimensional displays could help, but the oppor-
tunities here are largely unexplored.

CONCLUSION

We analyzed challenges and opportunities of new gen-
eration astronomical databases and IS databases. In the
sense of data characteristics, they both face the informa-
tion avalnche and information overload problem. In the
sense of technology development, they both are search-
ing for new paths, methodologies, and innovative use of
existing techniques. In terms of scientific contributions,
they both may add new insights and knowledge to various
academic disciplines.

Having on mind the unique challenges (and associated
opportunities) of information overload and the pressing
need for advanced criminal and intelligence analyses
and investigations, we believe that the Knowledge Dis-
covery from Databases (KDD) methodology [17], which
has achieved significant success in other information-in-
tensive, knowledge- critical domains including business,
engineering, biology, astronomy, physics and medicine,
could be critical in addressing the challenges and prob-
lems facing IS databases.
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Abstract:

Primena Interneta u poslovanju, dovela je do stvaranja potpuno novog poslov-
nog ambijenta. Prednosti ovakvog nacina poslovanja su brojne. Sa druge strane,
elektronsko poslovanje prate rizici, ¢ija je osnovna karakteristika fenomenoloska
raznovrsnost koje je svakim danom sve obimnija. Predstavljanjem najéesce zastu-
pljenih rizika postalo je jasno da ovim aktivnostima oblast elektronskog poslovanja
moze biti znacajno ugrozena. Ovakav stav podrzao je i $iri zakonski obuhvat ove

materije.

uvoD

Pod terminom informaciono drustvo se zapravo po-
drazumeva fenomen koji pripada sferi socijalnog, psiho-
loskog, ekonomskog, antropoloskog i istorijskog, feno-
men koji predstavlja interakciju coveka i tehnologije [8,
str. 1].

Internet je osnovna globalna komunikacijska kompju-
terska mreza. Njegov razvoj doveo je do velikih promena
u nacinu zivota i rada savremenog drustva. Omogucio
je jednostavnu i brzu komunikaciju, prenosenje velikih
koli¢ina podataka na velike udaljenosti gotovo trenutno,
objavljivanje i azuriranje elektronskih dokumenata i nji-
hovu globalnu dostupnost, kao i niz virtuelnih aktivnosti
koje su ili novina u svetu poslovanja i svakodnevnog zi-
vota ili su izmesna modifikacija tradicionalnih aktivnosti
koje se brze, lakse, komfornije obavljaju putem Internet
konekcije.

Key words:

elektronsko poslovanje,
Internet,

rizici poslovanja putem
interneta,

pravna regulativa.

O znacaju Interneta, kao osnovne globalne komunika-
cijske kompjuterske mreze, govori podatak da je u 2012.
godini broj korisnika Interneta na svetskom nivou bio
2,405,518,376, $to ¢ini 34,3% ukupne svetske populacije.
Ako pogledamo evropski nivo, broj korisnika Interneta
u istoj godini bio je 518,512,109, $to ¢ini 63,2% ukupne
populacije u Evropi. Sto se ti¢e broja korisnika Interneta u
Srbiji, on za 2012. godinu iznosi 4,107,000, $to ¢ini 56,4%
ukupne populacije u Srbiji [18].

Dakle, Intenet je od luksuza i apstraktnog eksperimen-
ta, nepoznatog vecini ljudi, postao neminovnost i sredstvo
informisanja i komunikacije, zabave i edukacije koje sva-
kodnevno koristi milijardu i po ljudi $irom planete. Taj
broj se svake godine uvec¢ava novim korisnicima.

Problem koji postoji na Internetu, a koji veoma pogo-
duje vrSenju razli¢itih nedozvoljenih radnji jeste problem
identiteta. Naime, tesko je na Internetu utvrditi neciji pra-
vi identitet. [9, str. 744].



Ogromne mogucnosti koje ova globalna mreza sva-
kodnevno pruza svim svojim korisnicima, konstantno su
podlozne razli¢itim zloupotrebama.

Cilj ovog rada jeste analiza poslovanja putem Interneta
sa aspekta rizika koji ovakav nacin odvijanja poslovnih
procesa neminovno prate, kao i predstavljanje i analiza
zakonske regulative u Srbiji u ovoj oblasti. Pre nego $to
paznju posvetimo rizicima u poslovanju putem Interneta,
celinu u radu koja sledi, nameni¢emo blizem pojasnjava-
nju pojmovnog odredenja, karakteristika, kao i modela
ovog vida poslovanja.

POJAM, KARAKTERISTIKE | MODELI
POSLOVANJA PUTEM INTERNETA

Primena Interneta koji u organizaciju donosi i druge
sadrzaje dovela je do stvaranja potpuno novog poslovnog
ambijenta. Ekspanzija u primeni Interneta afirmisala je i
klasu informacionih tehnologija koje ¢ine infrastrukturu
elektronskog poslovanja. Ovakav trend promena u poslo-
vanju ima za posledicu da se klasi¢no poslovanje ubrzano
seli na elektronsku infrastrukturu. Poslovanje putem in-
terneta predstavlja generalni koncept pod kojim se podra-
zumeva svaka vrsta razmene poslovnih transakcija u kojoj
strane ucestvuju elektronskim putem, preko racunarskih
mreza, umesto razmene klasi¢cnih dokumenata ili direk-
tnih fizi¢kih kontakata [12, str. 1].

Elektronsko poslovanje je poslovni proces koji se obav-
lja kori¢enjem internet tehnologija i ostalih informaci-
ono- komunikacionih tehnologija i sistema. Obuhvata
sve oblike poslovnih transakcija koje se ostvaruju elek-
tronskim putem izmedu organizacija i njihovih kupaca
ili izmedu organizacija i javne administracije [10, str. 3].

Poslovanje putem Interneta sastoji se iz nekoliko obla-
sti: elektronska trgovina, elektronska plac¢anja, elektron-
ske komunikacije, elektronska proizvodnja i elektronska
distribucija.

Elektronska trgovinu (posmatrano u $irem smislu)
obuhvata razmenu poslovnih informacija, odrzavanje
poslovnih odnosa i vodenje poslovnih transakcija putem
informaciono- komunikacione tehnologije. Ovo je najbr-
zi, ali Cesto i najjeftiniji nac¢in kupovine nekog proizvoda.
Jednom re¢ju, smatra se najprofitabilnijim oblikom trgo-
vine.

Elektronska placanja predstavljaju transfer novca i iz-
vr$enje placanja primenom informaciono-komunikacione
tehnologije.

Elektronske komunikacije jesu oblast elektronskog
poslovanja u kojoj se sama komunikacija (razmena po-
ruka, poslovnih dokumenata i drugog materijala) izmedu
poslovnih subjekata odvija primenom informaciono-ko-
munikacione tehnologije.

Elektronska proizvodnja, kao i elektronska distribucija
obuhvataju stvaranje i distribuciju proizvoda i izvr$enje
usloga primenom informaciono-komunikacione tehnolo-
gije. Ove dve oblasti poslovanja primenom informaciono-
komunikacione tehnologije zasnovane su na stvaranju i
cirkulisanju elektronskih proizvoda, ¢ija je bazi¢na osobe-
nost digitalni oblik postojanja (elektronski se proizvode,
elektronski se koriste i na isti nacin distribuiraju).
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Poslovanje na Internetu je uslovljeno razvojem in-
formaciono-komunikacionih tehnologija i pripadajucih
standarda, koji su omogudili unificirano povezivanje i
komunikaciju izmedu poslovnih partnera [13]. Drugim
rec¢ima, primena elektronskog poslovanja moguca je uko-
liko su za to stvoreni preduslovi: primena internet tehno-
logija i ostalih informaciono-komunikacionih tehnologija
i sistema, usvajanje propisa o elektronskom poslovanju i
elektrnskom potpisu, kao i prihvatanje elektronskog po-
slovanja od strane rukovodstva preduzeca [10, str. 5].

Elektronsko poslovanje je globalna privredna aktiv-
nost. Ono je nastalo na procesima globalizacije svetske
privrede i ne poznaje granice nacionalnih privreda. Elek-
tronsko poslovanje, a pogotovo Internet kao poslovni ka-
nal, omogucilo je da preduze¢a mogu poslovati u bilo kom
delu sveta, pod istim uslovima. Zato sve vise preduzeca
danas usvaja koncept globalne firme, $to znaci da na svet-
sko trziste gledaju kao na jedinstveni privredni ambijent
[6].

Prednosti poslovanja putem interneta su brojne. Neke
od njih su: smanjenje troskova poslovanja, usteda vreme-
na, redukcija papirne dokumentacije, smanjenje obima
ljudskog rada, istovremena komunikacija sa viSe stotina
klijenata, pristupa¢nost i razmenljivost informacija, rast
prihoda i proizvodnje, usteda u troskovima distribucije,
unapredenje poslovnih procesa [10, str.

Teorija elektronskog poslovanja poznaje nekoliko
osnovnih modela poslovanja: elektronsko poslovanje iz-
medu preduzeca (B2B - Business to Business), elektronsko
poslovanje izmedu preduzeca i klijenta (B2C - Business
to Consumer), elektronsko poslovanje izmedu klijenata
(C2C - Consumer to Consumer), elektronsko poslovanje
izmedu preduzeca i zaposlenog (B2E - Business to Em-
ployee), elektronski servis organa drzavne uprave (E-Go-
vernment). B2B2C je noviji model koji predstavlja kom-
binaciju koriS¢enja modela B2B koji podrzava poslovanje
preduzaca po modelu B2C. C2B2C ukljucuje sprovodenje
transakcija izmedu potrosaca koriste¢i online preduzece
kao posrednika [2].

Sa ekspanzijom kori$¢enja Interneta i primene i razvo-
ja elektronskog poslovanja moze do¢i do mnogih neze-
ljenih pratecih pojava, odnosno rizika i opasnosti. Pored
zaista mnogo pozitivnih prednosti istovremeno su se javili
i ogromni problemi zloupotrebe tudih racunara i infor-
macionih tehnologija uopste. Pitanje rizika, odnosno pret-
nji bezbednosti u elektronskom poslovanju neminovno se
postavlja.

RIZICI POSLOVANJA PUTEM INTERNETA

Implementacija informacionih tehnologija u skoro
svim sferama zivota i rada savremenog ¢oveka ukljucuje,
pored brojnih prednosti, i izvesne rizike.

Osnovna njihova karakteristika jeste fenomenoloska
raznovrsnost. Brojni su pojavni oblici zloupotreba infor-
maciono- komunikacionih tehnologija [17, str. 214].

Naime, inventivnost informaticki edukovanih osoba
reSenih da ugroze sistem elektronskog poslovanja u bilo
kom segmentu ili situaciji, nema granica. Otuda mozemo
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izvesti jos$ jedan veliki problem koris¢enja Interneta kao
svojevrsnog posrednika u poslovanju i radu uopste. To
je problem sigurnosti. Ovaj problem proistice iz karak-
teristika svih racunarskih mreza, putem kojih se obavlja
komunikacija. Upravo je problem sigurnosti klju¢an u
ovom domenu, s obzirom da svi rizici sa kojima se moze-
mo susresti u elektronskom poslovanju i proisticu iz situa-
cije da niko nije apsolutno siguran u komunikaciji koja se
odvija putem Interneta. Dakle, nema aspolutno bezbedne
komunikacije (bilo poslovne, bilo privatne). Preduzima-
ju se razli¢ite metode koje imaju za cilj da obezbede sto
veci stepen garancije da e sigurnost komunikacije na ra-
¢unarskim mrezama biti $to kvalitetnija, no, sustinski, sve
je pitanje konkretne situacije i raspolozivih mogucnosti.
U komunikaciji koja se odvija putem racunarskih mreza
(narocito putem Interneta kao najzastupljenije racunarske
mreZe) svako moze biti meta napada, i to u bilo kom tre-
nutku, na bilo kojoj udaljenosti. Otuda proisticu i rizici koji
mogu ugroziti elektronsko poslovanje. Oni su vrlo izmesni,
vrlo realni i svakodnevni. Ne postoje jedinstvena misljenja
o broju i vrsti svih rizika sa kojima se savremeni vidovi po-
slovanja suoc¢avaju, odnosno, mogu suociti. Domaca litera-
tura se ovim domenom bavila u proteklih nekoliko godina.
Tako, Pavlovi¢ i Tomic isticu da u rizike poslovanja putem
Interneta spadaju maliciozni programi i aktivnost zaposle-
nih u samoj kompaniji. Pri tome se pod malicioznim pro-
gramima podrazumeva svaki program koji izvr§ava namer-
ne, nedokumentovane akcije, bez znanja i ¢esto na $tetu
korisnika. Ovakvim aktivnostima se bave hakeri, a njihova
aktivnost (hakerisanje) predstavlja neovlasc¢en pristup tu-
dim ra¢unarima povezanim na Internet sa namerom da ih
pretrazuju, onesposobe ili u potpunosti uniste. Sa druge
strane, aktivnosti zaposlenih u samoj kompaniji mogu biti
namerne (smisljene tetne aktivnosti od strane zaposlenih
ili bivsih zaposlenih) i nenamerne (aktivnosti u¢injene zbog
neznanja ili omaske) [12, str. 2-3].

Oslanjajuci se na sve prethodno receno, u nastavku su
prikazani rizici poslovanja putem Interneta, Cesti u praksi,
koji ovaj sistem poslovanja ¢ine podloznim razli¢itim na-
¢inima manipulisanja i zloupotrebe.

Rac¢unarska sabotaza i ra¢unarska $pijunaza - Rac¢unar-
ske sabotaze se sastoje u unistenju ili o$tecenju kompjutera
i drugih uredaja za obradu podataka u okviru kompjuter-
skih sistema, ili brisanju, menjanju, odnosno sprecavanju
kori$¢enja informacija sadrzanih u memoriji informatickih
uredaja. Najces¢i vidovi racunarske sabotaze su oni koji de-
luju destruktivno na operativno-informativne mehanizme
i korisnicke programe, pre svega one koji imaju funkciju
¢uvanja podataka [7].

Racunarska $pijunaza predstavlja protivpravno sticanje
ili otkrivanje, prenos ili kori§¢enje poslovne i komercijalne
tajne bez zakonskog prava ili bilo kojeg drugog zakonskog
opravdanja, bilo sa namerom uzrokovanja ekonomskog
gubitka osobi nosiocu tajne, bilo sa namerom ostvarenja
protivpravne ekonomske prednosti za sebe ili za tre¢u oso-
bu. Pocinioci ra¢unarske $pijunaze koriste razlicite malici-
ozne programe i tehnike u cilju infiltriranja u racunarsku
mrezu koja za njih predstavlja metu.

Upotreba malicioznih programa - Upotreba programa
sa Stetnim sadrzajem je jedan od najpoznatijih oblika iz $i-
rokog spektra ra¢unarskog kriminala. Najpoznatiji malici-
ozni programi predstavljeni su u nastavku.

Racunarski virusi su mali programi, koji imaju sposob-
nost samoumnozavanja i iskljucivi cilj da naprave $tetu na
zaraZenom raunaru.

Racunarski crv je deo softvera koji se krece kroz samo
jedan racunarski sistem ili kroz mrezu racunarskih sistema,
manipuliSudi ili uniStavajuci podatke i/ili programske ko-
dove gde god dobije pristup. Ovo je specifi¢an racunarski
program koji ima sposobnost samoumnozavanja, bez inter-
vencije od strane korisnika, ali nema sposobnost da zarazi
druge programe ili fajlove.

Trojanski konj je program koji je na prvi pogled potpu-
no bezazlen, a u stvari krije potpuno drugu agendu. Naj-
Cesce se koristi da omoguci napadacu kontrolu nad zara-
zenim racunarom. Ovo je maliciozni program koji kada se
ubaci u neciji ra¢unar $alje sve Sifre na e-mail onoga koji
ga je i ubacio i time omogucuje toj osobi da pristupi zara-
zenom disku ili ¢cak moze da dobije pun pristup celokupnoj
memoriji zaraZenog racunara.

Logicka, odnosno tempirana bomba je program ili pro-
cedura koji se metodom ,, Trojanskog konja” ili na drugi
nacin unosi u sistem i pric¢injava $tetu kada nastupi odre-
deni uslov ili skup uslova. Uslov, odnosno uslovi se mogu
odnositi na datum, vreme ili vréenje odredenih funkcija od
strane ovlascenih korisnika u sistemu.

Racunarska prevara - Racunarske prevare predstavljaju
najrasireniji vid racunarskog kriminaliteta, koji ¢esto pro-
uzrokuje enormne Stetne posledice. Najbrojnije su u oblasti
finansijskog poslovanja, osiguranja, poreskih obaveza, so-
cijalnog osiguranja, u vezi sa proglasavanjem stecaja, pra-
njem novca, itd. Rac¢unarski prevaranti zloupotrebljavaju
upravo one karakteristike cyber prostora koje doprinose
rastu elektronskog poslovanja: anonimnost, distanca izme-
du strana i trenutna priroda transakcija. Uz to, oni koriste
prednost ¢injenice da prevara preko Interneta ne zahteva
pristup do nekog sistema za isplatu, kao $to to zahteva sva-
ka druga vrsta prevare, i $to je digitalno trziste jos uvek
nedovoljno uredeno i kao takvo konfuzno za potrosace, §to
za njih predstavlja skoro idealne uslove za prevaru Tezina
rac¢unarske prevare je utoliko veca $to one daleko dopiru
zbog veli¢ine Interneta, zatim, prili¢no se tesko otkrivaju i
dokazuju, a zbog male upadljivosti, vrlo cesto se ova dela
vr$e veoma dugo i u kontinuitetu.

Podvrsta racunarskih prevara su Internet prevare. In-
ternet prevara se odnosi na bilo koju prevaru pri ¢ijem
izvrSenju se lice koje u nameri pribavljanja protivpravne
imovinske koristi za sebe i drugoga iskoristi jednu ili vise
komponenti Interneta. Specifi¢na vrsta Internet prevara je-
ste i svojevrsna grupacija prevara pod nazivom Nigerijske
prevare.

Nigerijska prevara je metoda vrsenja krivicnog dela
prevare uz pomo¢ racunara i najée$c¢e pocinje pismom ili
elektronskom porukom koja je tako osmisljena da izgle-
da kao da je namerno poslata primaocu poruke. Radi se o
prevarama koje se vrse pomocu laznih poruka o dobicima
na igrama na srecu, laznih poruka vezanih za dobrotvorne
priloge, poruke u vezi sa ljubavnim i poslovnim ponuda-



ma, humanitarnim akcijama, nasleda imovine preminulih
osoba - najcesce daljih rodaka. [11].

Ukoliko Zrtva prevare odgovori na prvu poruku, ona
se metodom socijalnog inzenjeringa navodi da pomisli da
je njena pomo¢ neophodna da bi se odredena radnja iz-
vr$ila. Nakon $to o$teceni uplati odredeni novcani iznos
prema instrukcijama izvrsilaca krivi¢nih dela sledi odlaga-
nje novcanih transakcija vezanih za isplatu obe¢ane sume
novca. Stalno se pojavljuju novi troskovi za o$te¢enog na
ime realizacije posla i traze nova odlaganja, stalno se obe-
¢ava ekspresna isplata novca, uz ubedivanje zZrtve prevare
da e joj se ulaganje u dogovoreni posao visestruko isplatiti
(14, str. 148].

Zloupotrebe racunarske mreze - Nesumnjivo je da ra-
¢unarska mreza moze biti predmet razlicitih zloupotreba i
sledstveno tome, moze se naci u nekoliko razli¢itih uloga.

Kriminal vezan za ovaj segment je oblik kriminalnog
ponasanja kod koga je specificnost okruzenja razlog toga
§to se racunarske mreze pojavljuju u trostrukoj ulozi:

kao sredstvo ili alat (npr. u vidu uznemiravanja, koje
se, pre svega, odvija putem beskonac¢nog slanja elektron-
skih poruka licu koje ne Zeli ili nema razloga da komuni-
cira sa posiljaocem poruka),

kao cilj ili objekt napada (npr. napad na servise, funk-
cije i sadrzaje koji se na mrezi nalaze. Kradu se usluge i
podaci, ostecuju se ili unitavaju delovi ili cela mreza i ra-
¢unarski sistemi, ili se ometaju funkcije njihovog rada) ili

kao okruzenje izvrSenja krivicnog dela (npr. okruzenje
sluzi za vrlo efikasno prikrivanje kriminalnih radnji).

Krada identiteta - Krada identiteta znaci preuzimanje
uloge nekog lica na Internetu, u cilju sticanja materijalne
ili druge koristi. Ovo je najdrasti¢niji na¢in narusavanja
privatnosti nekog lica, jer se ucinilac ove forme racunar-
skog kriminaliteta, nakon sto je dosao do vitalnih podata-
ka za preuzimanje necijeg identiteta, predstavlja u njego-
vo ime vrseci razlicit broj aktivnosti, ostavljajuci najcesce
vrlo teske posledice za sobom, kako materijalne, tako i ne-
materijalne koje pogadaju Zrtvu ovakve vrste zloupotrebe.

Vrsi se na mnogo nacina, od tradicionalne krade i laz-
nog predstavljanja radi prikupljanja li¢nih podataka, pa
do skimming-a i phishing-a, sa kojima se danas u velikom
broju slucajeva izjednacava sama pojava krade identiteta.
U svom osnovnom znacenju, skimming predstavlja preu-
zimanje podataka sa magnetne trake ili ¢ipa kreditne kar-
tice uz pomoc¢ posebnog elektronskog uredaja, tzv. skime-
ra, §to je podrobno objasnjeno u delu o zloupotrebama
platnih kartica, dok phishing oznac¢ava lazno predstavlja-
nje u elektronskoj posti kao postoje¢e kompanije, kojim se
primalac navodi da prosledi svoje podatke na lazne adrese
elektronske poste.

Zloupotrebe platnih kartica, tzv. karticarstvo- Posled-
njih godina, zloupotrebe i prevare platnim karticama, kao
i u sferi elektronskog bankarstva, postaju svakodnevna
pojava.

Elektronski novac i elektronsko placanje je jeftinije od
placanja u konvencionalnom bankarstvu, §to doprinosi
snizavanju troskova transfera novca. Prilikom elektron-
skog plac¢anja troskovi transfera u zemlji su izjednaceni
sa troskovima transfera u inostranstvu, ¢ime ubrzavamo i
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pojeftinjujemo proces u medunarodnom prometu. Poseb-
na prednost elektronskog placanja je njegova dostupnost
svim korisnicima Internetu i za razliku od plac¢anja kredit-
nim karticama kod elektronskog pla¢anja postoji mogu¢-
nost placanja izmedu dva fizicka lica. Upravo snizavanje
troskova i mogucnost placanja fizickim licima otvara nove
poslovne moguc¢nosti i doprinosi ekspanziji Internet ak-
tivnosti [15, str. 108].

Izvrsioci ovih kriminalnih delatnosti i bankama i nji-
hovim klijentima nanose ogromnu stetu. Nacini njihovog
delovanja u cilju protivpravnog pribavljanja imovinske
koristi za sebe ili drugog, putem zloupotrebe ili prevare
platnim karticama, mogu biti razli¢iti. Ovakve kartice se
uglavnom ne koriste u zemljama u kojima su podaci ukra-
deni. Falsifikovane kartice se najc¢esce koriste na banko-
matima.

PRAVNI OKVIR KOJI UREDUJE OBLAST
INFORMACIONOG DRUSTVA | ELEKTRONSKOG
POSLOVANIJA U SRBUI

U okviru Evropske unije informaciono-komunikacio-
ne tehnologije su prepoznate kao glavni faktor uticaja na
ekonomski rast i inovativnost [5]., a medu sedam vode¢ih
inicijativa ekonomske strategije Evropa 2020 [3]. nalazi
se “Digitalna agenda za Evropu”, §to pokazuje znacaj koji
informaciono-komunikacione tehnologije imaju u razvo-
ju moderne ekonomije (Strategija razvoja informacionog
drustva u Republici Srbiji do 2020. godine, “Sl. glasnik
RS”, br. 51/2010 (u daljem tekstu: Strategija), deo I).

Razvoj informacionog drustva treba usmeriti ka isko-
ris¢enju potencijala informaciono-komunikacionih teh-
nologija za povecanje efikasnosti rada, ekonomski rast,
vecu zaposlenost i podizanje kvaliteta Zivota svih gradana
Republike Srbije, pri ¢emu motor razvoja informacionog
drustva ¢ine: otvoren, svima dostupan i kvalitetan pristup
Internetu, kao i razvijeno e- poslovanje, ukljucujuci: e-
upravu, e-trgovinu, e-pravosude, e- zdravlje i e- obrazo-
vanje (Strategija, deo I).

Potpisivanjem eSEE Agende+ [4]. za razvoj informa-
cionog drustva u Jugoisto¢noj Evropi, Vlada je prihvatila
i2010 inicijativu kao opsti okvir za razvoj Informacionog
drustva. Nakon toga Vlada je usvojila Akcioni plan za
sprovodenje prioriteta iz “eSEE Agenda+ za razvoj infor-
macionog drustva u Jugoisto¢noj Evropi za period 2007-
2012. godine” (“Sluzbeni glasnik RS”, broj 29/09). Jedna
od aktivnosti predvidena tim akcionim planom je i izrada
Strategije (Strategija, deo II, str. 3).

Strategija razvoja informacionog drustva u Republici
Srbiji do 2020. godine jeste akt Vlade kojim se na celovit
nacin defini$u osnovni ciljevi, nacela i prioriteti razvoja
informacionog drustva i utvrduju aktivnosti koje treba
preduzeti u periodu koji obuhvata ova strategija (Strate-
gija, deo I). U skladu sa recenim, Strategija ima prioritete
i oblasti koje ureduje.

Aktivnosti koje se preduzimaju u cilju razvoja Infor-
macionog drustva treba da budu usmerene ka prioritetima
u okviru sledecih oblasti (Strategija, deo III): elektronske
komunikacije, e-uprava, e-zdravstvo i e-pravosude, IKT
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u obrazovanju, nauci i kulturi, elektronska trgovina (e-
trgovina), poslovni sektor IKT, informaciona bezbednost.

Pored Strategije, najznacajniji zakoni koji ureduju
oblast informacionog drustva su: Zakon o elektronskom
potpisu (“Sluzbeni glasnik RS”, broj 135/04), Zakon o
elektronskom dokumentu (“Sluzbeni glasnik RS”, broj
51/09), Zakon o telekomunikacijama (“Sluzbeni glasnik
RS”, br. 44/2003, 36/2006, 50/2009 - odluka US i 44/2010
- dr. zakon), Zakon o elektronskoj trgovini (“Sluzbeni gla-
snik RS”, br. 41/2009 i 95/2013), Zakon o zastiti podataka
o licnosti (“Sluzbeni glasnik RS”, br. 97/2008, 104/2009
- dr. zakon, 68/2012 - odluka USi107/2012), Zakon o po-
tvrdivanju Konvencije o visokotehnoloskom kriminalu i
Zakon o potvrdivanju Dodatnog protokola uz Konvenciju
o visokotehnoloskom kriminalu koji se odnosi na inkri-
minaciju dela rasisticke i ksenofobi¢ne prirode izvrsenih
preko racunarskih sistema (“Sluzbeni glasnik RS”, broj
19/09).

Zakoni koji su takode znacajni, a ureduju materiju
koja moze biti znacajna za pojedine aspekte elektronskog
poslovanja su: Zakon o autorskom i srodnim pravima
(“Sluzbeni glasnik RS”, br. 104/2009, 99/20111i119/2012),
Zakon o posebnim ovlas¢enjima radi efikasne zastite
prava intelektualne svojine (“ Sluzbeni glasnik RS”, br.
46/2006 i 104/2009 - dr. zakoni) i Odredbe Krivi¢nog za-
konika (“Sluzbeni glasnik RS”, br. 85/2005, 88/2005 - ispr.,
107/2005 - ispr., 72/2009, 111/2009, 121/2012 i 104/2013),
glava XXVII - Krivi¢na dela protiv bezbednosti racunar-
skih podataka.

Zakonom o elektronskom potpisu ureduje se upotre-
ba elektronskog potpisa u pravnim poslovima i drugim
pravnim radnjama, poslovanju, kao i prava, obaveze i od-
govornosti u vezi sa elektronskim sertifikatima, ako po-
sebnim zakonima nije drugacije odredeno.

Zakonom o elektronskom dokumentu ureduju se
uslovi i nacin postupanja sa elektronskim dokumentom
u pravnom prometu, upravnim, sudskim i drugim po-
stupcima, kao i prava, obaveze i odgovornosti privrednih
drustava i drugih pravnih lica, preduzetnika i fizickih lica,
drzavnih organa, organa teritorijalne autonomije i organa
jedinica lokalne samouprave i organa, preduzeca, ustano-
va, organizacija i pojedinaca kojima je povereno vrsenje
poslova drzavne uprave, odnosno javnih ovlascenja u vezi
sa ovim dokumentom.

Zakonom o telekomunikacijama se ureduju pitanja
ovlas¢enja za odlucivanje o broju i rokovima, odnosno
periodu na koji se izdaje licenca za javne telekomunika-
cione mreze, odnosno usluge za koje se, u skladu sa ovim
zakonom, moze izdati ograniceni broj dozvola, kao i o mi-
nimalnim uslovima za izdavanje ovih dozvola, ukljuc¢ujuci
i najmanji iznos jednokratne naknade koja se placa prili-
kom dobijanja dozvole, zatim pitanja o izdavanju licence,
posebnim pravilima za izdavanje licence, kao i sadrzaju
licence i odobrenja.

Zakonom o elektronskoj trgovini ureduju se uslovi i
nacin pruzanja usluga informacionog drustva, obaveze
informisanja korisnika usluga, komercijalna poruka, pra-

vila u vezi sa zaklju¢enjem ugovora u elektronskom obli-
ku, odgovornost pruzaoca usluga informacionog drustva,
nadzor i prekrsaji.

Zakonom o zastiti podataka o li¢nosti ureduju se uslo-
vi za prikupljanje i obradu podataka o li¢nosti, prava lica
i zastita prava lica ciji se podaci prikupljaju i obraduju,
ogranicenja zatite podataka o li¢nosti, postupak pred
nadleznim organom za zastitu podataka o li¢nosti, obez-
bedenje podataka, evidencija, izno$enje podataka iz Repu-
blike Srbije i nadzor nad izvr$avanjem ovog zakona (¢lan
1. Zakona).

Zakonom o potvrdivanju Konvencije o visokotehno-
loskom kriminalu potvrduje se Konvencija o visokotehno-
loskom kriminalu, sa¢injena 23. novembra 2001. godine
u Budimpesti, u originalu na engleskom i francuskom
jeziku.

Zakonom o potvrdivanju Dodatnog protokola uz Kon-
venciju o visokotehnoloskom kriminalu koji se odnosi na
inkriminaciju dela rasisticke i ksenofobicne prirode iz-
vr$enih preko racunarskih sistema potvrduje se Dodatni
protokol uz Konvenciju o visokotehnoloskom kriminalu
koji se odnosi na inkriminaciju dela rasisticke i ksenofo-
bi¢ne prirode izvrSenih preko racunarskih sistema, saci-
njen 28. januara 2003. godine u Strazburu, u originalu na
engleskom i francuskom jeziku.

Zakonom o autorskom i srodnim pravima ureduju se
prava autora knjizevnih, nauc¢nih, stru¢nih i umetnickih
dela (autorsko pravo), kao i pravo interpretatora, pravo
prvog izdavaca slobodnog dela, prava proizvodaca fono-
grama, videograma, emisija, baza podataka i pravo izdava-
¢a Stampanih izdanja kao prava srodna autorskom pravu
(srodna prava), nacin ostvarivanja ovih prava i njihova
sudska zastita (¢lan 1. Zakona). Kao §to se vidi iz odrede-
nja predmeta Zakona, odredbe koje se odnose na regu-
lisanje prava proizvodaca baze podataka (kao kategorije
dostupne najcesce elektronskim putem), nalaze se u delu
koji ureduje prava srodna autorskom pravu.

Zakonom o posebnim ovlas¢enjima radi efikasne za-
Stite prava intelektualne svojine regulisana je jedna od
oblasti koja spada u visokotehnoloski kriminal - zastita
intelektualne svojine. Ovim zakonom se ureduju posebna
ovlas¢enja nadleznih organa radi efikasne zastite prava in-
telektualne svojine u skladu sa propisima kojima se uredu-
je pravo intelektualne svojine (¢lan 1. Zakona). Odredbe
Zakona primenjuju se na proizvodnju, promet, upotrebu
i drzanje robe i na pruzanje usluga kojima se povreduju
prava intelektualne svojine (¢lan 2., stav 1. Zakona).

U skladu sa potrebom prilagodavanja naseg drustva
promenama koje se de$avaju u savremenom svetu, razvo-
ju racunarskih tehnologija i uopste informacionih siste-
ma, kao i zastiti od opasnosti koje mogu nastati njihovom
zloupotrebom, nacionalno krivi¢no zakonodavstvo je
upotpunjeno propisima kojima su sankcionisana krivi¢na
dela iz oblasti racunarskog kriminala. Konkretna krivicna
dela, propisana krivicnim zakonodavstvom, jesu pre svega
ona koja se odnose na bezbednost racunarskih podataka.
U Krivi¢nom zakoniku propisana su u Glavi XXVII (¢la-
novi 298-304a).

Iz predstavljenog pravnog aspekta moze se zakljuciti
da je oblast informacionog drustva uredena sa ve¢im bro-



jem zakona, ukljucujudi i Strategiju, odnosno akt koji na
celovit nacin definiSe i ureduje sva bitna pitanja razvoja
informacionog drustva. Zakonski okvir potpunjen je i sa
zakonskim tekstovima koji ureduju oblasti veoma znacaj-
ne za pojedine sfere elektronskog poslovanja, a koje su
svakodnevno ugrozene preduzetim (konkretna opasnost)
ili potencijalnim (apstraktna opasnost) rizicima.

ZAKLJUCAK

U radu je istaknuto da je ekspanzija Interneta na glo-
balnom nivou dovela do mnogobrojnih promena koje su
se reflektovale u brzom protoku informacija, prevazila-
zenju vremenskih i jezickih barijera, brisanju lokalnih i
regionalnih granica, napustanju tradicionalnih i uvodenju
novih oblika poslovanja i komunikacija.

Tehnoloske mogu¢nosti koje je pruzila globalna racu-
narska mreza su potpuno otvorile vrata konceptu elek-
tronskog poslovanja, time $to su omogucile potpuno dru-
gacije pristupe, u odnosu na tradicionalne nacine, sferama
prodaje, kupovine i internom kreiranju poslovnih proce-
sa. Uvodenje novih tehnologija u oblast poslovanja uticao
je na korenitu reorganizaciju ne samo u komunikaciji sa
okruienjem, vel istovremeno i u internim odnosima.

Ovakve promene svakako su meta razlicitih rizika.
Drugim re¢ima, s obzirom da ne postoji ni jedno tehnic-
ko, niti tehnolosko dostignuce koje do danas nije postalo
predmet razlic¢itih zloupotreba, tako ni oblast elektron-
skog poslovanja nije odolela razli¢itim moguénostima
manipulacija ili zZloupotreba.

Kao prateca pojava razli¢itim mogucénostima mani-
pulativnog delovanja, svakako je usvajanje i primena za-
konskih tekstova, upodobljenih evropskim standardima
i zahtevima prakse. Pravna regulativa u oblasti uredenja
informacionog drustva, kao i zastite odredenih vredno-
sti u oblasti elektronskog poslovanja, veoma je sadrzajna.
Oslanjajuci se na principe Strategije razvoja informacio-
nog drustva u Republici Srbiji do 2020. godine, u radu su
predstavljeni svi relevantni zakoni iz ove oblasti.

Siri analiti¢ki pristup je neophodan zato $to je oblast
rizika u poslovanju putem Interneta veoma kompleksna i
obuhvata veliki broj mogu¢nosti. Predstavljanjem najce-
$¢e zastupljenih rizika postalo je jasno da ovim aktivno-
stima oblast elektronskog poslovanja moze biti znacajno
ugrozena, i da su posledice nesagledive ne samo sa mo-
ralnog aspekta, vec i sa ekonomskog. Ovakav stav podr-
zao je i §iri zakonski obuhvat ove materije. Naime, trzi$na
utakmica obiluje razli¢itim na¢inima trziSnog nadmetanja
i isticanja komparativnih prednosti i konkurentnosti. Zlo-
upotrebom informacionih tehnologija ovakva vrsta nad-
metanja moze poprimiti sasvim drugacije obime i oblike,
sasvim suprotne tradicionalnim pristupima i principima
konkurentnog poslovanja.

S obzirom da se oblast konkurencije i komparativnih
prednosti procesa i sektora poslovanja smatra sistemom
u kome svi privrednopravni subjekti nastupaju svojom
privrednom inicijativom, jasno je da medu njima nasta-
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je svojevrsno privredno takmicenje koje je neophodno u
svakom slucaju posmatrati dihotomno, odnosno uz eko-
nomski aspekat ukljuciti i adekvatne principe pravnog
stanovista [16, str. 225].
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Abstract:

Razvoj informacionih tehnologija danas dovodi do kontradiktornosti u poslovnoj filozofiji
koja se suocava sa dva suprotna procesa, globalizacijom i individualizacijom. Rast trzista,
raznolikost potro$aca i heterogenost njihovih potreba i Zelja predstavlja stalan izazov
za proizvodace, kao i konstantnu potrebu za kreiranjem novog trzisnog nastupa.Razvoj
informacionih tehnologija (IT) je omogucio stvaranje softvera, koji podrzavaju proces
kreiranja proizvoda po Zeljama kupaca preko Interneta. Pomo¢u modula, koji kupci sami
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biraju, ovi softveri komponuju proizvod koji je korisnik zamislio. Ovakav oblik masovne Key words:

kastomizacije se zove e- kastomizacija i podrazumeva da je barem jedan od tri elementa- marketing,

subjekti na trzistu, proizvod ili proces, digitalan. Rezultati istrazivanja ovoga rada govore o razvoj interneta,

prednosti i manama implementiranja modela masovne kastomizacije na domacem trzistu Srbija,

kao i mogu¢nostima interneta u implementaciji masovne kastimerizacije. kastemerizacija
uvoD Razvoj informacionih tehnologija (IT) je omogucio

Savremeni uslovi poslovanja kompanija govore o re-
zultatima da kompanije godis$nje gube oko 25 % svojih
potrosaca najcesce iz razloga jake konkurencije, pogresne
strategije, ili zbog Cestih promena navika i potreba potro-
$aca. U takvim uslovima, kompanija mora da ima razvije-
nu strategiju za zadrzavanje potrosaca. Pet puta vise kosta
da se pridobiju novi potro$aci, nego da se zadrze postojeci.

Danas je potrosac, kao individua, osnova konkurent-
ske prednosti. Takvo poslovanje zahteva detaljno upozna-
vanje potrosaca, §to je moguce jedino interakcijom potro-
$aca i komapnije i stalnim prac¢enjem njihovih zahteva.
Vremenom saradnja postaje sve jaca, odnosno nastaju
lojalni potrosaci, ujedno i partneri kompanije. Potrosa-
¢i danas traze vise od obi¢nog proizvoda. Traze uzitak i
zadovaljenje njihovih specificnih “emocinalnih™ potreba,
$to dovodi do rastucih zahteva za dizajniranjem po vlasti-
tom iskustvu i ukusu.

Masovna kastomizacija proiza$la je iz modela otvore-
nih inovacija i danas predstavlja novi trend u strategiji
poslovanja kompanije. Otvorene inovacije predstavljaju
kombinovanje internih i eksternih ideja. Fokus lezi u tran-
sformaciji predasnih ¢vrstih granica kompanije u polu-
propustljive membrane, kako bi se dozvolilo inovaciji da
se lakse krece izmedu spoljasnjeg okruzenja i unutrasnjeg
istrazivacko-razvojnog (IR) procesa. Cilj je potraga za no-
vim idejama koje imaju trzi$ni potencijal [1].

1 Zahvaljujemo Centru za finansijske usluge Novi Sad

stvaranje takvih softvera, koji podrzavaju proces kreira-
nja proizvoda po Zeljama kupaca preko Interneta. Pomo-
¢u modula, koji kupci sami biraju, ovi softveri komponuju
proizvod koji je korisnik zamislio. Ovakav oblik masovne
kastomizacije se zove e- kastomizacija i podrazumeva da
je barem jedan od tri elementa- subjekti na trzistu, proi-
zvod ili prosec, digitalan [2].

KUPOVINA PREKO INTERNETA

Danas, Internet predstavlja globalni multimedijalni
distribuirani informacioni sistem, jer obuhvata prakti¢no
ceo svet i omogucava ne samo pristup multimedijalnim
sadrzajima prostorrno distribuiranim, ve¢ i generisanje
specificnih multimedijalnih sadrzaja na osnovu konkret-
nog zahteva korisnika u interaktivnom rezimu rada. Inter-
net, kao svetska mreza, omogucava potrosa¢ima da stvore
sliku o stvarnoj vrednosti konkretnog proizvoda i njego-
vim prednostima, $to ranije kod dominacije jednosmernih
medija, nije bilo moguce.

Prema istrazivanju sprovedenom od strane Republi¢-
kog Zavoda za Statistiku u_Republici Srbiji , 33,2% doma-
¢instava poseduje Internet prikljucak, to ¢ini povecanje
od 6,9% u odnosu na 2007. godinu, a 14,7% u odnosu na
2006. godinu. Zastupljenost Internet prikljucka najveca
je u Beogradu i iznosi 45,5%. U Vojvodini zastupljenost
iznosi 34%, a u centralnoj Srbiji 27,2%. Ispitanici su Inter-
net u najve¢oj meri koristili za: slanje i primanje e-mailova
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(79,9%), trazenje informacija o robi i uslugama (60,4%),
koris¢enje usluga koje se odnose na putovanje i smestaj
(28.3%), Internet bankarstvo (10.4%). Prema datom istra-
zivanju 86,3% korisnika Interneta nikada nije kupovalo/
porucivalo robu ili usluge putem Interneta [3].

Dati podaci pokazuju da i dalje postoji mali broj Inter-
net prikljucaka u domacinstvima u Srbiji, ali sa prisutnim
trendom rasta. Korisnici Interneta u Srbiji u velikoj meri
traze informacije o robi i uslugama ali sa druge strane
samo 13.7% korisnika je ikada kupilo nesto preko Inter-
neta [4] . Iz ovoga se moze zakljuciti da srpsko trziste po-
seduje veliki neiskori$ceni trzi$ni potencijal kada je u pita-
nju e-trgovina. Odnosno da bi primena strategije masovne
kastomizacije kupcima omogucila bolji proces nabavke,
vedi izbor proizvoda, usled povecanog broja varjanti, kao
i uSteda vremena i troskova.

Kada je re¢ o domacim preduzeéima (kompanijama)
u Srbiji, koja imaju Internet prikljucak, ona u 68.9% slu-
¢ajeva imaju Website, dok je taj procenat za 2007. godi-
nu iznosio 61,8%, a 52,9% za 2006. Godinu [8]. Najveci
procenat preduzeca 69.8% koristi Website kao moguc¢-
nost upoznavanja sa proizvodom odnosno uslugom,
zatim 60.4% pruza potencijalnim kupcima informacije
o karakteristikama proizvoda i cenama, dok 55.8% nudi
prilagoden Website redovnim posetiocima [5] . Medutim,
samo 19.5% preduzeca nudi uslugu on-line narucivanja
odnosno rezervisanja proizvoda/usluga, $to proizilazi iz
¢injenice da samo 10.7% preduzeca omogucava on-line
placanje. Takode, rezultati istrazivanja pokazuju da 17%
preduzeca, koja imaju Internet prikljucak, tokom 2007. su
primala porudzbine putem Interneta, $to ¢ini povecanje
od 0,2% u odnosu na 2006. godinu, a 8,7% u odnosu na
2005. godinu. Istrazivanje pokazuje nizak stepen svesti o
znacaju upotrebe Interneta u poslovanju preduzeca, $to
potvrduju podaci da ¢ak 62% preduzeca ne vidi nacin na
koji Internet moze da im pomogne u uvecanju zarada,
razvoju novih proizvoda/usluga ili u pojednostavljivanju
radnih procesa [6] .

Iz podataka moze se zakljuciti da je e-trgovina u Sr-
biji i dalje nedovoljno razvijena $to zapravo predstavlja
trzi$ni potencijal kompanija za ostvarivanje vecih profi-
ta. Osnovni razlog ovakvih rezultata zapravo je neinfor-
misanost kompanija o mogucnostima poslovanja preko
Interneta. Osnovne prednosti strategije masovne kasto-
mizacije preko Internetai, za domace kompanije, su lakse
nalazenje i dolaZenje do ciljnih kupaca, kao i prosirivanje
trzista do kojih je bilo tesko ili nemoguce do¢i u uslovima
tradicionalne trgovine. Putem ovakvog modela poslovanja
kompanije u Srbiji imaju mogucnost da za krace vreme
i sa manje finansijskih sredstava dodu do novih resenja.

Postoji nekoloko glavnih razloga za manju praksu
kori$¢enja otvorenih inovacija u poslovnoj praksi Srbije,
medu kojima je tranzicija Srbije, nedostatak ekonomske i
politicke stabilnosti u regionu, globalne ekonomske krize,
itd. Takode, velika ve¢ina kompanija zavisi od uvoza [7].

Masovna kastemerizacija

Masovna kastomizacija napusta model tradicionalnog
razvoja prizvoda i dovodi do dvodelnog modela, u kome

je prvi stepen podrucje kompanije, a drugi podrucje kup-
ca. Kompanija je dizajner i ona formira prizvod, odnosno
podrucje mogucih reSenja, dok je kupac ko-dizajner i on
odlucuje o finalnom re$enju. Taj drugi stepen iz korena
menja ulogu kupca od kupca prizvoda, do partnera u stva-
ranju nove vrednosti. Kupci danas traze vise od obi¢nog
proizvoda za kupovinu; oni traze uzitak i zadovaljavanje
njihovih specificnih “emocinalnih potreba” $to dovodi do
rastuc¢ih zahteva za dizajniranjem po vlastitom iskustvu i
ukusu. Masovna kastomizacija je pristup, koji je u osnovi
voden individualnom emocionalnom povezanos¢u kupca
sa proizvodom, §to se moze videti u njihovoj participaciji
i ucestvovanju u ko-dizajniranju prizvoda.

Svremen pristup potrosacu danas je masovna kasto-
mizacija. Ukuliko u realizaciji proizvoda ucestvuju i kom-
panija, kao osnova moguceg proizvoda, i potrosac, kao
ko-dizajner, rizik je minimiziran [1] . Odnosno potrosa¢
ostvaruje zadovoljenje svojih individualnih specifi¢nih
potreba na osnovu moguc¢ih modula proizvoda/usluga
koje nudi kompanija.

METODOLOGIJA | ISTRAZIVANJE

Osnovno polaziste ovoga rada jeste istrazivanje koje je
sprovedeno na tri stotine ispitanika na teritoriji Vojvodi-
ne u perijodu od tri mesca. Cilj ovoga rada je istrazivanje
razvijenosti on line kupovine sa posebnim naglaskom na
njen uticaj na sam kvalitet Zivota potrosaca koji je zainte-
resovan za porucivanje proizvoda kreiranih po principu
kastomizacije.
Osnovne metodoloske hipoteze su posle od slede¢ih
predpostavki:
¢ Internet predstavlja savremeni na¢in komunikacije
i omogucava efikasno trgovanje uz najnize troskove

+ Stanovnistvo u Srbiji sve vise koristi internet kao
mediji prek kojeg sem informacija moze i fizicki
kupovati robu.

+ Savremen potrosac sve vise Zeli individualizovan

proizvod prilagoden njegovim licnim Zeljama i
potrebama.

Ciljevi istrazivanja:

1. Utvrdivanje distribucije izbora potrosaca (izmedu
standardizovanih ili individualno prilagodenih)
proizvoda/ usluga

2. Odredivanje distribucije grupa proizvoda/usluga,
koje se najcesce prilagodavaju pojedina¢nim indi-
vidualnim zahtevima.

3. Utvrdivanje $ansi i pretnji za razvoj trziSta masovne
kastomizacije.

Ukoliko se posmatraju rezultati na osnovu dobijenih
frekvencija zakljucuje se da od ukupno 300 ispitanika,
vecina, odnosno 200 ispitanika preferira proizvode od-
nosno usluge prilagodene svojim specificnim individaul-
nim zahtevima, dok 22% ispitanika radije bira standardi-
zovane proizvode. Dobijeni rezultat potvrduje hipotezu
da se danas potrosaci cesc¢e opredeljuju za kastomizovani
proizvod/uslugu. Rezultati se mogu obrazloziti predpo-



stavkama da se danas stavlja akcenat na potrosaca kao
individu, ¢ime se istie pojedinac¢na specifi¢nost potreba,
a samim tim i zahtev za njihovim zadovoljenjem, a ¢esto
i poistovecivanjem sa proizvodom ili uslugom. Najveci
broj ispitanika na pitanje koju vrstu proizvoda bi prila-
godio sopstvenim potrebama i dizajnu, odgovorilo je da
su to odevni predmeti i obuca, ¢ak njih 78% je spremno
da ucestvuje u dizajniranju ovih proizvoda. Usluge koje
su potro$aci spremni da prilagode sebi su uglavnom per-
sonalne usluge, 63% ispitanika je ovo istaklo kao uslugu
koju Zeli da prilagodi sopstvenim potrebama. U okviru
ovih istrazivanja najznacajnije pitanje koje je sadrzano u
okviru anketnog upitnika odnosi se na razloge zbog cega
potrosaci ne koriste internet u dovoljnoj meri za kupovinu
proizvoda. Njih 69% je navelo da je to pre svega sigurnost,
mnogi se plase kupovine preko interneta, koris¢enje bilo
kojih kartica za placanje doznaka putem interneta i slic-
no. Ostali broj ispitanika navodi da nema naviku i da ne
veruje kupovini preko interneta jer ne postoji moguc¢nost
da se odabrani proizvod proba kao u direktnoj kupovini.
U okviru prikazane tabele mogu se sagledati jo§ neki dobi-
jeni rezultati i razlozi koje su ispitanici naveli zbog ¢ega ne
koriste u dovoljnoj meri internet za kupovinu ili kreiranje
proizvoda namenjenih licnoj potrosnji (Tabela 1.)

TABELA BR1. PRETNJE KUPOVINE PROIZVODA
PRILAGODENIM INDIVIDUALNIM POTREBAMA

Frekven- | Frekven- Ukubno Ukupno

cija cija [%] P %]

nepostojanje 27 54 50 100
navike
otezano

elektronsko 25 50 50 100
pla¢anje

otezana dis- 23 46 50 100
tribucija
moguce

narusavanje 6 12 50 100
privatnosti

ZAKLJUCNA RAZMATRANJA

Poslovna filozifija danas se kao posledica razvoja infor-
macionih tehnologija suocava sa dva kontradiktorna pro-
cesa: globalizacijom i individualizacijom. Rast trzista, ra-
znolikost potrosaca i heterogenost njihovih potreba i Zelja
predstavlja stalan izazov za proizvodace, kao i konstantnu
potrebu za kreiranjem novog trzisnog nastupa [9]. Zado-
voljavanje pojedinacnih Zelja i potreba krajnjih potrosaca
predstavlja klju¢ uspeha u dinamickoj trzisnoj borbi.

Rezultati istrazivanja prednosti i mana implementira-
nja modela masovne kastomizacije na domacem trzistu
pre svega pokazuju da se potrosaci vise opredeljuju za pri-
lagodene proizvode. Dalje, najvise ispitanika opredelilo se
da budu ko-dizajneri kod izrade namestaja, garderobe i
modnih detalja.
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Odnosno da se kroz ko-dizajniranje ovih grupa pro-
izvoda pruza moguc¢nost najjaceg individualnog pecata
izborom boja, oblika, materijala, i itd. Takode, najveci
broj ispitanika smatra da su glavne pretnje za razvoj tr-
zita proizvoda prilagodenim individualnim potrebama
nepostojanje navike za ovakvu vrstu kupovine, otezano
elektronsko placaje u Srbiji, zatim Ceste obmane i ne-
korektne ponude, kao i otezana distribucija proizvoda.
Predpostavka je da potro$aci u Srbiji teSko menjaju stare
navike, tj. da vlada nepoverenje prema novim trendovima
kao $to je masovna kastomizacija [11]. Takode, ispitanici
smatraju da nisu ispunjeni osnovni uslovi za ovakav nacin
poslovanja, kao $to su elektronsko placanje i efikasna dis-
tribucija proizvoda. Na kraju, rezultati istrazivanja poka-
zuju da vecina ispitanika vidi prevazilazenje teritorijalnih
i veremenskih razdaljina kao glavnu Sansu za razvoj trzi-
$ta kastomizovanih proizvoda/usluga. Zatim, veliki broj
smatra da su mogucnost uporedivanja razlicitih varjanti
proizvoda, kao i prilagodavanje individualnim potrebama,
takode znacajne prednosti ovog oblika poslovanja. Smatra
se da ispitanici Zele da kupuju proizvode/usluge iz uda-
ljenih krajeva ¢ime bi ustedeli vreme, novac i energiju, a
dobili proizvod/uslugu, koji vise zadovoljava njihove pre-
ferencije. Potrosaci su nedovoljno poverljivi prema pre-
duzecima, $to objasnjava podatak da samo 24% ispitanika
vidi izgradnju partnerskih-dugoro¢nih odnosa kao jednu
od $ansi za razvoj trzista masovne kastomizacije.

Rezultati pokazuju da je jedna od osnovnih mana do-
macih preduzeca losa komunikacija sa potrosa¢ima odno-
so nepostojanje partnerskih-dugoro¢nih odnosa izmedu
preduzeca i porosaca.
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MARKETING E- CUSTOMIZATION AND DEVELOPMENT OF INTERNET
- SERBIA

Abstract:

The development of information technology today leads to contradictions in business
philosophy, which is faced with two opposing processes, globalization and individualiza-
tion. Growth markets, consumer diversity and heterogeneity of their needs and desires is a
constant challenge for manufacturers, as well as the constant need to create a new market
nastupa.Development of information technology (IT) has enabled the creation of software
to support the process of creating products according to customers over the Internet. Using
the module, which customers choose their own, these compose software product that the

user intended. This form of mass customization is called e-customization and implies that Key words:

at least one of the three elements-operators in the market, the product or process digital. Marketing,

The results of this paper about the advantages and disadvantages of implementing the model Development of internet,
of mass customization in the domestic market as well as the possibilities of the Internet to Serbia,

implement mass customization. Customization
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Abstract:

Savremeni drustveno-ekonomski razvoj namece potrebu za kontinuiranim preispitivanjem
i prilagodavanjem svih aspekata javne uprave potrebama gradana. U tom kontekstu nove
forme javnog menadzmenta, izmedu ostalog, podrazumevaju kvalitet usluga, pojednostavljene
procedure, javnost rada i dostupnost gradanima kao osnove njenog legitimiteta. Unapredenje
informacionih tehnologija predstavlja jedno od znacajnih sredstva za unapredenje efikasnosti,
ali i demokratskog sadrzaja javne uprave. Osnovne prednosti njihove primene obuhvataju
unapredenje javnosti rada, on-line usluge, pojednostavljenje procedura, smanjenje troskova,

vecu efektivnost, te harmonizovan rad razli¢itih nadlestava unutar javne uprave. Takode, Key words:
uvodenje informacionih tehnologija je povezano sa izvesnim rizicima koji zahtevaju preciznu javna uprava,
pravnu regulativu. Osnovni predmet ovog rada se sastoji u analizi stanja, savremenih tren- e-uprava,

dova u EU i regionu, oblasti primene i moguénosti unapredenja informacionih tehnologija informacione tehnologije,

u javnoj upravi, te rizika koje sa sobom nosi.

uvobD

Globalizacija kao proces koji oblikuje sve aspekte
drustveno-ekonomskog razvoja u savremenom drustvu
nuzno uzrokuje i promenu nekih od osnovnih svojstava i
instrumenata drzavne vlasti. Izmedu ostalog, globalizacija
je usmerena prema sve ¢e$¢oj interakciji medu ljudima na
sve $irim prostorima, a karakterise je napredovanje nauke
i tehnologije, posebno u pogledu izvora energije, brzine
obrade informacija i biotehnologije, povecavanje gustine
mreza prometa i veza, uz povecavanje raznovrsnosti sred-
stava i usavr$avanje metoda komunikacija, povecava se ra-
znovrsnost metoda drustvene regulacije, posebno njenih
posrednih oblika, pa tako i raznovrsnost izvora drustvenih
normi, kao i modaliteta njihove primene [2, str. 3-5]. In-
strumenti drzavne vlasti, ni organizaciono, ni funkcional-
no ne mogu ostati imuni na ove procese. Stavise, suoena
sa ekonomskim izazovima, veoma promenjivog smera i
intenziteta, drzava mora biti predvodnik procesa institu-
cionalnog prilagodavanja.

Navedena obelezja ovog drustvenog procesa podrazu-
mevaju i promenu koncepta na kome funkcioni$u osnov-
ne poluge drzavne vlasti, prvenstveno njen operativni,

javne usluge

tj. upravni mehanizam. Posebno je u pogledu drzavne i
uopste javne uprave, pod uticajem razvoja nauke, sred-
stava i intenziteta komunikacije i nastanka novih odno-
sa izrazena potreba za uvodenjem novih tehnologija, te
preispitivanja osnovnih koncepata na kojima se zasnivaju
odnosi sa drugim nosiocima politicke moci, a prvenstve-
no gradanima kao korisnicima njihovih usluga. Raniji
instrumentarij razvoja i odrzanja tih odnosa se zasnivao
na klasi¢nim formama politickog legitimiteta, prvenstve-
no kroz izbore, te u veoma skromnom obliku kroz druge
forme demokratskog legitimiteta (referendum, gradanska
inicijativa, peticije, javne rasprave, javno oglasavanje itd).
Imajudi u vidu da savremene drustvene potrebe zah-
tevaju znatno brzi odgovor i reakciju, da informisanost
predstavlja osnovnu pretpostavku svake drustvene akci-
je, ali i drustvenog polozaja svakog pojedinca, da razvoj
podrazumeva savremene metode planiranja i merenja, a
dostupnost, efikasnost i kvalitet usluga osnovu legitimi-
teta savremene drzavne uprave, uvodenje informacio-
nih tehnologija, Sirenje njihove primene i kontinuirano
preispitivanje efekata i moguc¢nosti u radu javne uprave
predstavljaju osnovna pitanja njenog proucavanja, sve u
sklopu izgradnje tzv. “novog javnog menadzmenta”.
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NOVI JAVNI MENADZMENT | INFORMACIONE
TEHNOLOGIJE

U dobu kada je inovacija postala pokretac i osnovni
regulator drustvenog i ekonomskog razvoja, ekonomija
znanja nije samo grana ekonomske nauke, nego i nuzan
preduslov odrzivog funkcionisanja upravljackih i eko-
nomskih mehanizama. Njen integralni deo predstavljaju
savremene informacione tehnologije, ¢iji je razvoj ne-
raskidivo povezan i medusobno determinisan razvojem
trzi$ne privrede u savremenom ambijentu, a bez koga se
danas ne mogu ni zamisliti bilo kakvi reformski procesi,
ne samo u pogledu obezbedenja razvojnih ciljeva, nego
i resavanja gorucih problema. U domenu javne uprave,
skoro od njenog nastanka, potrebe koje se nastoje obezbe-
diti, odnosno njeni hroni¢ni problemi, ticu se smanjenja
birokratskih barijera, usteda u troskovima i vremenu, te
obezbedenje kvaliteta usluga koje pruzaju.

Javna uprava (drzavna, lokalna, javna preduzeca i usta-
nove) predstavlja onaj segment drustva koji se najsporije
prilagodava potrebama organizacionog i funkcionalnog
prilagodavanja zahtevima efikasnog delovanja u slozenim
i promenljivim uslovima informatickog drustva. Njeno
funkcionisanje stoga moze postati paralisano u suocava-
nju sa krizom sopstvene neproduktivnosti [7, str. 90]. Kao
jedno od sredstava za obezbedenje veceg kvaliteta, ekono-
micnosti i efikasnosti u pruzanju javnih usluga predlaze se
uvodenje strategijskog i preduzetnickog upravljanja, po-
sebno u lokalnoj upravi i javnim sluzbama, kao osnovni
aspekt inoviranja javnog menadzmenta u dosad najcesce
hijerarhizovanoj javnoj upravi.

Novi javni menadzemt predstavlja servis gradana ume-
sto instrumenta njihove kontrole i vladanja. Kao neka od
njegovih obelezja se navode profesionalizacija kadrovske
strukture i njena depolitizacija, individualizacija odgo-
vornosti, fleksibilnije forme organizovanja, unapredenje
strategijskog planiranja, merenje efikasnosti i ekonomic-
nosti, uvodenje principa i pozitivnih iskustava iz privat-
nog sektora, pojednostavljivanje procedura, javno-pri-
vatna partnerstava, jacanje kontrolne funkcije (posebno
kontrole troskova), jacanje nezavisnih institucija nadzora
nad radom javne uprave. Kao jedna od relativho novi-
jih komponenti novog javnog menadzmenta, a koja je
neraskidivo povezana sa unapredenjem informacionih
tehnologija, javlja se i funkcija marketinga, kao delatnost
ispitivanja javnog mnjenja, ispitivanja efikasnosti ostvari-
vanja javnih usluga, informisanja, propagande, dostupno-
sti i komunikacije sa strankama i javnos$c¢u, te moguénosti
ucesca gradana u vrSenju javnih poslova, posebno u do-
menu planiranja i kontrole [7]. U vecoj ili manjoj meri,
skoro svaki od elemenata novog javnog menadzmenta,
bilo kao svoju komponentu ili sredstvo za obezbedenje,
podrazumeva uvodenje informacionih tehnologija i njiho-
vo unapredenje, ali nuzno u okviru odgovarajuce pravne
regulative koja ¢e obezbediti kori$¢enje njenih prednosti,
ali izbe¢i sve zloupotrebe i opasnosti koje sa sobom nosi,
te sacuvati sustinu pojedinih pravnih instituta za koje se u
dosadasnjem drustvenom i nau¢nom razvoju nije uspela
pronaci adekvatna zamena.

Konceptualno, pre razmatranja konkretnih pojavnih
oblika, prednosti i nedostataka, nuzno se osvrnuti na kla-
si¢nu dimenziju demokratskih osnova na kojima pociva
javna uprava. Ona se zasigurno zasniva na odnosu poli-
tickog poverenja, izrazenog putem izbora, parlamentarnih
procedura, upravnih postupaka, instrumenata neposredne
demokratije itd. Ipak, dinamika razvoja drustva (industri-
je, urbanizacije, nauke, komunikacija itd) nuzno vodi ka
nastanku novih potreba, njihovoj kristalizaciji, a takode
nuzno i ka nastanku novih poslova javne uprave i njenoj
diferencijaciji i promeni nekih od metoda njenog rada [1,
str. 22-24]. Samim tim, donekle se menja i svest o legi-
timitetu javne uprave. Novi javni menadzment donekle
umanjuje klasi¢ne forme legitimiteta, orijentisuci se vise
kao efikasnosti i kvalitetu kao osnovnim polugama. Ipak,
ni u jednom slucaju se ne moze govoriti o potpunom na-
pustanju klasi¢nih koncepata, ve¢ samo o izvesnoj evolu-
tivnosti njihovih pojedinac¢nih aspekata, kao $to su una-
predenje javnosti rada, dostupnosti informacija i usluga,
ucesc¢a gradana u kreiranju politike, pojednostavljivanju
procedura, smanjenju troskova itd, u kojima se i sastoje
efekti e-uprave, kao mehanizmima za unapredenje de-
mokratskog sadrzaja javne uprave, kao protivteze biro-
kratskim tendencijama novog javnog menadzmenta. U
tom kontekstu se uvodenje informacionih tehnologija (e-
uprave) smatra sastavnim delom $iroke upravne reforme,
te redefinisanja uloge savremene drzave, jer se e-uprava
smatra komponentom inovativnih procesa koji predstav-
ljaju nov kvalitet u upravljanju slozenim drustvenim siste-
mima [10, str. 368-376].

INFORMACIONE TEHNOLOGIJE KAO
DEMOKRATSKI INSTRUMENT

Osnovne mogu¢nosti informacionih tehnologija u jav-
noj upravi, na osnovu kojih se one mogu posmatrati kao
sredstvo njene demokratizacije, jesu:

1. Unapredenje javnosti rada i otvorenosti drzavnih

organa, lokalne samouprave i javnih sluzbi;

2. On-line usluge putem kojih gradani imaju mogu¢-
nost da putem interneta, na brz i jednostavan na-
¢in, bez klasi¢nih troskova dodu do javnih usluga
- e-administracija; obavljanje poslovnih transakcija
putem interneta izmedu privrednih subjekata i jav-
ne uprave (prvenstveno javne nabavke) - e-poslo-
vanje; odnosno da uzmu ucesée u vrsenju javnih
poslova (podnosenje predstavki, predloga, ucesce u
javnim raspravama, odlucivanju) — e-demokratija;

3. Povezivanje drzavnih organa, lokalnih samouprava
i javnih sluzbi, obezbedenje vece harmonizacije u
njihov radu, dostupnosti podataka i pojednostav-
ljivanju njihovog rada [9, str. 157].

Unapredenje javnosti rada i dostupnosti javne uprave
putem interneta predstavlja jednu od komponenti ovog
procesa u kome se postiglo najvise. Osnovni smisao ove
mogucnosti se sastoji u tome da informacije i usluge koje
se ticu navedenih subjekata moraju biti pristupa¢ne svim
gradanima bez obzira na njihova svojstva ili polozaj, s tim
$to ona nije apsolutna jer trpi znacajna ogranicenja po pi-



tanju poverljivih informacija. Prezentacija javne uprave,
prvenstveno njene unutrasnje organizacije, poslova, kon-
takata, planova delovanja, javnog oglasavanja, odredenih
dokumenata, odgovornih i zaposlenih lica, procedura i
drugih podataka koji se ticu njenog rada, zasigurno da
predstavljaju pozitivnu promenu u nac¢inu komunikacije
sa gradanima. Iako je internet i danas nedostupan za zna-
¢ajan broj gradana, postojanje mogucnosti da se putem
njega dode do podataka koji se ti¢u drzavnih organa ili
sluzbi se moze smatrati jednom od neprocenjivih koristi
za gradane. Takode, pravne norme garantuju dostupnost
podataka o radu, (u Srbiji je to na rangu ustavne norme,
¢l. 51 Ustava), odnosno da se na najlaksi moguci nacin,
prvenstveno putem interneta, omogudi pristup svim pi-
tanjima koja su od znacaja za gradane, s tim $to se mora
naglasiti da je ucestala i rasprostranjena praksa da se ne
vodi dovoljno ra¢una o azurnosti, te da ,,najvazniji“ po-
daci, iako ne predstavljaju pravno relevantnu tajnu, ostaju
nedostupni, a moguénost pristupa se svede na vise teh-
nicka pitanja. Znacaj ove mogucnosti se sastoji i ve¢im
mogucnostima kontrole i usavrsavanja, usteda u vreme-
nu, povecanju vremenske dostupnosti umesto sluzbenog
radnog vremena, rastere¢enju sluzbenickog aparata itd.

Od najvece vaznosti za gradane svakako da je mogu¢-
nost da elektronskim putem dobiju pristup uslugama jav-
ne uprave, te da na $to jednostavniji nacin, sa $to manje
troskova i utro§enog vremena, zadovolje svoje potrebe,
tzv. e-administracija i e-poslovanje. Ona se posebno od-
nosi na javne sluzbe kao segment javne uprave. Iako po
ovom pitanju jo$ uvek postoje znacajna ogranicenja, te
izrazite razlike medu pojedinim drzavama u Evropi, nave-
$¢emo servise za koje EU smatra da su prioritetni, a to su:
1) prijava poreza; 2) pomo¢ u zaposljavanju; 3) socijalna
pomog¢; 4) izdavanje licnih dokumenata i drugih javnih
isprava; 5) registracija vozila; 6) gradevinske dozvole; 7)
pristup javnim bibliotekama i drugim bazama podataka
u oblasti nauke i kulture; 8) usluge u obrazovanju (pri-
jave, informisanje); 9) izvodi iz mati¢nih knjiga; 10) pri-
jave prebivalista, boravista; 11) druge prijave policiji; 12)
zdravstvene usluge (zakazivanje pregleda, saveti, informi-
sanje); 13) doprinosi za zaposlene; 14) prijava PDV; 15)
registracija privrednih subjekata; 16) porez na poslovanje;
17) statisticki poslovi i usluge; 18) carinski poslovi; 19)
dozvole i informacije u vezi sa zivotnom sredinom; 20)
javne nabavke (kao narocito osetljiv segment javne upra-
ve putem kojeg se obezbeduje efektivnija kontrola, uste-
de, javnost, te garancija ispravnosti postupka). U ovom
kontekstu bi se mogle navesti i druge elektronske baze
podataka, kao i elektronski registri gradana, privrednih
subjekata, nekretnina, vozila, sudski registri, i drugi regi-
stri. Ipak, ovo su samo neke od oblasti primene e-upra-
ve, koje predstavljuju oko 14% njenih ukupnih usluga [3,
str. 925]. Iako su navedene usluge od najveceg znacaja za
gradane, njihov opseg se §iri, sa tendencijom da, sem stro-
go limitiranih, svaka usluga javne uprave treba da bude
dostupna elektronskim putem, s tim da u tom procesu
treba postupati sa izrazitom opreznoséu kako se one ne
bi pretvorile u svoju suprotnost, odnosno da dostupnost i
troskovi odnesu potpuno prevagu nad kvalitetom i zasti-
tom javnog interesa.
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Posebnu oblast primene informacionih tehnologija
predstavlja uces¢e gradana u donosenju odluka, tzv. e-
demokratija. Klasi¢ni demokratski instituti donekle gube
na znacaju u savremenom drustvu, pogotovo u lokalnoj
samoupravi (gde oni imaju posebnu vrednost i znacaj),
kako zbog procesa koncentracije gradana u urbanim cen-
trima, tako i zbog slabljenja drustvenih veza u tim zajed-
nicama, troskova koji su sa njima povezani isl. Unaprede-
nje e-demokratije se pokazuje kao izvesna kompenzacija
demokratskog deficita javne uprave. Njene prednosti se
sastoje u olak$anoj mogu¢nosti gradana da se upoznaju
sa odlukama od opsteg znacaja jos u fazi njihove izrade,
a pre donosenja (razvojne strategije i drugi planski akti,
budzet lokalne zajednice, podzakonski akti i sl.), da ukazu
na njihove nedostatke i predloze reSenja, da se drugim po-
vodom ili sa primedbama obracaju javnoj upravi, a poseb-
no organima lokalne samouprave koja je najneposrednije
vezana za njihove interese i Zivotne potrebe, da organizuju
$iru drustvenu akciju s ciljem uticaja na donosenje odluka,
pa sve do savremenih formi elektronskog glasanja, $to sve
vodi ka jacanju participativne demokratije, koja u dome-
nu javne uprave, s obzirom na porast njene uloge, dobija
poseban smisao.

Primena informacionih tehnologija je od posebnog
znacaja u upravnom postupku. Mogucnost elektronskog
podnosenja zahteva, drugih podnesaka, vodenja postupka
i izdavanja upravnih akata ili javnih isprava predstavljaju
najznacajniju novinu u upravnom postupku, koja je od
neposrednog interesa za gradane, a u kojoj se sublimira-
ju sve prednosti elektronske komunikacije, od azurnosti,
tacnosti, smanjenja troskova, usteda u vremenu, do pro-
mene celokupne ,kulture“ u komunikaciji sa ,,vlas¢u®.
Zbog znacaja ovog pitanja nuzno je postojanje odgova-
rajuce pravne regulative, pogotovo regulisanje elektron-
skog potpisa, zastite licnih podataka i onemogucavanje
zloupotreba.

Pravo na privatnost je jedno od osnovnih, apsolutnih
i neprenosivih ljudskih prava kojim se obezbeduje inte-
gritet i dignitet ljudske li¢nosti, a radi ocuvanja slobode
njegovog privatnog zivota, koje itekako moze biti ugro-
zeno u uslovima neadekvatne zastite licnih podataka [5].

Naime, svaki podnesak, kao i odluka u upravnom po-
stupku moraju da budu potpisani, ¢ime se garantuje au-
tenti¢nost i tacnost teksta iznad potpisa. Ovo predstavlja
standard svakog klasi¢nog upravnog postupka, tj. kada se
dokumenti i akta javljaju u papirnatom obliku. U sluca-
ju elektronskog upravnog postupka (kao i svakog drugog
elektronskog postupka), svaki podnesak, kao i odluka u
elektronskoj formi moraju da sadrze elektronski potpis.
On baca sasvim drugo svetlo na pitanja oblika i sastavnih
delova upravnog akta izdatog u elektronskoj formi, infor-
matizaciju skracenog upravnog postupka, javne isprave u
elektronskoj formi. Stoga, elektronski potpis zahteva pri-
liéno opseznu pravnu regulativu. Elektronsko pravo u Sr-
biji i danas, uprkos znacajnom progresu, sadrzi znacajne
nedostatke koji se ticu opasnosti od degradacije i unistenja
podataka, zastite privatnosti, tajnosti informacionih siste-
ma, mogucnosti zloupotrebe i sl. [8, str. 582].

U kontekstu re¢enog, osnovna svrha pravne regulative
o elektonskom potpisu je da propise uslove pod kojima
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je on pravno ekvivalentan svojeru¢nom potpisu i da pro-
pise uslove koje moraju da ispune sertifikaciona tela koja
izdaju sertifikate za verifikaciju kvalifikovanih elektron-
skih potpisa. Zakonom o elektronskom potpisu u Srbiji
(»Sluzbeni glasnik RS“ br. 135/2004) uredena je upotreba
elektronskog potpisa u pravnim poslovima, poslovanju i
drugim pravnim radnjama, prava, obaveze i odgovorno-
sti u vezi sa elektronskim sertifikatima, opstenje organa,
opstenje organa i stranaka, izradu i dostavljanje odluka u
elektronskoj formi u upravnom, sudskom i drugim prav-
nim postupcima pred drzavnim organom, ako je zakonom
koji taj postupak ureduje elektronski potpis dozvoljen.
Smatra se da je ovaj zakon uskladen sa Direktivom EU
1999/93/EC.

Uvodenje i unapredenje informacionih tehnologija
u radu javne uprave nuzno podrazumeva odgovarajuca
finansijska sredstava, izuzetno preciznu pravnu regulati-
vu (posebno podzakonske propise koji bi blize uredivali
tehnicke aspekte primene, te posebno regulisanu zastitu
podataka i elektronski potpis), politicko opredeljenje, teh-
ni¢ko-tehnolosku podrsku (posebno u oblasti sigurnosti
sistema, pristupa informacijama i konstantnog prilago-
davanja novim dostignu¢ima). Ipak, njeno uvodenje i
unapredenje stvaraju viSestruko vece koristi, prvenstve-
no materijalne prirode, ali vode i ka ops$toj modernizaciji
drustva, te prevazilazenju nekih od hroni¢nih problema
koji svoje korene vuku u dalekoj proslosti, po¢ev od biro-
kratskih deformacija, do ukorenjenih korupcionih obra-
zaca i neazurnosti javne uprave.

KOMPARATIVNI PREGLED PRIMENE
INFORMACIONIH TEHNOLOGIJA U JAVNOJ
UPRAVI

U okviru drzava koje ¢ine EU postoji skoro stopostot-
na prisutnost javne uprave na internetu. Skoro svi rele-
vantni podaci o radu javne uprave, odnosno podaci koji su
joj u posedu (a posebno podaci koji se ti¢u uslova poslova-
nja ili javnih registara), ¢ak i pracenje sednica kolegijalnih
organa, su dostupni putem interneta. Jedna od zamerki
koje se u tom pogledu mogu istaci je da se prezentacijski
i poslovni portali Cesto integrisu u jedan, odnosno da su
poslovni portali postavljeni na manje dostupnim mesti-
ma. Takode, u okviru lokalnih samouprava, pa ¢ak i nekih
prestonica (kao $to je London) usled prepustanja I'T kom-
panijama vodenja pojedinih aspekata elektronske uprave,
dolazi do gubitka interaktivnosti. Procenat implementaci-
je on-line usluga, tzv. usluznih delatnosti e-uprave, nije jo$
uvek na onom nivou koji je projektovan, iznosio je 2012.
godine oko 52% na drzavnim nivoima i oko 41% na loka-
nom nivou, a osnovni problem predstavljaju organizacija
rada, povezanosti razli¢itih sistema unutar javne uprave
i nedostacima u koordinaciji [6, str. 569]. Ipak, najveci
problem i danas predstavlja uces¢e gradana u donosenju
odluka putem informacionih tehnologija (izradi planskih
akata, programa, projekata, elektronski izbori, gradanska
inicijativa), gde postoje razlike ne samo medu pojedinom
zemljama, nego i unutar njih. Na nivou EU postoje plan-
ski i regulacioni dokumenti koji za cilj imaju sinhroni-
zovan razvoj e-uprave, koja bi svoje efekte ostvarivala na

vi$e polja, sa odgovaraju¢im instrumentima nadzora nad
njihovom implementacijom.

Slovenija predstavlja jedan od najuspesnijih primera
intenzivnog razvoja e-uprave u Evropi. Ona se, iako ze-
mlja u tranziciji, 2007. godine sa 7. popela na 2. mesto u
okviru EU po pitanju razvoja elektronskih usluga javne
uprave, tako da je ona danas na nivou evropskog prose-
ka. Jedan od primera razvoja e-uprave je i poslovni portal
»sve na jednom mestu® - VEM, za koji se smatra da je
znatno doprineo smanjenju administrativnih prepreka u
oblasti privrednog poslovanja, te znatno olaksao komuni-
kaciju privrednog sektora i javne uprave. Svrha njegovog
postojanja je da pruzi potrebne informacije privrednim
subjektima, te da im omogu¢i pokretanje poslovanja u
najkracem roku. Njegovi efekti su vidljivi, ticu se kako
usteda u troskovima (posebno za gradane), tako i znatno
smanjenog roka za dobijanje dozvola, te olaksanog pristu-
pa informacijama i pravnoj i tehni¢koj pomod¢i i podrsci
[3, str. 927].

U Hrvatskoj se od 2001. god. intenzivno radi na una-
predenju informacionih tehnologija unutar javne uprave
i harmonizaciji pravne regulative sa standardima EU. U
tom pravcu, pored zakona, od posebnog znacaja je Pro-
gram e-Hrvatska 2007, koji bi trebao da obezbedi grada-
nima i pravnim licima najvisi nivo informacionih usluga i
najiru upotrebu i razmenu informacija, te njihovo ucesce
u donosenju odluka. Portal HITR.HR uspostavljen 2005.
godine pruza usluge gradanima i pravnim licima u razli-
¢itim oblastima, kao $to su e-zdravstvo, e-katastar, e-po-
rez, e-administracija. Smatra se da je on znatno olaksao
komunikaciju gradana i javne uprave, te podigao kvalitet
u nizu javnih usluga.

U Srbiji su od 2004. godine preduzeti znacajni koraci
na putu ka uvodenju e-uprave. Pored Strategije reforme
drzavne uprave, usvojena je Strategija ulaska u informa-
ciono drustvo, te ¢itav niz zakona (Zakon o slobodnom
pristupu informacijama od javnog znacaja, Zakon o regi-
straciji privrednih subjekata, Zakon o elektronskom pot-
pisu, te Zakon o organizaciji i nadleznosti drzavnih orga-
na za borbu protiv visokotehnoloskog kriminala(2005) i
Zakon o informacionom sistemu (2006). Usluge za koje
je stvorena moguc¢nost da putem e-uprave budu dostupne
gradanima i pravnim licima su izvodi iz mati¢nih knjiga,
prijave prebivalista i druge prijave policiji, pomo¢ u za-
poslenju, registracija vozila, gradevinske dozvole, prijave
odredenih poreskih oblika, registracija novih subjekata,
prijave PDV, carinske deklaracije, statisticki podaci, na-
knade socijalne zastite, javne biblioteke itd. Najveci broj
jedinica lokalne samouprave, pokrajinski organi i organi
drzavne uprave su prezentovani putem interneta, s tim
$to se azurnost uredivanja sajtova, te njihov kvalitet i do-
stupnost pojedinih informacija smatraju slabom tackom
ovog sistema. U pogledu e-demokratije jo$ uvek postoje
veoma skromni dometi (izvesni rezultati su ostvareni po
pitanju izbora saveta nacionalnih manjina). Jedno od naj-
aktuelnijih pitanja je unapredenje sistema javnih nabavki,
gde bi se, prema ocekivanjima, savremenim informacio-
nim tehnologijama obezbedile znacajne ustede, te smanjio
nepodnosljivo visok nivo zloupotreba.



OSNOVNI PROBLEMI U PRIMENI
INFORMACIONIH TEHNOLOGIJA U JAVNOJ
UPRAVI

U vezi sa efektima informacionih tehnologija u javnoj
upravi postoje izvesne zablude kao i rizici. Informacione
tehnologije se laicki predstavljaju kao dovoljno sredstvo
za eliminisanje korupcije, zamenu klasi¢nih (po nekima
prevazidenih) demokratskih instrumenata, uklju¢ivanje
gradana u javne poslove, ,,otvaranje“ drzave ka javnosti,
uklanjanje birokratije i povecanje efikasnosti rada. Ipak,
ovakva ocekivanja ni na koji nac¢in ne mogu biti rezul-
tat primene novih tehnologija, jer ona duboko zadiru u
same osnove drzavne organizacije i drustveno-ekonom-
skog sistema unutar nje, a ticu se i stepena razvoja drus-
tvene svesti i ukorenjenih kulturnih obrazaca u naj$irem
smislu. Politicke institucije, politicka volja, aparat vlasti,
te drustveno-ekonomski odnosi ne mogu ni na daleko
ve¢em (danas nedostiznom) nivou nauc¢nog razvoja biti
zamenjene informacionim tehnologijama niti virtuelnim
sistemom odlucivanja.

Pored zabluda i nerealnih ocekivanja, upotreba infor-
macionih tehnologija vuce sa sobom i izvesne rizike. Oce-
kivanje da ¢e se putem depersonalizacije raznih procedura,
povecanjem efikasnosti i novih oblika kontrole kroz kori-
$¢enje informacionih tehnologija ukloniti korupcija u radu
javne uprave je bilo nerealno. Pojava e-korupcije u javnoj
upravi kao Sirokog spektra pojava koje se odnose na zlou-
potrebu javnog ovlascenja ili sluzbe putem informacionih
tehnologija predstavlja jedan od manjkavosti ovog siste-
ma. Neki od pojavnih oblika e-korupcije su: zloupotrebe
elektronske poste, zloupotrebe veba, otkrivanje poverljivih
podataka, neovlas¢eno koris¢enje baza podataka, preva-
re u e-nabavkama, manipulacije sa softverskom zastitom
informacionih i kompjuterskih sistema, prevare pri kon-
kurentskom uce$cu na tenderima, manipulacije sa e-placa-
njem, presretanje narudzbi, manipulacije sa elektronskim
porukama, prevare u narucivanju roba ili usluga, spamovi,
manipulacije pri elektronskom glasanju i prebrojavanju
glasova, ugrozavanje njegove tajnosti [4, str. 991].

U vezi sa elektronskim izborima poseban problem
predstavlja obezbedenje regularnosti i sigurnosti celo-
kupnog procesa, jer sistem cesto nije u mogucnosti da
isprati izuzetno zahtevne, komplikovane i osetljive pro-
cedure (problemi koji se ti¢u registracije, autentifikacije,
odvijanja, prebrojavanja i obrade, objavljivanja, tajnosti,
pad sistema, zagu$enje, virusi, zloupotrebe...). Poseban
problem koji zahteva i posebno razmatranje je tzv. cyber
kriminal. U situaciji kada ne postoje odgovarajuc¢a pravna
i tehnicka resenja, te odgovarajuci programi i tehnologije,
sa nedovoljno osposobljenim osobljem i needukovanim
korisnicima, sa rasprostranjenim strahom od cyber kri-
minala, celukupan koncept informacionih tehnologija u
javnoj upravi (kao subjektu od koga se ocekuje zastita i
sigurnost) moze da dozivi krah.

ZAKLJUCAK

Ukoliko se pod demokratizacijom javne uprave podra-
zumevaju novi metodi uces¢a gradana u javnim poslovi-
ma, obezbedenje javnosti u radu svih njenih elemenata,
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te kvalitet i efikasnost vrsenja javnih poslova kao osnove
njenog legitimiteta, moZemo konstatovati da unapredenje
informacionih tehnologija predstavlja vazan korak u tom
pravcu. Pored toga $to javna uprava nuzno sadrzi odre-
dene birokratske tendencije, neophodno je preduhitriti
situaciju da uvodenje novih formi javnog menadzmenta
ide u prilog njihovog jacanja, odnosno obezbediti resenja
koja ¢e umanjiti ili kompenzovati deficit demokratskog
legitimiteta savremene javne uprave. Iskustva koja posto-
je u komparativhom pravu govore o smanjenom intere-
sovanju gradana za vrsenje javnih poslova. Tu ¢injenicu
potvrduje sve manja izlaznost gradana na izbore, referen-
dumska izjagnjavanja i odsustvo gradanske inicijative. Za
razliku od toga, interesovanje za uklju¢ivanje putem in-
terneta u ¢itavom nizu pitanja pokazuje tendencije rasta.
Od primarnog interesa za gradane je i mogucnost da na
$to laksi nacin dobiju informacije ili usluge elektronskim
putem. Takode, uvodenje informacionih tehnologija je
olaksalo rad i saradnju unutar same uprave, te obezbedi-
lo veci stepen harmonizacije. Ipak, osnovni preduslov za
efektivnan razvoj e-uprave je obezbedenje jednostavnog
pristupa internetu, $to u pojedinim drzavama, ali i Srbiji,
danas predstavlja problem, jer uprkos ociglednoj tenden-
gradana. Takode, razvoj informaticke kuture (koja je na
zabrinjavajuce niskom nivou), prvenstveno putem edu-
kacije i planske promocije njenog znacaja i mogucnosti
predstavlja jednu od najznacajnijih, ali ipak nedovoljno
zastupljenih drustvenih aktivnosti.

Elektronska uprava, dakle, predstavlja koncept u okvi-
ru koga se informacione tehnologije koriste na svim po-
dru¢jima javne uprave, transformisuci je u javnu sluzbu,
tj. »servis gradana®. U okviru EU se e-upravi daje takav
znacaj da se u njihovim razvojnim dokumentima ona
smatra osnovnim sredstvom za ostvarenje ,,dobre uprave,
odnosno obezbedenje ,,javnog dobra“. Jedan od osnovnih
preduslova za tako nesto je i unapredenje ,,upravne kultu-
re®, kako u okviru same uprave, tj. njenog profesionalnog
kadra, tako i edukacijom gradana o moguc¢nostima i zna-
¢aju ovog pristupa.

Ipak, iz domena nauke, ovo pitanje se prenosi u oblast
prava. Stepen korisnosti informacionih tehnologija je sraz-
meran opsegu i kvalitetu pravne regulative. Ma koliko da
se njena primena intenzivno odvijala, nepostojanje odgo-
varajuceg pravnog okvira predstavlja opasnost od pravne
nesigurnosti, te ugrozavanje nekih od elementarnih vred-
nosti pravnog sistema, kao $to su pravo na privatnost, za-
$tita od uznemiravanja, izvesnost u pravima i obavezama,
zakonitost pravnih postupaka, kao i devalviranje nekih od
klasi¢nih pravnih instituta, kao $to su ugovaranje, odgo-
vornost, sluzbena tajna, diskreciono ovlascenje itd. Jed-
nom recju, uvodenje informacionih tehnologija u razlicite
aspekte javne uprave nuzno mora da prati odgovarajuca
regulativa, uskladena sa trendovima koji postoje u savre-
menim drustvima, te da se na $irem, evropskom i medu-
narodnom nivou radi na unifikaciji elektronskog prava.
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INFORMATION TECHNOLOGY AS A MEANS OF DEMOCRATIZATION
OF PUBLIC ADMINISTRATION

Abstract:

Contemporary socio-economic development raises the need for ongoing review and adjust-
ment of all aspects of public administration to citizens’ needs. In this context new forms of
public management, among other matters, include quality of service, simplified procedures,
transparency and accessibility to citizens as the basis of its legitimacy. Improving informa-
tion technology is one of the important means to improve the efficiency and the democratic
content of public administration. The basic advantages of their use include improving
transparency, on-line services, simplifying procedures, reducing costs, increasing efficiency,
and harmonized operation of various jurisdictions within the public administration. Also,
the introduction of information technology is associated with certain risks that require
strict legal regulations. The main subject of this paper consists in analyzing the situation,
recent trends in the EU and the region, the area of application and the ability to promote
information technology in public administration, and the risks that entails.
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INTERNETA U SPORTU
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Visoka sportska i zdravstvena skola strukovnih studija, Beograd

Abstract:

Znadaj interneta za razvoj fizickog vaspitanja, sporta i menadzmenta u sportu, niko ne
osporava. U radu pod naslovom "Ekonomske i drustvene posledice zloupotreba interneta
u sportu) istrazene su ¢injenice, problemi i nacini konsolidovanja subjekata koji sve ¢esce
trpe velike, negativne posledice u sportskoj, poslovnoj i obrazovnoj praksi.

Izlaganje obuhvata nali¢je medalje Interneta u sportu jer negativno uti¢e na dalji razvoj
sporta, kvalitet trenaznih procesa, drustvenih odnosa, menadzmenta u sportu, edukacije,
posledi¢no privrednih tokova, i drustva u celini, a time i na nastanak, odrzavanje i zastitu
sportskog brenda.

U radu su objas$njeni izvori nastanka posmatranih pojava u okviru nau¢nih disciplina: me-
nadzment i komunikacije. Na taj se nacin stic¢e pravilan uvid u pristupe koji dele sportsku,
nau¢nu i drugu javnost kada je u pitanju variranje znacaja koji se pridaje novim nau¢nim
disciplinama, postavljajuci korektan okvir za njihovo dalje prosirivanje i produbljavanje u
oblastima koje se medjusobno prepli¢u.

Polazna ideja je da kvalitetno intonirana primena Interneta u sportu, treba doprineti o¢uvanju
eti¢kih i upravljackih principa. Ova ideja uvodi menadzment u sportu u eru institucionali-
zacije, na osnovama zakona i putem strukovnog organizovanja i uplivisanja. To je vazno za
kreiranje strategija: za planiranje, ostvarenje, realizaciju i kontrolu sportsko-ekonomskog
efekta; za najvaznije interesne grupe: sportiste, sportske stru¢njake, stru¢njake u sportu,
sportske organizacije, obrazovne institucije i drustvo.

Rezultati istrazivanja u radu ukazuju na potrebu jasnog predstavljanja i razgranicenja uloga.

To je put i nacin za kreiranje korektne i dugoro¢ne interesne relacije, na visoko konku- Key words:
rentnom trzistu sportskih usluga, za sportski auditorijum, gde nema mesta za nesportske, sport i komunikacije,
ne fer i loSe programe, asocijacije i pojedince. Ukoliko se pravovremeno ne uvidi njihov etika u sportu,
znacaj, postoji opasnost da se demotiviSe redak ljudski resurs, sportski talenat, koji jedini principi sportskog menadZmenta,
proizvodi rezultat, pa se njegovom apstinencijom nepovratno i zauvek gube ostali u njega instrumenti strukovnog
uloZeni resursi: vreme, novac, infrastruktura, poverenje, imidz... organizovanja.
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WP L o S LA O T 1 A I
INTERNET i
P R SR T (VI ————— S =
. . . . RELINRNATA | cobuRSs | WSANNACEE | NIk |
U radu se polazi od nekih egzaktnih odredjenja rele- =~ Thwfemsts | eires e B
. e . . . Poilni-gighs Wi | e it e 1yl ol
vantnih za razvoj biznisa i menadzementa kao nauke i u = Fesbwmemes s Mgy | Pt
. . b L bwm i Ea o e B
kontektstu toga oblasti menadzmenta u sportu. Prven- — tessems Pl puns "yl e |
. 1. v s . . . . Pl s T e ot T Ll | P
stveno se misli na znacaj i pripadanje ovih pojmova u lo- "= bl b ek Pt g
.y . . . v . . ! | v LI
gickom rasudjivanju. Sportski menadzment je deo teorije s e
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sporta, bas kao $to je i Internet ¢iji se znacaj ne zeli uma-

njivati. Cilj je predstaviti ulogu ovih oblasti u okviru jedne
jedinstvene produktivne celine, u kojoj se svi pojmovi po-
smatraju kao delovi istog sistema, vodjeni istim ciljevima,
i o¢ekivanim ishodima. Uvidom u SL. 1, stice se predstava
o pozicijama koje pojmovi menadzment i komunikacije Ako se naucne definicije ovih pojava (sport, menad-
imaju u okviru sistema sporta: zment i Internet) posmatraju istorijskim metodom, prema

Fig. 1. Specijalisticka podrucja u sportu (prema Pitts, B. 1 D.
Stotlar, 1996, str. 77)
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periodima njhovog nastajanja a ne prema vaznosti znacaja
koji imaju danas, moze se nedvosmisleno zakljuciti: sport
je mogao nastati pre ili istovremeno sa pojavom menad-
Zmenta, ali je izvesno da je Internet nastao 60 vekova ka-
snije. Ako se sportski menadzment posmatra izolovano od
pojave sporta i menadzmenta kao nauke, njegova pojava
kao naucne discipline (i specijalistickog podrucja u spor-
tu) veZe se za nastanak trzita (Model proizvodne ere od
1800-te godine, do pojave ere marketinga sredinom 20-og
veka), kako pokazuje SL. 2.
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N erre—— ————— ———
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Ntk Freiroska ms P ers | [y muarkings |
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Fig. 2. Model privrednih era [4]

Prema ovom tipu ustanovljen je Hardijev model rasta
sportskog trzista (period budenja od 1800-te godine do
perioda pune konkurentnosti oko 1880.g.), za manje od 1
veka, kako to prikazuje SI. 3.

MARCAIEY MOIHIL RAST SPORTSKOG TRARTA I

— — E—— S —
|- | el 1R | T8 | 8- s
Pemiedd Beabmpn Foriod s sveen | (Foresd onlboemmciie |

Fig. 3. Hardijev model sportskog trzista [4]

Sada se u analizu moze ukljuci Fulertonov model Mar-
ketinskih era (period nastanka od 1830 godine, preko pe-
rioda razvoja institucija u sportu, do perioda ustanovljenja
i usavrsenja od 1930-1980), kako to pokazuje SI. 4.
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Fig. 4. Fulertonov model marketingkih era [4]

Iz svega se moze jasno uociti i kreirati Model era sport-
skog marketinga (1820-1920-te godine), prikazan na SI. 5,
nakon cega sledi period daljeg institucionalnog razvoja i
usavrSavanja marketinga i menadzmenta u sportu.
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Fig. 5. Ere sportskog marketinga [4]

Primer 1: Ako se u analizu ukljuci slu¢ajno odabra-
na studija slucaja [8] po kojoj se 'marketing izu¢ava na
nasim prostorima poslednjih nekoliko godina’, moze se
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zakljuciti kolike $tetne posledice nauci Internet donosi,
jer masovnom auditorijumu isporucuje ’ekskluzivnu in-
formaciju’ (bez podatka o datumu izvora iste informacije)
o0 nau¢noj oblasti koja postoji gotovo dva veka. Istina je da
se marketing kao poseban predmet izuc¢avao ma fakulte-
tima, ¢ak i srednjim $kolama u bivSoj SFR] pre 30 i vise
godina (pocetkom 70-ih godina 20-o0g veka), kada je ve¢
postojao kadar sa nau¢nim zvanjima iz te oblasti (magistri
i doktori nauka), te nastanak datira barem deceniju ranije.
Zaostajanje primene u odnosu na razvijenije zemlje 10-20
godina, je posledica cestih ratova i politickog uredenja koji
su nametali drugacije (planske) pristupe nauci i privredi.
Sada vremenskih i drustvenih razlika nema, jer je profesi-
onalni sport utemeljen na nau¢nim principima sportskog
menadzmenta.

Sli¢ni zakljucci dobijeni poredenjem pojmova: marke-
ting, sportski marketing i sajtova (kao najvaznije poluge
Interneta), se mogu izvesti i ako se posmatraju pojave kao
§to su sport, menadzment, sportski menadzment, komu-
nikacije i Internet. Internet kao najmlada oblast se mora
usaglasiti sa postoje¢cim naukama, a pokusaj dominacije
ili izostanak svrhe njegove primene proizvodi eticke i pri-
vredne probleme i posledice, $to moze da dovede u nega-
ciju njega samog.

IMPERATIV FER PLEJA U INTERNETU | SPORTU

Na SL. 1, prikazan je odnos pojmova: marketing, me-
nadzment i komunikacije u okviru Teorije sporta. Na
Internetu se nalaze podaci o nastanku pojmova: sport i
menadzment i poreklo njihovih znacenja. U oba slucaja
navodi se da poti¢u od latinskih reci (disportare i manus).
Dakle, zanemareno je (namerno ili iz neznanja), da su ove
pojave, i pojmovi bili zastupljeni pre toga u antickoj Gr¢-
koj (i gr¢ckom jeziku). Pojam uve i puve, oznacava monetu
(prvi novac) koji uklju¢uje promenu vlasnika i vremenske
cikluse u okviru kojih se vrsilo saldiranje vrednosti. U na-
ucnoj literaturi postoje podaci o implementaciji 4 nivoa
menadzmenta jo$ u starom Egiptu. Pojam m’nahag po-
tice iz akadskog jezika. Dakle, ljudi su se oduvek bavili
sportom, upravljali proizvodnim i drugim aktivnostima
i medusobno komunicirali, ali nau¢no objasnjenje ovisi
o tome koja aktivnost je u funkciji koje pojave. Sledi da
primena Interneta u sportu nema svrhe ako sport ima
sporednu ulogu, a nemoguce ga je praktikovati bez ba-
rem neke menadzerske aktivnosti (planirati igru, voditi
tim, organizovati tok igre, kontrolisati pomocu pravila...)
[6]. Sa druge strane, ako je informacija i komunikacija ne-
zeljena, proizvodice troskove bez efekta, pa je sa aspekta
menadzmenta u sportu c¢ak $tetna.

Primer 1: Studija slu¢aja o zloupotrebi Interneta [8]: 'U
najvecem broju slucajeva, Internet se koristi za poslovanje,
zabavu ili edukaciju, ali jednako nudi i neslucene moguc-
nosti za distribuiranje nelegalnog materijala ili sprovodenje
nelegalnih aktivnosti. Sirenje Interneta pokrece brojna etic-
ka pitanja kao $to su pravo na privatnost, tajnost, sigurnost
i poverljivost podataka, pravo na intelektualno viasnistvo
i autorska prava, zatim pitanja pornografije, web stranica
koje poticu mrznju, Sirenje glasina i kleveta i mnoga druga.
Internet je, neformalan, te na njemu ne postoje zakoni. Po-



stoje ... preporuke koje zvanicno nemaju obavezujucu ulo-
gu, ali u praksi ih se svi u manjoj ili vecoj meri pridrzavaju.
Ove preporuke su distribuirane u obliku RFC dokumenata,
no njih ima mnogo i pokrivaju sve aspekte Interneta pocev
od najosnovnije tehnicke dokumentacije, pa do kodeksa
ponasanja... Sve je vise ljudi koji slobodu koju u svakom
pogledu pruza Internet pogresno tumace. Oni Internet ser-
vise koriste na taj nacin da nanose Stetu, kako drugim po-
jedincima tako i firmama i raznim organizacijama.

Navedeni primer iz prakse najvecu $tetu nanosi upravo
sportu i obrazovanju, a postavljen je kao Seminarski rad
iz, koje ironije, bas iz Poslovne etike. Autor rada (pored
$irenja racunarskih virusa), problem ne vidi u svojoj ne-
gaciji, ve¢ u zloupotrebi Interneta: 1/ od strane zaposlenih,
i 2/ “Bombardovanjem” SPAM e-mail porukama)’. SPAM
je toliko zasao u pore Internet komunikacije da priznati
strucnjaci iz ove oblasti Cesto poistovecuju SPAM sa direk-
tnim marketingom [1]. Autor razliku izmedu dva pojma
vidi u tome $to direktan marketing predstavlja "reklami-
ranje’koje je namenjeno ciljanoj populaciji korisnika, na-
suprot $to vecoj neciljanoj populaciji kojom se sluze tvorci
poruka. Isti *priznati stru¢njaci’ upotrebom ’reklamiranja’
postizu suprotno od onoga $to zele postici oglasavanjem,
pa na taj nacin Internet neguje jedan poseban, los re¢nik
koji nanosi veliku $tetu i samom jeziku. Sli¢ne zloubpo-
trebe su prisutne kod tzv. ’ambush marketing-a’, kada se
predstavlja kao efikasna strategija za borbu protiv konku-
rencije [6].

Primer 2: Na listi ucestalih zloupotreba e-poste i In-
terneta, prema istom sajtu i istrazivanjima u V. Britaniji
u 75% slucajeva je citanje vesti ili sportskih naslova. Caso-
pis Personnel Today i konsultantska firma KLegal sproveli
su istraZivanje u 212 kompanija sa vise od 50 zaposlenih.
Rezultati istraZivanja otkrivaju da su disciplinski postupci
vodeni zbog zloupotrebe Interneta po brojnosti nadmasili
slucajeve u kojima su zaposleni optuzeni za prevaru, nasi-
lje ili ugrozavanje zdravlja i bezbednosti...Razlog moze biti
razlicito shvatanje onoga sta je dopusteno, odnosno zabra-
njeno... upotreba Interneta je u neprekidnom porastu, a
samim tim i mogucnost zloupotrebe. IstraZivaci tvrde da
problem zabrinjava poslodavce jer: 1/ ovakvi slucajevi stete
reputaciji kompanije, 2/ troskovi kompanije se povecavaju
zbog vremena koje zaposleni trose na vanredne aktivnosti.
Problem koriscenja poslovnih resursa u privatne svrhe nije
samo u tome $to zaposleni rade nesto drugo, a ne ono za
Sta su placeni, vec Sto takve aktivnosti dovode do pada pro-
duktivnosti i tokom ostatka radnog vremena... ovakav rad
moze povremeno da ugrozi bezbednost mreze, pa cak i da
narusi ugled kompanije u javnosti... kako izgleda kad se
neko sa rasistickim, Sovinistickim i slicnim porukama po-
javina diskusionim listama i... prikaze svoju e-mail adresu
u kojoj je sadrzan i naziv firme u kojoj radi. Poslodavci su
shvatili znacaj ove pojave, pa 20% kompanija danas sva-
kodnevno nadgleda kako zaposleni koriste Internet i e-po-
Stu, u poredenju sa 11% pre godinu dana. IstraZivanje je
pokazalo da vise od 90% kompanija informise zaposlene da

1 Eticko opravdanje sopstvene zloupotrebe na ovom sajtu je: “Sve §to
znam, sve je tudje i od drugih saznato, a ipak - sve je moje! (M.
Tven). Kontakt mozete ostvariti mejlom: kontakt.seminarski@
gmail.com. Seminarski rad/radovi se mogu poslati na mejl: sa-
ljemseminarskirad@gmail.com
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se njihove elektronske komunikacije nadgledaju... manje
od 10% to radi tajno i na taj nacin, izmedu ostalog, krsi
i neke britanske zakone... Prevelika doza kontrole kvari
atmosferu na poslu, a na to su obicno najvise osetljivi oni
najvredniji i najkreativniji radnici... koji najlakse mogu da
nadu drugi posao... Evidentno je, da je i kod nas Siroko ra-
sprostranjena pojava zloupotrebe Interneta, ali da nije do-
voljno proucena, kao i Stete koje od nje nastaju, uzroci koji
dovode do nje i mogucnosti prevencije i sprecavanja [8].

U Zakonu o sportu [7], ¢l. 63, Ministarstvo proklamu-
je javnu dostupnost podataka iz Jedinstvene evidencije
preko interneta. U Zakonu o visokom obrazovanju, su
odredene informacije koje su javne. One odmabh i cesto
postaju predmet zloupotrebe (kao plagijati), jer zakono-
davstvo ne obezbeduje zastitu, $to na neki nacin podsti¢u
zloupotrebe sa jedne strane stvarajuci prostor za fingiranje
podataka, lo§ kvalitet poslovanja i gubitak konkurentnosti
i motivacije. Neretko poslodavci uskra¢uju zaposlenima
informisanje koje se zakonom izri¢ito zahteva, a podsticu
cenzure. Ako u sportu ne postoji sloboda konkurencije,
dolazi do apstinencije, a najvece zloupotrebe Interneta su
deljenje javnosti (putem foruma) po neprofilisanim te-
mama, ¢ime se podstice nestru¢nost pod laznim plastom
kompetentnosti. Ovo otvara pitanje: kontrolise li menad-
zment informacije (komunikacije), ili one (tj. Internet)
kontrolisu menadzere. Ukoliko su aktivnosti profesional-
no vodene, problem ne postoji, a kada ga ima, tada ga
bas menadzeri pogodeni zloupotrebama, moraju resavati,
$to vodi obostranom gubitku poverenja, konfliktu i padu
kvaliteta privrednih subjekata. Dakle, kada se Internet
podredi etickim kodeksima i fer pleju bice faktor i resurs
koji doprinosi rastu organizacije, u protivnom postaje ne-
potreban.

SPORTSKA MISIJA SINHRONIZOVANA
UPRAVLJANJEM | KOMUNIKACIONI
SPEKTRUM

Primena Interneta u okivru specijalistickih podrucja:
studije sporta i vodjenje poslova, koliko god efikasna bila,
moze proizvoditi negativne posledice po sportsku misiju.
U fokusu posmatranja su sada specijalisticka podru¢ja:
komunikacije i drustvene nauke, u kojem Internet ima do-
minantniju ulogu, ali je i zvor svoje suprotnosti. Kao $to
nestrucan pristup u praksi stvara konflikt izmedu sportske
i robne misije [5], poznat kao tzv. efekat misije (koji u pro-
fesionalnom sportu ne postoji), dominacija komunikolo-
gije i Interneta nad podrucjima: vodenje sporta i poslova,
dovodi o bavljenja tih podrucja samima sobom, a posebno
je opasno odricanje kontrole menadzmentu nad izvorima
i troskovima informacija kao resursu na koji se princip
efektivnosti i efikasnosti jednako mora primenjivati. Ako
komunikologija proizvodi sopstveni output (npr. sportske
informacije koje se prodaju na trzistu sportskih i drugih
usluga), kao npr. sportsko izdavastvo, onda je uslovlje-
na sopstvenom produktivnos¢u. U suprotnom postaje
preskupa, samim tim i nepotrebna, a trosak njenog po-
stojanja opterecuje upravo onaj output u ¢ijem stvaranju
nije ucestvovala. Ovo je najmocniji argument u kreiranju
odbrambene strategije koji sportski menadzment ima u
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obuzdavanju nepotrebnih, $tetnih i laznih informacija i
podataka koje cirkuli$u Internetom. Problem stvaraju
ustanove i pojedinci, ¢ak i u okviru obrazovanja, koji su
bili vise ili manje izloZeni specijalizaciji (npr. nastanak
menadzmenta i marketinga u okviru ekonomije naspram
podredjenja ovih disciplina komunikologiji i organizaci-
ji), kada stvaraju direktnu Stetu proizvodnoj, poslovnoj ili
sportskoj funkciji. Prostom sintetizom efekata i troskova
moguce je proceniti da li Internet u sportu u konkretnom
slu¢aju vodi rastu prihoda ili postaje sredstvo unistenja
organizacije.

Faktora koji sprecavaju menadzment da se izbori sa
$tetnim posledicama Interneta u sportu je puno. Jedni od
namocnijih u sportu su: 1/ saglasnost, 2/ identifikacija,.
(poistovecivanje), 3/ internalizacija [3], 4/ polarizovanje,
i 5/ emotivnost. Ako se publika samoidentifikuje u po-
greSnom pravcu, kod sportskog dogadaja, nemoguce ju
je odstraniti. Samim tim ona se polarizuje u odnosu na
drustveno prihvatljiviju polovinu, a svoje stavove brani
neretko i upotrebom sile. Zato konstruktivna razmena tih
stavova nikada ne dovodi do resenja, ve¢ naprotiv stvara
jaz, povecane troskove i konflikt, koje Internet potencira,
jer se pomocu tih multiplikovanih misljenja zapravo odr-
zava. Ovo se mozZe jasno objasniti na primeru emotivnosti
(jos jedan faktor koji nikada nece dovesti do usaglasavanja
stavova i reSenja u sportu).

Primer 3: Sajt use and misuse of internet _ Debatewi-
se Where great minds differ.htm [9], pored drugih tema,
pokrece diskusije o sportu (Plivanje u prirodi je bolje od
plivanja u bazenu; Stajanje nikada ne bi trebalo biti vrace-
no na fudbalske terene; Prekinite Olimpijske igre; Treba li
odlucivati srcem a ne glavom...). Jedna od njih je i: Rodzer
Federer nije najveci teniser svih vremena. Razlozi za i pro-
tiv, povecavaju posecenost sajta, §to i jeste cilj. Poslo se od
istine da Federer ima najveci broj fanova, koji ¢e se odmah
revnosno ukljuciti u diskusiju, kako bi odbranili svoja li¢-
na ubedenja. Ljudi se ukljucuju u diskusije zato $to zele
nesto Cuti i reci, jer je angazovanost jedna od bitnih karak-
teristika civilizovnog bica. Sa druge strane, tema podstice
na odziv i drugu, polarizovanu grupu kojoj konstatacija
odgovara, pa se pri tome kod njih koriste dijametralno
suprotni deskriptori. Tako se rasprava nikada ne privodi
obostrano prihvatljivim zaklju¢cima, a to i jeste bio cilj
kod pokretanja debate. Ako npr. prose¢ni Srbin odmah
odgovori da je N. Pokovi¢ najbolji teniser svih vremena,
svoje argumente brani drugim receptorima, negirajuci da
imaju veze sa nacionalnom pripadnos$¢u. Kada se u deba-
tu ukljucuju zene, obi¢no procenjuju fizicku privlacnost
ili godine starosti. Sportski menadzer bi usao u raspravu
tvrdeci da Federer viSe od svih ostalih novac zaradjuje od
marketinskih aktivnosti (putem endorsement-a), vise od
ukupnih nagradnih fondova osvojenih turnira (kao D.
Bekam u fudbalu). On zna da linija razdvajanja nasledni-
ka i predhodnika brzo nestaje, jer je sportski talenat kao
i rezultat, vremenski uslovljena kategorija. Ali pokreta¢
diskusije nece precizirati kriterijume po kojima se definisu
pojmovi ‘najveci’ i ’sva vremena’. Ukoliko bi to uradio,
dalja debata bi se brzo zavriila, a to nije njiegov cilj. Moze
se zakljuciti na bazi ove tri studije slucaja, da ukoliko bi se
pravila igre i propozicije na Internetu precizirali stru¢no

i ta¢no, kako je to u sportu i biznisu, uskoro bi ucesnici
odustali i zaboravili ovu kao i druge teme. To bi dovelo
do gasenje sajtova, ¢ime se gubi bitka za necije dragoceno
vreme, novac, paznju, moc...

Komunikacioni spektrum i razlozi za promociju u
sportu igraju vaznu ulogu. Istorijsko-geografski horizont
primaoca poruke u procesu kontekstualizacije ¢ini 8 faza
u 4 stepena: 1/drustvo i geografsko-istorijski kontekst ¢ine
polaznu osnovu, 2/ koja oblikuje stav, ponasanje i oceki-
vanje pojedinca, 3/ nakon ¢ega on prilazi poruci sa nedou-
micom i zeljom da otkrije istinu, 4/ koja vrsi uticaj i stvara
svest o (ne)pozeljnoj aktivnosti, 5/ i osvetljava odredeni
istorijski kontekst s reverzibilnim efektom na postojeci
problem ili Zelju, 6/ nakon ¢ega se metodom ispitivanja
reakcije okoline formira nov stav, 7/ koji je ponavljanjem
pretocen u razmisljanje o konkretnoj potrebi, 8/ sa rada-
njem Zelje da ista bude zadovoljena. Korisnik zadrzava pri
tome pravo da empirijski (konzumacija) dozivi satisfakci-
juiodludi se na ponavljanje celog informativnog procesa.

Komunikacioni proces ima izvanvremenske, izvanpro-
storne i antropoloske dimenzije: poruka sadrzi eksplicitnu
i implicitnu informaciju, a primalac ¢esto dodeljuje po-
ruci znacenje koje primalac nije imao nameru da iskaze.
Komunikacioni spektrum uvazava: 1/ okolnost i kvalitet
postojanja uzajamnih odnosa izmedu posiljaoca i prima-
oca, 2/ okolnosti u kojima se primalac nalazi kada primi
poruku, 3/ ocekivanja koja primalac ima u pogledu sadr-
zine poruke, 4/ formu u kojoj je poruka saopstena (poezi-
ja, proza, kombinacija audio-vizuelnih signala), i 5/ skup
ideja koje postoje u svesti primaoca o jeziku (kodu), istini
i ¢injenicama Primalac tumaci i odgovara na poruku u
debati na Internetu na bazi eksplicitnih i implicitnih in-
formacija, namere izvora, ali u najvecoj meri pod uticajem
kulture kojoj pripada (2, str. 346).

1z ovoga sledi da je kroz komunikacioni spektrum mo-
guce ostvarenje svih cljeva i zadataka, ali da istovremeno
moze da sluzi kao instrument manipulisanja pojedincima,
grupama i organizacijama. Cilj rada je bio da osvetli oba
aspekta, da se ukaze na moguce posledice zloupotreba,
kako bi u sportskoj praksi Internet doprinosio stvara-
nju vrednosti umesto destrukciji. Dakle, vrSenje sportske
misije je moguce jedino pod vodstvom kompetentnog
menadzmenta, a komunikacija je u tom slu¢aju sredstvo
ostvarenja misije a ne cilj sopstvenog postojanja.

ZAKLJUCAK

Internet u sportu sve kulturoloske razlike koristi kao
podsticaj za ukljuc¢ivanje u konkurentsku borbu i sucelja-
vanje misli, ideja, stavova, proizvoda, mesta, ljudi, situaci-
ja... $to je moguce veceg broja ljudi. Time doprinosi rastu
i razvoju sportskih organizacija, ekonomskom i drustve-
nom razvoju drustva, i njega samog. Na taj nacin utice da
su kulturoloske razlike sve manje, ali se na Zalost razlike u
stavovima ljudi nasuprot tome jo$ vise produbljuju.

Ukoliko postoje neprecizne definicije i odsustvo
Zelje za jasnim formulacijama i razgrani¢enjem uloga,
mogu negativno uticati na razvoj sporta, kvalitet tre-
naznih procesa, drustvene odnose, etiku sporta, menad-
Zment u sportu, edukaciju, privredne tokove, i sport-
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ECONOMIC AND SOCIAL EFFECTS OF THE MISUSE OF THE INTERNET
IN SPORT

Abstract:

No one can deny the importance of the Internet for the development of physical education,
sport, and sport management. The article ‘Economic and social effects of the misuse of the
Internet in sport’, examined the facts, problems and ways of consolidating entities which
increasingly suffer large, negative consequences within sporting, business and educational
practices.

Covering both sides of the coin includes the Internet within sport as it has a negative influ-
ence on its development, the quality of the training process, social relations, management
within sport, education, subsequent business flows, society as a whole, and the formation,
maintenance and protection of the sports brand.

Within the paper was explained the origins of the observed phenomena through the fra-
mework of scientific disciplines: management and communication. In this way, insight
into the approaches that divide sports, scientific and other publics according to the varying
importance afforded to new scientific disciplines, is attained, setting a correct framework
for further broadening and deepening such approaches in areas that are interlinked.

The basic premise is that quality intonated use of Internet in sport should contribute to the
conservation of management and ethical principles. This idea introduces the management
of sport within the era of institutionalization, as based on the law and the organization of
vocational and influence. This is important so as to create strategies: planning, execution,
implementation and control of the sport-economic effects; for the most important interest
groups: athletes, sports professionals, sports specialists, sports organizations, educational
institutions and society.

The results of the study within the paper indicate the need for a clear presentation and de-
marcation of roles. It is the method and way of creating correct and long-term stakeholder

relations within the highly competitive market of sports services for sports auditoriums, Key words:

where there is no room for the non-sporting, and unfair and weak programs, associations sport and communication,

and individuals . If their importance is not observed in a timely manner, there is a danger ethics in sport,

that the line of human resources, that is the sporting talent which alone produces the principles of sports management,
outcome, will become unmotivated, and through their abstinence, others irreversibly lose instruments of professional

the invested resources of: time, money, infrastructure, confidence, image..... organization.
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Abstract:

Ekonomski rast i tehnologija su neraskidivo povezani. Trenutni ekonomski uslovi podsti¢u
ulaganja u tehnologije u trzi$ta u razvoju i pojacavaju njihove potrebe da tehnologija ubrza
rast, a napredne trzi§ta traze nove nacine da smanje tro$kove i pojacaju inovacije. Ovo
postaje zacarani krug u kome digitalne tehnologije doprinose prihodima i traznji potro$aca,
obrazovanju, kao i efikasnoom koris¢enju kapitala i resursa — sve ovo dovodi do povecanja
privrednog rasta, posebno na trzi$tima u razvoju. Dok nove kompanije prihvataju digitalno
trziste odmah, postojece ¢e morati da transformi$u nacdin prodaje, cene, proizvodnju i
isporuku proizvoda i usluga. MenadzZeri ukazuju da ¢e digitalna metamorfoza doprineti da
njihove kompanije vode ve¢u brigu o korisnicima, smanjiti vreme potrebno za izvrSenje

zadataka i povecati produktivnost zaposlenih.

uvobD

Digitalna ekonomija zasniva se na elektronskim tran-
sakcijama putem Interneta ili nekog drugog elektronskog
kanala. Njene osnovne karakteristike su fleksibilnost,
saradnja i velika brzina interaktivnosti medu pojedinim
subjektima lanca vrednosti. Digitalna ekonomija dovodi
do sposobnosti brze reorganizacije resursa kompanije i
kreiranja novih vrednosti i poslovnih modela, koji odgo-
varaju potrebama sve zahtevnijih potrosaca. Po mnogim
predvidanjima sa kraja proslog veka Internet je posma-
tran kao sredstvo koje ¢e uvesti ,,revoluciju“ u moderno
poslovanje, tako da su se tada po prvi put pojavili izrazi
»nova ekonomija“, ,digitalna ekonomija“ i ,internet
ekonomija“ [5]. Ovo je ukazivalo na to da ¢e se veliki deo
poslovnih operacija prebaciti na elektronsku platformu, to
jest da ¢e veci broj kompanija preci na elektronsko komu-
niciranje sa svojim partnerima i potrosacima.

Pojavom prvih virtuelnih kompanija (dot.com) i nji-
hovim brzim krahom, mnogi analiticari su otisli u krajnost
i posmatrali Internet samo kao promocioni kanal. Naime,
Internet predstavlja najveci promotivni kanal, ali on moze
biti mnogo vie od toga - veoma znacajan za kompanije
Cije se poslovanje zasniva na znanju i informacijama.
Mnoge poznate svetske kompanije danas obavljaju vise
od 80% svojih poslovnih aktivnosti putem Interneta i na
taj nacin ostvaruju dve klju¢ne prednosti: prvo, smanjuju
troskove i drugo, svojim potrosac¢ima nude pogodnosti
koje bez ovog kanala ne bi bile moguce [1].

Key words:

digitalna ekonomija,
elektronska trgovina,
informacione tehnologije,
Internet,

menadzment.

POSLOVANIJE U E-OKRUZENJU

Stalne promene na globalnom trzi$tu, podstaknute
brzim rastom ekonomije i novih tehnologija, su ubrzale
vec¢inu poslovnih aktivnosti, od razvoja proizvoda do
reakcije kupaca. Real-time poslovna inteligenciju i predik-
tivna analiza Ce biti potrebna ne samo za brze donosenje
odluka, ve¢ da se izbori sa neo¢ekivanim trzi$nim rizicima
i mogucnostima.

Tradicionalno hijerarhijsko odlucivanje je presporo
za realnost novog digitalnog trzista. Ali vecina sistema za
upravljanje znanjem i sistema izve$tavanja nisu u stanju
da podrze velike brzine dono$enja odluka. Privredne or-
ganizacije i njihovi klijenti sada zahtevaju alate koji ¢e biti
u stanju da u realnom vremenu pruze vredne informacije
u pravo vreme. U stvari, 61% ispitanika se slaze da ce
ogromna povecanja koli¢ine podataka zahtevati novi tip
poslovne intreligencije [10]. Sve vise, konkurentska pred-
nost i vrednost za kupca ¢e do¢i iz prikupljanje trzisnih in-
formacija iz Sirokog spektra izvora, uklju¢ujuci drustvene
mreZe i web analiticke alate.

Uprkos potrebi da rade u realnom vremenu, vise od
jedne tre¢ine kompanija jo§ uvek nema odgovarajuce alate
poslovne inteligencije. U stvari, mnoge kompanije (preko
40%) u najdinamicnijim industrijama, kao $to su finan-
sijske usluge i maloprodaja, kazu da je nedostatak ‘real-
time’ alata jedan od najvecih rizika po njihovu strategiju
koris¢enja poslovne inteligencije [10].



Za maloprodaju poput “Zare’, Spanski modni brend,
brzina nije samo kriticka, to je osnovna vrednost: Potreb-
no je samo Cetiri nedelje da se ideja nade u prodaji, a
proizvodi ne provedu vise od dve nedelje na policama
prodavnica. Da bi obezbedila uspesan pristup, kompanija
se oslanja na poslovnu inteligenciju i analitiku kako bi
pomogla u upravljanju distribucijom svojih proizvoda i
uverila se da se proizvodi distribuiraju na pravim lokaci-
jama na osnovu preferencije potros$aca. To nije mali pod-
vig: Zara ima 6.000 lokacija u 77 zemalja. Odluke moraju
biti donesene - i akcije moraju biti preduzete - u trenu. To
je pristup koji je svakako uticao na kupce, tako prosecan
kupac poseti prodavnici odece oko tri puta godisnje - za
kupce u Zari, prosek je 17 poseta.

Za rad na trziStu koje se brzo menja, gde novi
konkurenti nisu optereceni strogom poslovnom poli-
tikom i razmi$ljanjima, pronicljive zapadne kom-
panije napustaju stroge hijerarhije donosenja odluka i
priblizavaju se mreznoj strukturi koja je viSe trzi$na. Iza-
zov za velike danasnje multinacionalne kompanije ¢e biti
da stvore organizaciju koja ¢e imati prednosti velic¢ine,
ostajuci dovoljno agilna da ostane ispred konkurenata.

Iako ¢e koristi biti znacajne, to nece biti lako: vise od
jedne trecine ispitanika ukazuju da slozenost postojece
infrastrukture ¢ini transformaciju neprakticnom. A 35%
kazu da im kompanije nemaju vizionarskih sposobnosti
da definiSe pravu strategiju [10].

UTICAJ NOVIH TEHNOLOGIJA NA POSLOVNE
SISTEME

Tokom istorije, svetske ekonomije su preoblikovane
od strane revolucionarnih pronalazaka. Ovi prodori, pop-
ut zeleznice, telegrafa i automobila - svaki je izazvao rast
u ekonomijama i dao im priliku da ih iskoriste na najbolji
moguci nacin. Razlika sa internetom je ta, da je globalan
sam po sebi, tako da pogoduje svima, razvijenim i zeml-
jama u razvoju [8].

John Sviokla (partner u Strategy and Innovation Advi-
sory Group, PwC) kaze: “Internet je jedan od najkomplek-
snijih stvari ikada napravljenih. Podize ljudsku organizac-
iju na visi nivo. Kao takva, digitalna ekonomija pokrece
treci talas kapitalizma koji ¢e transformisati poslovanje
i vlade, i dovesti do stvaranja izuzetnog bogatstva $irom
sveta.”

Internet je pokrenuo transformaciju mnogih aspekata
na globalnom trzistu - od ponasanja potros$aca do novih
poslovnih modela. Mobilnosti, cloud computing, poslov-
na inteligencija i drustvene mreze podupiru ovu promenu,
koja se odrzava u razvijenim i zemljama u razvoju.

Slika 1. nam pokazuje da vecina ispitanika (57%) kaze
da ¢e mobilne tehnologije imati najveci pozitivan uticaj na
njihovo poslovanje u narednih pet godina.

Trenutno se procenjuje da 4,3 milijarde svetske popu-
lacije koristiti mobilne telefone (Afrika je najbrze rastuce
trziste) i ocekuje se da cifra poraste na 5,8 milijardi (72%
od ukupne populacije) do 2015 [4]. Kao primer, u 2010.
eBay korisnici su kupovali i prodavali za vise od 2 mili-
jarde dolara robe preko njihovih telefona, vise od 600 mil-

SINTEZA 2014 <> The use of the internet and development perspectives

iona dolara u 2009. Ocekuje se da obim transakcija preko
mobilnog pla¢anja dostigne 630 milijardi dolara do 2014
[7].
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Sl. 1. Uticaj tehnologija na poslovanje (u procentima)
Izvor: Oxford Economics, jun 2011.

Nakon mobilnosti, od poslovne inteligencije se ocekuje
da obezbedi najvece koristi u poslovanju (37%). Poslovna
inteligencija sada podupire skoro svaki aspekt poslovanja,
od lanca snabdevanja i upravljanja rizikom do market-
inga i razvoja proizvoda [10]. Da bi uspeli na digitalnom
globalnom trzistu, gde je brzina nastupa na trzistu klju¢ni
faktor, globalne kompanije moraju deluju u realnom vre-
menu. Kao takva, sposobnost da se informacije analiziraju
brzo i pomognu u donosenju odluka, bice od sustinskog
znacaja.

U meduvremenu, 36% menadZera kaZe da im cloud
computing daje vise fleksibilnosti kako bi odgovorili na
trziSne mogucnosti, pobolj$ava pristupa¢nost njihovog
brenda i olaksava poslovanje [10].

Kao rezultat ovih pogodnosti, 46% kompanija planira
da dodatno ulazu u cloud u budué¢nosti. Otuda, menadzeri
na trzi$tima u razvoju sa mnogo vise entuzijazma plan-
iraju da ulazu u cloud computing nego njihove kolege u
naprednim zemljama.

Drustvene mreZe, u meduvremenu, su postale kulturni
fenomen. Facebook sada ima preko milijardu korisnika,
a Tvitter-u obim posetilaca raste preko 80% godisnje.
Uprkos tome, javlja se neslaganje izmedu menadzera o
poslovnoj vrednosti drustvenih mreza. 31% ispitanika
veruje da ¢e drustvene mreze imati najveci uticaj od bilo
koje tehnologije na njihovo poslovanje, a 35% smatra da
je uticaj drustvenih mreza irelevantan [10].

Sve veci broj kompanija kao sto su GE Energy, Forbes
i AVG, koristi drustvene mreze kako bi izgradili svest o
brendu i lojalnost, posebno na trziftima u razvoju.

Kao rezultat sazrevanja digitalne ekonomije, kompani-
je iz svih industrijskih grana su uvidele da njihovi poslov-
ni modeli moraju da se izbore sa dvostrukim udarom teh-
nologije i globalizacije. Prikaz na slici 2. nam ukazuje da
tokom narednih pet godina, mnogi sektori, ukljucujuci i
informacione tehnologije (72%), telekomunikacije (66%),
zabavu, mediji i izdavastvo (65%), maloprodaju (48%),
bankarstvo (47%), i dalje ¢e biti preoblikovani putem
primene informacionih tehnologija [10].

O ovoj temi je govorio i Bruce Rogers (Chief Brand Of-
ficer u kompaniji Forbes): “Postoji nada da, ako uspemo
da prebrodimo sve ovo, stvari ¢e se vratiti u normalu. Ti
dani se ne vracaju. To je priroda tehnologije, kako za do-
bro tako i za loSe - unistava stare nacine delovanja koji
nisu vise tako moc¢ni.”
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SL. 2. Industrije koje su najvise pogodene digitalnom transformacijom
(u %)

Izvor: Oxford Economics, jun 2011.

Dok nove kompanije prihvataju digitalno trziste
odmah, postoje¢e ¢e morati da transformisu nacin
prodaje, cene, proizvodnju i isporuku proizvoda i usluga.
Menadzeri ukazuju da ¢e digitalna metamorfoza dopri-
neti da njihove kompanije vode ve¢u brigu o korisnicima
(60%), smanjiti vreme potrebno za izvrSenje zadataka
(60%) i povecati produktivnost zaposlenih (58%) [10].

OBIM | PRAVCI KRETANJA DIGITALNE
EKONOMIUJE

Prema istrazivanju kompanije IDC, obim ukupne svet-
ske e-trgovine, kada se globalne B2B i potrosacke tran-
sakcije saberu, se procenjuje na 16 biliona dolara u 2013.
Kada se na to doda trzistu digitalnih proizvoda i usluga,
koje se procenjuje na 4,4 biliona dolara u 2013. - ukupna
veli¢ina digitalne ekonomije se procenjuje na 20,4 biliona
dolara, $to je jednako priblizno 13,8% ukupne prodaje
kroz svetsku ekonomiju [12]. Imajudi u vidu visinu cifara,
jasno je da je digitalna ekonomija stasala.
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SL. 3. Korisnici Interneta u svetu (u milionima)
Izvor: eMarketer, mart 2011.

Slika 3. prikazuje procenu da je 1,8 milijardi (gotovo
27%) svetske populacije sada koristi internet, a taj broj
¢e porasti na skoro 2,8 milijardi (oko 38%) do 2015. Nije
iznenadujuce, najveci skok ce biti u Aziji, koji ¢e ¢initi
vise od polovine svetskih korisnika interneta do 2015. Is-
tovremeno, ocekuje se da B2C (Business-to-Consumer)

e-trgovina skoci od 572 milijardi dolara u 2010. na pre-
ko 1 bilion dolara do 2014. godine. Medutim, ove cifre
ne ukljuc¢uju B2B (Business-to-Business) i online travel
prodaje, koja ¢ine daleko vece parce kolaca e-trgovine [6].

Razlika u odnosu izmedu Zapada i Istoka ogleda se u
njihovim razli¢itim pogledima na digitalne transformaci-
je. Na sledecoj slici se vidi da dve tre¢ine menadzera na
trzi$tima u razvoju smatraju da ¢e mobilni uredaji postati
standardni metod za veb aplikacije u narednih pet godi-
na, u poredenju sa samo jednom polovinom menadzera u
razvijenim ekonomijama. Slicno tome, dve trecine trzista
u razvoju ocekuje od menadzera kompanija da prihvate
drustvene medije i mreZe, samo jedna tre¢ina njihovih
kolega iz razvijenih trzista deli ovo misljenje [10].
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SL. 4. Prihvatanje tehnologija u razvijenim i zemljama u raz-
voju
Izvor: Oxford Economics, jun 2011.

Dvostruko ve¢i broj kompanija u zemljama u razvoju
nego razvijenim trzistima planira da poveca ulaganja u
najnovije digitalne tehnologije za preko 20%. Ovo vazi
za skoro sve tehnologije koje smo prethodno pominjali,
ukljucujuéi mobilne uredaje, socijalne mreze, poslovnu
inteligenciju, kolaborativne alate itd [10].

Ekonomije u razvoju sada imaju laksi pristup kapitalu,
talenatima, intelektualnoj svojini i drugim resursima koji
su za njih bili nedostupan u proslosti. Zato $to nisu bili to-
liko tesko pogodena ekonomskom krizom, oni su u boljoj
poziciji za rast.

Uz ekonomsku mo¢ koja ima pravac prema istoku,
uspe$ne kompanije u zemljama u razvoju investiraju u
tehnologiju, ¢esto nadmasujuci svoje konkurente u raz-
vijenim trzistima. Menadzeri kompanija u razvijenim
ekonomijama ¢e morati da se nosi sa novim konkurent-
nim izazovima, agresivnim tehnoloski unaredenim kom-
panijama iz zemalja u razvoju.

Brzi privredni rast, uz povecanje populacije i nivoa
prihoda, trzista u razvoju stavljaju u centar korporativnih
strategija rasta. Kupci na trzistima u razvoju, ukljucujuci
i potrosaca, poslovni i vladini sektor - nude velike
mogucénosti za zapadne kompanije koje mogu da se prila-
gode njihovim potrebama.

Dvostruka spirala visokog privrednog rasta i brzog
usvajanja digitalnih tehnologija, na trzi§tima u razvoju,
stavlja svoje kupce u centar vecine korporativnih strate-
gija rasta. Na trzistima poput Kine i Indije, raspolozivi
dohodak naglo raste na 8%, za razliku od samo 2% u SAD
i 1% u Japanu [13]. Kao rezultat toga, sve vise potrosaca



u zemljama u razvoju prelaze u srednjiu ili vi$u srednju
klasu po prihodima. Talas veéih prihoda donosi i vece
bogatstvo, potrosaci kupuju vise telefona, aparata i dru-
ge proizvode i usluge, kako online tako i offline. U isto
vreme, oni takode menjaju svoj nacin zivota i unapreduju
obrazovanje.

IZAZOVI MENADZERA U DIGITALNOJ
EKONOMUJI

Menadzeri $irom sveta se slazu da je recesija ubrzala
prelazak na digitalno trziste gde ¢e ekonomije u razvoju
biti u centru paznje. Ovi menadzeri moraju da u potpu-
nosti razumeju jednokratni dogadaje kojih smo svi sve-
doci - stvaranje novog globalnog igralista koje predstavlja
zacarani krug tehnologije i trzista u razvoju. Pobednici
u ovom novom trzi$tu ¢e biti kompanije koje ¢e izmen-
iti konvencionalno razmisljanja o inovaciji proizvoda,
angazovanju kupaca, korporativnoj organizaciji, strategiji,
poslovnim modelima i ulozi tehnologije u okviru svojih
kompanija [2].

Sirenjem digitalne ekonomije, namece se odredeni
broj klju¢nih akcionih tacaka koje top menadzment
svake kompanije treba da razmotri kako bi postigli uspeh
u buducnosti.

Biti spreman za nova, ali zastititi svoja trZista.
Likvidnost od brzog rasta i uglavnom bez duga, mnoga
trzi$ta u razvoju su spremna da postanu ekonomske elek-
trane. Do 2020, E7 (Brazil, Rusija, Indija, Kina, Meksiko,
Indonezija i Turska) drzace veci udeo u svetskom BDP-
u od G7. Oslanjajuci se na ogroman ekonomski zamabh,
neke prognoze pokazuju da ¢e Kina presti¢i SAD u 2018. i
da ce postati najveca privreda na svetu, mereno paritetom
kupovne mo¢i (purchasing power parity - PPP) [10].
Kompanije koje ne izgrade jake pozicije na ovim i drugim
brzo rastu¢im trzistima, ce biti u velikom zaostatku. Ovi
regioni ne daju samo nove potencijalne kupce, ve¢ stvara-
ju nove konkurente.

Svaka kompanija moZe biti konkurent na digitalnom
trZistu. Razvoj cloud sistema je ucinio tehnologiju mno-
go pristupa¢nijom. Vise nije potrebno veliko ulaganje u
sopstvene sisteme, kompanije sada mogu da raspolazu sa
velikim resursima kroz cloud sisteme. Menadzeri moraju
biti spremni za pojavu malih kompanija, koje mogu biti
potencijalni konkurenti koristec¢i prednost novog hard-
vera i softvera uz minimalna ulaganja.

Obezbediti mobilnu strategiju za buducnost. Eksploz-
ivan rast mobilnih komunikacija kompanijama otvara
velike trzisne moguc¢nosti u godinama koje dolaze. Ovo
se posebno odnosi na trzi$ta u razvoju, gde ¢e upotrema
‘smart’ telefona mnogima odmah omoguditi mobilni
pristup internetu. Ovde se ne misli samo na kreiranje
novih aplikacija. Mobilni marketing moze biti vazan izvor
prihoda i pomaze kompanijama da dodu do novih ku-
paca na trzi§tima u razvoju, posto mnogi od njih nemaju
pristup internetu drugim kanalima.

Misliti inovativno o inovacijama. Inovacija vise nije
samo naprviti nesto novo, predstaviti ga na vode¢im
trzitima, a kada troskovi opadnu onda ga plasitati na
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trzista u razvoju. U globalnoj ekonomiji, gde su isto¢na
trzista u centru paznje, kompanije moraju da izmene
pristup razvoja svojih proizvoda i usluga. Obrnute ino-
vacije mogu pomoc¢i u kreiranju proizvoda i usluga za
siromasnije ekonomije, a onda ih plasirati na vodeca svet-
ska trzista.

Ukljuciti drustvene mreze u poslovanje. Mno-
gi menadzeri ne razumeju raznolikost u koris¢enju
drustvenih mreza. Neki od njih ¢ak smatraju da su
drustvene mreze irelevantne za njihovo poslovanje.
Drustvene mreze su svestran alat koji moze poboljsati
razvoj proizvoda, olasati internu saradnju, ublaziti rizike i
povecati prodaju i zadrzavanje kupaca. Menadzeri moraju
iskoristiti saznanja prikupljena iz virtuelnih razgovora i
usmeriti ih na deo kompanije koji ¢e od njih imati najvise
koristi.

U realnom vremenu predvideti promene na
globalnom trZistu. Kako tempo poslovanja raste i troskovi
skladistenja podataka opadaju, poslovna analitika moze
koristiti viSe podataka kako bi omogucila rano iden-
tifikovanje trzisnih trendova. Ovi alati mogu pomoci
menadzerima u poslovanju kroz predvidanja i analize
buducih scenarija. Uspeh poslovne analitike zavisi od
kvaliteta podataka sa¢uvanih u sustemu. Pravovremeni
i pouzdani sistemi za snimanje, arhiviranje i unakrsnu
proveru podataka su sustinski vazni za pronalazenje po-
dataka i formiranje obrazaca i trendova.

Preduzeti mere za upravljanje rizikom. Kretanje
ekonomske modi sa zapada ka istoku sa sobom donosi
vecu neizvesnost. Pod teretom krize, vodecéa svetska trzi§ta
se bore sa porastom nezaposlenosti, usporenim ekonom-
skim rastom pa cak i sa svojim normativima. Dok su
trzi$ta u razvoju u mnogo boljem stanju, njihov ubrzan
ekonomski rast je nestabilan i predstavlja rizik zajedno
sa geopolitickim, regulatornim i infrastrukturnim rizici-
ma. Uspon digitalne ekonomije izlaze kompanije riziku
od cyber kriminala, zloupotrebe intelektualne svojine i
narusavanja reputacije, a sve zbog otvorene komunikacije
na web-u [9].

ZAKLJUCAK

Danasnji digitalni svet, sa liberalizovanjem trgovinskih
barijera i pravovremenim trzi$nim vezama, omogucava
kompanijama da brzo postanu globalni konkurenti. Za
razliku od vecine tradicionalnih kompanija u razvijenim
ekonomijama, Cije su strategije rasta prvo domace a za-
tim multinacionalne, mnogo novoosnovanih kompanija
- narocito onih na trzi$tima u razvoju, rade globalno od
svog osnivanja.

Da bi ostale u trci na trzistu sa sve ve¢om nestabilno$c¢u
i neizvesnoscu, sve kompanije moraju da deluju spretnije i
brze. Globalne kompanije, narocito, treba da ubrzaju svoje
poslovanje i prilagode procese, strategije i poslovne mod-
ele, kako se deSavanja odvijaju. U svetu gde su trzista u
stalnom porastu, razvoj proizvoda i pronalazenje strategi-
ja se mora odvijati brze. Iako digitalna tehnologija remeti
trzisnu dinamiku, ona takode poseduje resenja za kom-
panije koje treba da rade na ‘warp’ brzini [11].
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Abstract:

Danasnji svet karakteriSe proces globalizacije, $to je odraz tehnoloskog razvoja i liberalizacije
trzista. U danasnje doba informacije su klju¢ni resurs, a znanje, usavrsavanje i sposobnost
primene novih dostignuca je preduslov za sticanje konkurentske prednosti.

Internet kao marketingki kanal je interaktivani, dostupan, i moze se integrisati sa svim
elementima marketinga. Upotreba online marketinga je vazna alatka za svako preduzece
neovisno od toga da li je malo ili veliko. U budu¢nosti, svaka kompanija koja Zeli da

poveca svoju konkurentnost mora da bude bliza potro$acima i uspeti bolje da ih razume, Key words:
koriste¢i on line marketing. Moze se rec¢i da ¢e on line marketing dovesti do poboljsanja on line marketing,
prodaje, komunikacije informacija o kompaniji i proizvodima, isporuke proizvoda i usluga Internet,

i efikasnije i efektivnije gradjenje odnosa sa kupcima. Sa sigurnosc¢u, on line marketing ¢e kompanije,
postati uspesan poslovni model za ve¢inu kompanija. Sve kompanije koje ga nece prihvatiti Klienti,
jednostavno izgubice veliki deo trzista. konkurentnost.

INTERNET | NJEGOV UTICAJ NA DELOVNE
SUBJEKTE

IT i Internet tehnologije rapidno menjaju nacin rada
u kompanijama, posebno u oblasti marketinga. S druge
strane, kao rezultat Interneta, koji je globalni interaktivni
medij, Zivot gradjana postao je udobniji i konforniji, i u
osnovi oni su promenili ponasanja u kupnji.

Sa pravom moze se re¢i da je nemoguce imati konku-
rentan biznis bez upotrebe informacionih i komunikaci-
onih tehnologija. U stvari, cilj bilo koje kompanije je $to
vide koristiti Internet tehnologije i kao rezultat toga, po-
sti¢i konkurentnu prednost i odrziti istu. Danas kompa-
nije koriste mo¢ IT tehnologije kako bi mogle integrirati i
koordinirati kupce sa poslovnim partnerima i kao rezultat
toga brzo postizanje poslovnih rezultata. Poseban akcenat
stavljen je na on line marketing, koji je najbrze rastuci
oblik direktnog marketinga i koji pruza stratesku i kon-
kurentsku prednost preduzeca. Uspeh bilo koje kompa-
nije ne zavisi samo od njene sposobnosti da razvije dobar
proizvod ili uslugu, uspostavi odgovarajuce cene i njihovu
ponudu dati na raspolaganje korisnicima, ve¢ uspeh kom-
panije zavisi od primene informaciono - komunikacionih
tehnologija u delovnom subjektu.

S druge strane, korisnici Interneta imaju sve vise op-
cija na veb stranicama, kao nove poslovne prostore. Pre
nego $to se odluce za kupovinu u elektronskoj formi, oni
mogu proveriti cene i dostupnost proizvoda na razli¢itim
mestima §to je mnogo efikasniji postupak od hodanja kroz
razli¢ite prodavnice.

Elektronska kupovina ima svoje prednosti i mane,
ali najkrace receno ona $tedi nase vreme i novac. Jedina
stvar koju treba da uradimo je samo jedan klik na misa i
proizvod ce biti isporucen na vrata kupca. U isto vreme
ona nam daje moguc¢nost za veci spektar proizvoda svetski
renomiranih brendova. Putem internet tehnologije posto-
ji moguénost da se aktivno prate urbani i ekstravagantni
proizvodi i usluge.

Internet omogucava ogromno podrucje za kupovi-
nu. Upravo zbog online kupovine ili e - kupovine, danas
mnoge stvari mogu se uraditi mnogo brze, a i sam Zivot
je brzi nego ikad. Hiljade proizvoda su dostupni na veb
sajtovima kompanije. Za razliku od prodaje proizvoda
preko posrednika kada proizvod treba da prode “veéi
put”, elektronska prodaja ide direktno od proizvodaca do
potrosaca, i time je ona efikasnija i efektivnija. Ovo dovodi
do razlike u ceni proizvoda.
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SAVREMENI NACINI ON LINE MARKETINGA

Kompanije mogu koristiti online marketing preko kre-
iranja svog elektronskog prisustva na Internetu, preko re-
klama na on line mrezi, u¢estvujuci u forumima, diskusio-
nim grupama, biltenskih oglasnih tabli, veb stranicama ili
slanjem elektronske poste (e-mail) do targetirane javnosti.
Glavni akcenat u ovom radu je stavljen na elektronskom
prisustvu koje moze da se uradi na tri nacina:

1. Otvaranje sopstvenog web sajta

2. Prodaja preko tudeg sajta

3. Zakup prostora na komercijalnim online servisima.

Kompanija bez veb sajta je kao osoba bez identiteta.
Veb stranica predstavlja virtuelni prostor gde posetioci t.j.
potencijalni kupci imaju uvid u sve ponude. Dobar dizajn,
grafika i raspored su vrlo vazni kako bi zadrzali paznju
nasih posetilaca i s tim uvecali njihovu Zelju da ponovo
koriste nase usluge.

Na sopstvenom veb sajtu, kompanija moze staviti
informacije kao istorija, misije i vizije, proizvodi i uslu-
ge, lokacije, broj prodavnica, nedavnih dogadaja, pro-
mocija, sponzorstava, finansijskih pokazatelja, pa ¢ak i
mogucnosti zaposljavanja. Jedan takav primer je veb sajt
kompanije McDonalds (www.mcdonalds.com) na kome
se objavluju noviteti, koji pomazu posetiocima da prona-
du najblize prodavnice, prezentira organizovane dobro-
tvorne dogadaje i u principu gradi imidz kompanije. Neke
kompanije na svojim sajtovima nude elektronske katalo-
ge, zanimljiva takmicenja, kupone itd.

Kada kreiramo veb sajt treba uzeti u obzir: dobavljace,
cene, odnose sa kupcima, krajnji cilj, programe partner-
stva, specijalne popuste, programe kupaca, sezonske i pe-
riodi¢ne prodaje i informacije o korisnosti i moguénosti.

Veb sajt treba da ima profesionalni izgled, da bude fi-
zicki privlacan, i $to je najvaznije, da bude jednostavan za
upotrebu. Pored stvaranja jednostavnog veb sajta, potreb-
no je da ljudi koji se bave marketingom obezbede, koliko
je to moguce, veci broj ljude koji ¢e posetiti sajt. U tom
cilju, veb sajt treba da bude dizajniran tako da privlaci $to
je moguce veci broj posetilaca koji ce posetiti sajt, ostati na
njemu $to duze vremena i esto ga ponovo posecivati. Ovi
uslovi e se posti¢i ukoliko mi stalno azuriramo sajtove
kako bi oni u svako vreme bili aktuelni, novi i korisniji.
Klju¢ni izazov u dizajniranju sajta je da bude privlacan.

S druge strane, neophodno je da sajt sadrzi mnogo ko-
risnih informacija i interaktivnih alata koji omogucavaju
korisnicima da pronadu Zeljeni proizvod. Profesionalno i
kvalitetno dizajniranje sajta je znacajno za promoviranje
naseg posla na Internetu, a dobar veb sajt bi trebalo da
bude razlog zasto kupac treba da se odluci za nas u uspo-
redbi sa ostalom konkurencijom.

U Republici Makedoniji praksa nam pokazuje nesto
drugo. Mnoge kompanije u zemlji uglavnom poseduju
veb sajt koji je stati¢an, koji se nikada ili retko osvezava
sa novim sadrzajem.

U smeru ove konstataciji govore i sledeci statisticki
podatci:

TABELA 1 DOSTUPNE INFORMACIJE NA VEB
STRANICAMA

Veb strana obezbeduje: U procentima
(%)
Informacije o organizaciji/instituciji 98,8%
Publikacije (bilten, saopstenje itd.) 93,5%
Moguc¢nost preuzimanja i Stampanja 71,4%
formulara
Perso.nal.lzova}fn sadrzaj za redovne 25.3%
posetitelje, klijente
Elektronska narudzba (on line) 7,1%
Elektronsko placanje (on line) 2,6%
Oglgsavan].e ot\./.oremh radnih mesta i 27.3%
on-line aplikacija

Izvor: www. drzaven zaavod za statistika, Republika Makedoni-
ja, poseteno mart, 2014

U vedini slucajeva web sajtovi zapravo nemaju dvo-
smernu komunikaciju, a kupci bilo gde na sajtu nemaju
mogucnost da saraduju sa firmom, niti da iskazu svoje
zadovoljstvo ili nezadovoljstvo njihovim proizvodima ili
uslugama. Ovaj problem moze biti resen na jednostavan
nacin, uspostavljanjem korporativnog bloga. U stvari,
blog kompanije trebalo bi da bude primarni kanal komu-
nikacije sa klijentima, mnogo vazniji od drustvenih mre-
za. Uz njegovu pomoc bolje ¢emo razumeti nase kupce i
njihove potrebe, kao i dobiti povratne informacije o nasim
najnovijim proizvodima i uslugama. Ne postoji bolje me-
sto gde mozemo izgraditi bolji imidz za nas i predstaviti
svoj potencijal, i §to je najvaznije osvojiti nova trzista i
nove kupce. S pravom mozemo reci da su blogovi pravi
magnet koji ¢e doneti posetitelje na nas sajt, a oekujemo
da posetioci posete i druge stranice na nasem sajtu, kao
strana ,,O nama”, strana o na$im proizvodima itd. Ako
se blog redovno azurira, on ¢e nam doneti ono $to nas
staticki veb sajt nikada nije.

S obzirom da je broj korisnika drustvenih mreza (Face-
book, Twitter, You Tube) ogroman i krece se oko million,
sa tendencijom za jo$ veci rast u budu¢nosti, kompanije
treba sve vise da se fokusiraju na njih. Facebook pruza
velike moguc¢nosti za preduzimanje promotivnih aktiv-
nosti prema odredenim target grupama, jer nudi velike
mogucénosti za adekvatan prostor za oglasavanje i krei-
ranje odgovarajucih grupa koje odgovaraju nasem cilju.
U buduc¢nosti vie paznje treba posvetiti i mobilnim apli-
kacijama koje ¢e ponuditi ogromne mogucnosti za pro-
mocije.

Drugi nacin elektronskog prisustva na Internet je pro-
daja putem tudeg veb sajtu. Moze se ista¢i primer sa Ama-
zon.com koji je otvorio poseban sajt pod nazivom zShops
gde proizvodaci i prodavci mogu da reklamiraju i prodaju
svoje proizvode. Na ovaj nacin, uz placanje samo 10$ me-
secno i mali procenat od on-line prodaje, kompanije obez-
beduju sebi pristup do 12 miliona potrosaca iz Amazon-a.



Uspostavljanje veze izmedu ra¢unara kompanije sa
online servisnog $oping centra vrsi se kroz zakup prosto-
ra komercijalnih online servisa. Uz zakupom, kompani-
ja dobija elektronski prostor za oglasavanje za koji placa
godi$nju naknadu za procenat realizovanih elektronskih
online kupovina.

KORISTI ON LINE MARKETINGA

Koris¢enje online tehnologije i on-line marketinga
nudi prednosti kako za samo preduzece, tako i za potro-
$ace i za drustvo u celini.

Kao prednosti preduze¢a mogu biti navedeni sledeci:
globalno bogatstvo, smanjenje troskova, poboljsanje lana-
ca snabdevanja, pro$irenje radnih sati (24/7/365), prilago-
davanje, novi poslovni modeli, bolje performanse, lakse
pronalazenje poslovnih partnera, manji rad sa dokumen-
tima.

Prednosti za kupce nisu niSta manji: veci izbor pro-
izvoda i usluga, mogu¢nost kupovine 24 sata dnevno sa
bilo koje lokacije, detaljne informacije u vezi sa e-proda-
je, manje troskove, bolja usluga i specijalne sluzbe, uste-
du vremena, brza uporedenja, Cesti sezonski, praznicni i
drugi popusti, jeftiniji proizvodi i usluge, instant dobav-
ljivanje, ucedce u aukcijama, elektronske zajednice, vise
dostupnih informacija, viSe zabave, priliku za vracanje
proizvoda’.

Pored prednosti, mane on line marketinga su:
Nedodirljivost proizvoda
Zabrinutost za bezbednost
Neizvesnost
Neopipljivost proizvoda
Troskovi dostave (ako ih ima)

Troskovi za carinu (ako ih ima)
Potrebno je nekoliko dana ili nedelja za dostavu,
ako je narudzba iz druge zemlje

¢ Ako je proizvod nov, moguce je da potrosac naruci

pogresne velic¢ine ili iznos

¢ Prevara sa krednitnim karticama.

Deo korisnika Interneta koji obavljaju online kupovinu
je relativno mali u ovom trenutku, ali e-trgovina raste ve-
oma brzo®.To pokazuju i veliki broj statistickih podataka
od kojih se moze zakljuciti da su makedonske kompanije
prepoznale prednosti kori$¢enja Interneta i nove nacine
komunikacije sa potrosacima, $to bi dovelo do postizanja
vece prodaje i profita. Broj makedonskih kompanija koji
primenjuju informacione tehnologije u smislu potrosa-
¢a svake godine je ve¢i’ (do 88% preduzeca u 2012, ve¢
primenjuje informacione tehnologije). Kada je re¢ o veb
stranicama, negde oko polovinu makedonskih kompanija
ili izrazeno u procentima, 48% kompanija imaju veb sajt.
Ipak, treba napomenuti da je procenat ukupne prodaje
preduzeca ostvaren preko e-trgovine jos uvek veoma mali,
ili drugim re¢ima veoma mali procenat potrosaca koristili
su on line kupovinu (3% potrosaca u 2013).

® 6 6 ¢ o o o

1 Ruth McNeil, Business to Business Market Research, Marketing in Practice,
Kogan Page, London, 2004, pp. 232

2 Jakimovski S., Informaciski tehnologii, Ekonomski fakultet, Skopje, 2011,
pp- 180

3 Eurostat, statistika za e - biznis integracija, Skopje, 2013, pp.23
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Da bi prisli korisnicima Interneta, kompanije mora-
ju razumeti karakteristike i ponasanje online potrosa-
¢a* . Online korisnici su najces¢e mladi, imu¢ni i dobro
obrazovani ljudi, gotovo jednako muskarci i Zene. Medu-
tim, sajber-populacija, danas postaje sve razlicitija i sve
selektivnija u smislu kakve informacije dozvoljavaju da
elektronski dodju do njih. Kod internet marketinga, po-
trosac, a ne marketer, je osoba koja odobrava i kontrolise
interakciju.

Smatram da ¢e u budu¢nosti online marketing doneti
ogromne promene u svim sektorima privrede. Moguc¢nost
potro$aca za direktnu narudzbu preko Internet, pretstav-
lja pretnju odredenoj kategoriji ljudi koji su imali veliki
znacaj u tradicionalnom nacinu prodaje. Takve osobe su
turisticke agencije, berzantski radnici, direktni prodavci
osiguranja, prodavci automobila, vlasnici malih knjizara,
itd. Ovi posrednici ¢e izgubiti svoj znacaj u elektronskom
marketingu i bi¢e zamenjeni takozvanim info-posredni-
cima (infomediaries) koji ¢e pruzati pomoc¢ pri elektron-
skoj kupovini sa nizim cenama. Takode se veruje da ¢e
Internet doneti vecu internacionalizaciju malih i srednjih
preduzeca. U principu, smanjiti ¢e se znacaj ekonomije
obima, globalno oglasavanje ce kostati jeftinije i male fir-
me koje nude specijalizovane proizvode mo¢i ¢e da prido-
biju mnoge potrosace.

On-line marketing omogucava kompanijama da se
priblize kupcima, da ih bolje razumeju i da budu konku-
rentni u budu¢nosti.

ZAKLUCAK

Ubrzano prihvatanje tehnologije zasnovane na In-
ternetu, kao i razvoj aplikacija za e-banking i e-trgovina
imale su revolucionarni uticaj na marketing discipline.
Osnovni cilj svake kompanije je postizanje konkurent-
ske prednosti kao rezultat novih oblika marketinske ko-
munikacije. Tako bi imali vece ucesc¢e kupaca u procesu
stvaranja vrednosti, $to dovodi da se kompanija efikasno
prilagodi trzi$nim uslovima. On line marketing je vazno
sredstvo direktnog marketinga za poboljsanja prodaje,
komunikacija kompanije, isporuku proizvoda i usluga i
efikasnije izgradnje odnosa sa kupcima. Znacaj on line
marketinga treba prepoznati svaka firma, bilo da se radi o
maloj ili velikoj, kako bi se bolje priblizila i bolje razumela
potros$ace, inace nece biti konkurentna u buduénosti. Pre
svega kompanija treba da uzme u obzir zadovoljstvo po-
trosaca. Neke kompanije najvi$e novca trose na internet
marketinga i brinu o komunikaciji sa klijentima. I druge
kompanije treba da slede taj primer i da stvaraju internet
marketing strategije. U stvari, moderan marketing zahte-
va usmeravanje paznje na inovacije i izgradnju odnosa sa
potroSacima.
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THE IMPLEMENTATION OF ONLINE MARKETING AS AN IMPORTANT
REQUISITE FOR GAINING COMPETITIVE ADVANTAGE

Abstract:

Today the world is characterized by the process of globalization, which is a reflection of
technological development and market liberalization. These days information is a key re-
source and knowledge, ability to apply the new achievements and improvement are essential
prerequisite for gaining competitive advantage.

The Internet as a marketing channel, it is interactive and available and can be integrated
with all the elements of marketing. Online marketing is a powerful tool for all companies,
whether small or big. In the future every company wishing to increase its competition

will have to use online marketing in order to get closer to its consumers and try to better Key words:
understand them. Online marketing will very likely bring about improvement in sale, in online marketing,
the communication of information about the company and its products, in the delivery Internet,

of products and services and will create more efficient and effective relations with the cli- companies,

ents. This way, online marketing will become a successful business model for most of the clients,
companies and those that will fail to accept this model will lose a great part of the market. competition.

124




eSinteza

iy ey — i —

SINTEZA 2014 <> The use of the internet and development perspectives

Impact of Internet on Business Activities
in Serbia and Worldwide

Uticaj Interneta na poslovanje u Srbiji i
svetu

DOI: 10.15308/SINTEZA-2014-125-129
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Miroljub Hadzi¢, Vladimir Mladenovi¢
Univerzitet Singidunum, Beograd,
Visoka $kola strukovnih studija, Blace

Abstract:

Mobilno bankarstvo kao deo elektronskog bankarstva dobilo je na poletu poslednjih godina
sa veoma brzim razvojem pametnih telefona i tableta. Ono ima karakteristike elektronskog
bankarstva i neke dodatne prednosti. U razvijenim zemljama na ovaj vid usluga se gleda kao
mogucnost dodatne zarade i kao uslov o¢uvanja pozicije banke na trzistu. U privredama
u razvoju razvoj mobilnog bankarstvo se vidi kao moguénost obezbedivanja bankarskih
usluga i najsiromasnijima i istovremeno kao poluge razvoja. Strategija banaka za razvoj
mobilnih usluga treba da pociva na pazljivom istrazivanju preferencija korisnika, njihovoj
segmentaciji i kombinaciji poznavanja trzista i znanja provajdera mobilne telefonije. U Srbiji
mobilno bankarstvo je u povoju, a polaze¢i od broja korisnika mobilnih telefona i korisnika

bankarskih usluga ima veliki potencijal.

uvoD

Konstatuju¢i da se u 2013. godini u SAD broj koris-
nikapametnih mobilnih telefona povecao za 25%, a broj
vlasnika tableta za 60%, Majk Strejndz' se pita ,,da li ¢e
2014. godina biti godina mobilnong bankarstva?“. On
zapravo otvara pitanja: Sta znaci ovakav rast i kako ce se
odraziti na bankarstvo.

U okviru elektronskog bankarstva poslednju deceniju
se razvilo i mobilno bankarstvo kao deo usluga koje banke
nude klijentima preko kori$¢enja najsavremenijih mo-
bilnih telefona i tablet uredaja. Ovaj vid bankarskih usluga
ima pozitivne karakteristike elektronskog bankarstva i do-
datne pozitive strane koje omogucavaju da klijenti koriste
usluge banaka bilo gde da se nalaze, u svako doba dana,
u pokretu. Pored brojnih prednosti mobilno bankarstvo
ima negativne karakteristike, pocevsi od nedovoljne in-
formisanosti, do nepoverenja dela klijenata. Naporedo
sa razvojem mobinih uredaja, prvenstveno tzv. pametnih
mobilnih telefona i tableta, mobilno bankarstvo je dobilo
uzlet i poslednjih godina se razvija gotovo eksponenci-
jalnim trendom u razvijenim zemljama sveta.Brojna
istrazivanja ukazala su na pozitivne i negativne karakter-
istike ovog vida bankarstva i na potrebu razvoja infras-
trukture i specifi¢ne strategije banaka kako bi se omogucio
njegov brzi razvoj u korist klijenata i samih banaka.

U domacim uslovima mobilno bankarstvo nudi mali
broj usluga i veoma je skromnih razmera, a imajuci u vidu

1 Strange M. - Is 2014 the Year of Mobile Banking?, Banktech, De-
cember 2013
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brzi razvoj drugih vidova elektronskog bankarstva ima ve-
liki potencijal.

Cilj ovog rada je da postavi teorijske okvire za
istrazivanje ovog vida savremenih bankarskih usluga,
proceni trenutni nivo razvijenosti mobilnog bankarstva
u Srbiji, na primeru Komercijalne banke porede¢i je sa
bankama u okruZenju, i ukaze na veliki potencijal mobil-
nog bankarstva za razvoj bankarstva.

STA JE MOBILNO BANKARSTVO

Elektronsko bankarstvo je unazad nekoliko de-
cenija predstavljalo pokazatelj prestiza i stvar izbora,
medutim danas ono predstavlja uslov razvoja i opstanka
na trzi$tu[1]. Ujedno ono je najvazniji faktor preobliko-
vanja bankarstva poslednjih decenija kako sa stanovista
ponude klijentima, nudec¢i nove i nove vidove usluga,
ukljucujuci kreiranje potreba samih klijenata i, istovre-
meno, sustinskih promena u nacinu funkcionisanja i up-
ravljanja bankama.

Sa mogucnoscu da se veci broj bankarskih usluga moze
obaviti kori¢enjem mobilnih telefona razvilo se i mobilno
bankarstvo. Kori$¢enje mobilnih telefona se razvija brzim
tempom narocito u zemljama sa nedovoljno razvijenom
infrastrukturom, u ovom slucaju telekomunikacionom,
tako da na ovaj nacin zemlje u razvoju nadoknaduju za-
ostatak za razvijenima u koris¢enju telefona. Samim tim
bankama se otvara prostor da se obrate korisnicima ovih
uredaja u zadovoljavanju bankarskih usluga na jo$ kom-
forniji nacin, bez gubitka vremena zbog odlaska u fili-
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jalu/ekspozituru i bez obzira da li je odredena teritorija
pokrivena mrezom organizacionih jedinica banaka. Us-
lov za ponudu ovakvih usluga su nesto slozeniji mobilni
uredaji novijih generacija tzv. pametni telefoni (smart-
fone). Oni pruzaju dodatno diskreciju i nesto visi nivo
sigurnosti klijentima u odnosu na uobicajen kanale in-
terneta. Bankama se na drugoj strani pruza mogu¢nost
dodatne zarade, dodatna usteda na angazovanju bankar-
skih sluzbenika, prestiz koji banka dobija kao ona koja
prati i primenjuje savremene tehnologije i trendove, ali
se pokazalo da ulazak u ove vidove usluga zahteva razvoj
specifi¢nih razvojnih strategija banaka, neophodnu sarad-
nju sa ponudac¢ima hardvera i softvera i pazljivu segmen-
taciju korisnika.

Mobilno poslovanje predstavlja primenu mobinih
tehnologija u poslovne svrhe, za pruzanje usluga, trgo-
vinu, obavljanje placanja, u cilju efikasnijeg poslovanja
[2]. Ukljucivanjem trece generacije mobilnih telefona
sa ve¢om brzinom prenosa podataka i novim uslugama
usluge operatera mobilne telefonije su se raslojile na:
usluge mreze (netrwork service) tj. odrzavanje mreze,
dodatne usluge vezane za mrezu (network related value
added services), kao $to su SMS poruke, glasovna posta i
dr. i usluge trece strane (third party value added services),
koje predstavljaju osnov za pruzanje finansijskih usluga.

Mobilno bankarstvo najsire posmatrano sadrzi u
sebi tri vrste usluga: mobilno ra¢unovodstvo (mobile
accounting), mobilne brokerske usluge (mobile broker-
age) i mobilne finansijske informacije (mobile financial
informations) [3]. Kod mobilnog poslovanja identifikuju
se sledece oblasti poslovanja: mobilne poslovne komu-
nikacije, mobilna trgovina, i mobilna placanja. Mobilna
trgovina (mobile commmerce) za osnovu ima mobilne fi-
nansijske usluge, koje uklju¢uju mobilno placanje (mobile
payments) i mobilno bankarstvo (mobile banking).

Mobilne tehnologije se najvise koriste u oblasti mo-
bilnih poslovnih komunikacija, $to podrazumeva raz-
menu SMS poruka sa potrosac¢ima i Intranet mobilnu
komunikaciju sa zaposlenima. Elektronska trgovina uz
primenu mobilnih telefona naglo se razvija poslednje de-
cenije. Mobilni telefon kao mali, relativno jeftin, prenosivi
aparat sa bezicnom komunikacijom ima niz prednosti u
odnosu na personalni racunar i koris¢enje Interneta za
poslovne svrhe. Mobilni telefoni se koriste pretezno
kroz odnos kompanija / banaka sa potrosacima / klijen-
tima, dok racunar + Internet ostaju dominantan kanal
za poslovanje kompanija medusobno (B2B - business to
business).Jedan od izrazenih trendova poslednjih godina
je integracija svih elektronskih tehnologija, kroz pojavu i
razvoj tablet uredaja.

Mobilno bankarstvo uveliko vrsi dalju transformaciju
poslovnog bankarstva i ocekivanja korisnika. Korisnik Zeli
pristup svom novcu i finansijskim informacijama o svom
ra¢unu u svakom trenutku, sa bilo kog mesta. Uspesna
bezi¢na implementacija bi trebalo da znaci da korisnik
moze da operi$e sa podacima lako i bezbedno, nezavisno
o od mreznog operatera ili vrste bezi¢cnog uredaja koji
koriste. Ta¢nost, stalna dostupnost i pouzdanost servisa
predstavljaju klju¢ uspe$ne implementacije i opstanka

(mobilne) banke. Upotreba mobilnog bankarstva mora da
prati i koristi odgovarajuce standarde za mobilnu, bezi¢nu
komunikaciju od kojih su najpoznatiji [4].:

bluetooth — obezbeduje bezi¢nu vezu i komunikaciju
izmedu elektronskih uredaja pomocu kratkih radio talasa
koji ¢ine ad hock mrezu koja se naziva piconets,

WAP (Wireless Aplication Portocol) - predstavlja
standard za bezi¢ne informacije i telefonske servise na
digitalnim mobinim telefonima i drugim bezi¢nim ter-
minalima,

STRATEGIJA RAZVOJA USLUGA MOBILNOG
BANKARSTVA

Bankarske i $ire posmatrano finansijske usluge koje se
nude kori$¢enjem telekomunikacione tehnologije se na-
zivaju mobilnim bankarstvom, odnosno mobilnim finan-
sijskim uslugama i generalno se dele na mobilna placanja
i mobilno bankarstvo. Polaze¢i od razli¢itih definicija
bankarskih usluga mobilno bankarstvo najsire posma-
trano ukljucuje mobilni pristup banci, vr§enje transakcija
na finansijskim trzistima, administriranje racuna i pristup
informacijama banke.

Mnogi autori su verovali da je mobilno bankarstvo
mrtvo nakon ,,dot.com® kraha, ali su zapravo narednih
godina banke bile pod velikim pritiskom da uklju¢e mo-
bilne usluge u svoj portfolio koje nude razli¢itim klijenti-
ma. Razlozi su sledeci: izuzetno brz razvoj sektora teleko-
munikacija i prodor u sve sfere drustva, ¢ime su mobilni
telefoni postali sjajna mogu¢nost za korisc¢enje u poslovne
svrhe, nova generacija mobinih uredaja ima karakteristike
korisnicki naklonjenih tehnologija (consnumers friendly),
proces globalizacije i prevazilazenje nacionalnih poslovnih
granica.

Bilo bi neopravdano, medutim, interesovanje poten-
cijalnih korisnika mobilnog bankarstva generalisati, jer
delom postoji nepoverenje i otpor prema inovacijama i
(ne)sigurnost koris¢enja. Brojne studije potvrduju da pos-
toji dovoljno veliki segment korisnika zainteresovanih za
ovu vrstu usluga. Istovremeno, otvorena su pitanja cene za
kori$¢enje mobilne mrezZe i srazmere sa rastu¢im brojem
korisnika. Otuda je od centralnog znacaja za pojedinacnu
banku da identifikuje pogodne segmente korisnickih grupa
kojima ¢e ponuditi specifi¢cno krojene mobilne usluge[4].
Veoma je vazno da banka pri tom povede racuna o po-
tencijalnim gubicima, odnosno neiskoris¢enom prihodu,
ukoliko korisnicima banaka ne ponudi ili barem ne najavi
plan za razvoj mobilnih bankarskih usluga, jer su ovi po-
tencijalni korisnici u ne malom broju spremni zbog ovog
razloga da promene banku. Naravno, da uvodenjem mo-
bilnih servisa banka obezbeduje imidz inovativne banke,
tako prevazilazeci svodenje ovog koraka na ,,samo novi
distribucioni kanal®. Dakle, umesto pitanja ,,da li“ isprav-
no bi bilo uvodenje mobilnih bankarskih usluga u konk-
retnu banku postaviti radije kao ,, kada? Ispostavlja se da
je pitanje daleko slozenije i da je ispravno postaviti ga u
formi ,,$ta, kako i kome?“

Mobilne bankarske usluge i njihovo uvodenje treba da
budu predmet tretiranja od strateSkog znacaja za banku.



Jedna od $iroko rasirenih gresaka u proslosti se svodila
na fokusiranje (pridavanje centralnog znacaja) banke
na tehnoloska resenja. Dakle, prodajni sektor treba da
odluc¢i kakav portfolio ponude i kakav medijum mobilnog
bankarstva treba da bude upotrebljen. Najvaznije pitanje
pri tom je odabir pravih grupa klijenata. Jedna od $iroko
rasprostranjenih gresaka u proslosti bila je naglasavanje
znacaja grupe koja bi se mogla nazvati ,tehnoloski fano-
vi“ [4]. Medutim, treba imati u vidu da je najéesce re¢
o vrlo heterogenoj grupi sa stanovista finansijskog po-
tencijala kao klijenata banke. Zapravo uvecana potreba
za mobilno$c¢u uslovljava da visoki profesionalci (top
menadzeri, dobro placeni profesionalci i poslodavci -
preduzimaci) treba da budu grupa za targetiranje od
strane banaka za usluge mobilnog bankarstva.

Banka je u poziciji da ima pristup relevatnim podaci-
ma koji opisuju klijentovo ponasanje, kao $to su kupovna
mo¢, kreditna sposobnost, uobicajeni modeli transakcija.
Istovremeno banke su u tesnoj vezi sa korporativnim kli-
jentima - kompanijama i njithovim poslovnim parterima,
kojima takode mogu ponuditi mobilne usluge. Pored
obecavajuce ¢injenice da % korisnika bankarskih usluga
mogu da koriste usluge m-bankinga svodenje ponude
samo na jednostavne transakcije nije obecavajuca[5].
Ponuda kompletnih finansijskih resenja doprinosi ja¢anju
imidza inovativne banke, a jedan od ponudenih pristupa
je

Blisko povezivanje sa mobilnim provajderom;
Ponuda sofisticiranih data mining tehnika’, koje
pomazu laksem izdvajanju optimalnih za korisnika;

+ Mogucnost provere stanja racuna, uslova krediti-

ranja i drugih finansijskih informacija;

+ Placanje putem elektronskih naloga i kartica;

+ Dobra infrastruktura zastite.

Nove tehnologije stvaraju nove virtuelne distribucione
kanale za bankarske i finansijske usluge. Istrazivanjem
profila i osobina korisnika i boljom povezanos$¢u sa ko-
risnikom mobilni virtuelni kanali ¢ak poboljsavaju vise
tradicionalne bankarske usluge od Internet kanala. Po-
jedini autori su formulisali tri moguca scenarija za ulazak
banke u sferu m-bankinga*:

Super operator — mobilni operator uvecava svoje ka-
pacitete mreze, infrastrukture i broj korisnika i prosiruje
svoju uslugu na uslugu agenta za placanje - scenario dom-
inantan na japanskom bankarskom trzistu,

Prodavac specijalista — pretpostavka je da postoji
veliko heterogeno trziste na kome kupci pokusavaju da
pronadu Zeljene proizvode i usluge i nalaze specijalistu
koji pruza odgovarajucu, specifi¢nu uslugu;

Brend biro scenario - banka vrsi selekciju provajdera
i vr$i homogenizaciju pojedinih segmenata trzista svojih
korisnika, $to je scenario gde banka izvlaci najvece koristi
i samostalno upravlja strategijom usvajanja i plasmana m-
bankinga. Primer ovako uspesno realizovanog scenarija je
Woolwich banka, srednje velika britanska banka koja je
ponudila personalizovane usluge, kori§¢enjem razlicitih

2 Net Telcos, internet portal iz Virdzinije [5].

3 Data mining - tehnike, odnosno softeri za lakse pretrazivanje tj.
selekciju dobijenih informacija.

4 Mishra i Gustafson [5].
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kanala Interneta, call centri, m-banking, interaktivna TV
i tradicionalni $alteri, te na taj nacin kao vodeci provajder
personalizovanih usluga odrzala korak sa velikim finansi-
jskim institucijama.

MOBILNO BANKARSTVO: MAKRO PRISTUP

Mobilno bankarstvo nesumnjivo pobuduje veliku
paznju nosilaca odluka o makroekonomskoj i razvojnoj
politici. Pri tom su pristup i naglasci razliciti u razvijenim
zemljama i zemljama u razvoju, ukljuc¢ujuci zemlje u tran-
ziciji.

U razvijenim zemljama naglasak je na razvoju mobil-
nog bankarstva kako bi se pratio i iskoristio brz razvoj
mobilne telefonije, koja je u velikoj meri uticala na zivot
i rad pojedinaca. U ovim zemljama nastoji se podstaci
$to veci obuhvat korisnika mobilnih uredaja mobilnim
bankarskim uslugama, povecavajuci vrste usluga koje se
nude u ovom servisu, uz rast kvaliteta usluga i zadovoljst-
va korisnika. Bankari Evrope veruju da ¢e mobilni servisi
transformisati prvenstveno usluge stanovnistvu (retail
banking) u narednih 3-5 godina, pri tom primecujuci da
se ne investira dovoljno da bi se iskoristila $ansa koja se
pruza. Oko 87% banaka planira da kreira mobilne saj-
tove, a 87% da lasnira (nove) mobilne usluge, poredeci
sa sadasnjih 59% i 47%, respektivno koliko ih sada ima.
Istovremeno, oko 70% banaka planira usavrSavanje mo-
bilnih platformi. Bankari su svesni koristi i rasta profita po
osnovu mobilnog bankarsta istovremenno bivajuci svesni
da investiranje dosta kosta i da postoje ogranicenja ljud-
skih resursa (znanje)[6].

U zemljama u razvoju na mobilno bankarstvo se gleda
kao vid usluga kojima je mogu¢ obuhvatiti i siromasno
stanovnistvo, koje do sada uopste nije koristilo bankar-
ske usluge i istovremeno kao nacin za podizanje kvaliteta
bankarskih usluga. Dakle, mobilnim bankarstvom
podstaci razvoj bankarstva i privrede. Pri tom se naglagava
vazna uloga drzave u kreiranju okvira za nesmetano
poslovanje mobilnog bankarstva i uklanjanje administra-
tivnih prepreka za njegov razvoj[7].

MBANK USLUGA KOMERCIJALNE BANKE

Kombank mBank je nova usluga Komercijalne banke
koja je uvedena aprila 2012. godine i koja omogucava da
preko mobilnog telefona u svakom trenutku i na svakom
mestu na brz, jednostavan i potpuno siguran nacin klijent
obavi sve finansijske transakcije[8].

Kombank mBank servis omogucava:

¢ proveru stanja i prometa po teku¢im racunima,
ra¢unima dinarske i devizne Stednje i platnim kar-
ticama,

+ obavljanje svih vrsta bezgotovinskih transakcija,

+ interni prenos sredstava sa jednog na drugi dinar-
ski, devizni ili namenski ra¢un za HOV,

¢ izmirivanje obaveza po platnim karticama,

+ menjacke poslove, kupovinu i prodaju deviza,

¢ uvid u kursnu listu.®

5  http://www.kombank.com/srp/tekst.asp?id=437
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Pre samog pocetka koris¢enja mBnak usluge potrebno
je ispuniti sledece uslove:

+ mobilni telefon koji podrzava J2ME (Java 2 Micro

Edition) ili mobilni telefon sa Android OS, Black
Berry OS ili IOS-om,

+ 300 kb slobodne memorije na telefonu, (zbog in-
staliranja same aplikacije za kori$¢enje mBank
usluge);

+ omogucen pristup internetu sa mobilnog telefona
(mBank usluga je dostupna samo i jedino preko
interneta);

Nakon ispunjenih uslova pristupa se popunjavanju

i potpisivanju pristupnice i ugovora. Pri otvaranju ap-
likacije na raspolaganju je glavni meni, koji sadrzi sledeci
navigacioni meni: Racuni, Plac¢anja, Kartice, Menja¢nica
i Podesavanja. Nakon klika na meni Racuni izborne op-
cija su: stanju transakcije. Ukoliko se izabere Plac¢anja
u glavnoj meniju postoji izbor: Novo placanje, Interni
prenos, Sabloni i Moja pla¢anja. Opcija Kartice sadrzi
podgrupe: Pla¢anja i Transakcije, gde se mogu pogledati
sve izvrSene transakcije. U sklopu Menjacnice je: Kupo-
vine strane valute, Prodaja strane valute i Kursna lista.
Meni Racuni u sebi sadrzi opcije Stanje i Transakcije.
Stanje se odnosi na stanje na svim tekuc¢im rac¢unima, u
$ta spadaju i dinarski i devizni racuni. Transakcije sadrze
poslednjih, max 50 transakcija.

Otvaranjem navigacionog menija Placanje izborne
opcije su: Novo placanje, interni prenosi, $abloni i moja
plac¢anja. Novo placanje nudi kreiranje naloga za prenos,
elektronski nalog za prenos je potpuno isti i sadrzi
identi¢ne podatke kao klasi¢an nalog za prenos.

Nalog za prenos se koristi kada duznik nalaze banci
prenos sredstava na teret njegovog racuna u korist ra¢una
poverioca za prenos sredstava izmedu dva racuna istog
klijenta ili za evidentiranje istog iznosa na teret i u korist
istog ra¢una po osnovu izmirenja medusobnih nov¢anih
obaveza. Nakon unosa svih obaveznih podataka (ra¢un
sa kojeg se uplacuje, na koji se uplacuje, iznos, kome se
uplacuje, naziv, adresa i mesto kome se uplacuje, model,
poziv na broj i ifru placanja), nalog se moze izvrsiti.

Interni prenos omogucava prenose izmedu dinarskih,
deviznih, racuna za hartije od vrednosti, kao i izmirenje
obaveza po platnim karticama koje klijent ima u banci.
Dinarski prenosi omogucavaju prenos izmedu tekucih
racuna prijavljenih na servis, racuna dinarske Stednje,
namenskih ra¢una za kupoprodaju hartija od vrednosti i
izmirenje obaveza, prenos sredstsva na platne kartice koje
klijent ima u banci. Devizni prenosi omogucavaju prenos
izmedu rac¢una devizne $tednje i to na nacin da se prvo
bira racun sa koga se inicira prenos sredstava, a zatim i
racun na koji se prebacuju sredstva.®

Sabloni su mesto gde se smestaju ve¢ koriséeni nalozi
za prenos, tj., nalozi koje ¢e se koristiti u buducnosti, tj., to
je neka vrst interne liste predefinisanih ra¢una.

MOBILNO BANKARSTVO U SRBUI

Polazeci od brzog razvoja mobilne telefonije u Srbiji ocen-

6  http://www.kombank.com/mbank-help/mBank_help.aspx

juje se veliki potencijal za razvoj mobilnih bankarskih usluga
kod nas. Naime, velika vec¢ina postojecih korisnika bankarskih
usluga koristi mobilni telefon’. Pri tom veli stepen kori$¢enja
mobilnih telefona prisutan je u urbanim u odnosu na ruralne
sredine, u razvijenim u odnosu na nerazvijene opstine i regione,
kod muskaraca u odnosu na Zensku populaciju (70:50), kod
mladih (15-29 godina ¢ak95%) i kod gradana sa vi$im obra-
zovanjem i vi$§im primanjima.

Graf 1.Srbija - broj korisnika mobilne
telefonije
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Vise od polovine naloga za placanje u Srbiji se obavlja
elektronskim putem, a broj elektronskih naloga u pos-
lednje cetiri (krizne) godine povecan je za 45%. Pametne
mobilne telefone poseduje nesto preko 13% korisnika mo-
bilne telefonije, a oko 50 hiljada koristi usluge mobilnog
bankarstva, dve godine od uvodenja na domacem trzistu®.

TABELA 2. SWOT ANALIZA M — BANKARSTVA U SRBII

Snage Slabosti

- nedostatak evidencije
¢ekova i kredita,

- nedostatak trajnih
naloga i evidencija,

- nedovoljna obavestenost
potencijalnih korisnika,

- bez vremenskog i pros-
tornog ogranicenja

- sigurnost

- pokrivenost svih mreza
mobilnih operatera,

- brzina rad aplikacije samo sa
- jednostavnost za upotre- rad ap J
bu internetom,
el

- nedostupnost interneta u
svim delovima sveta,

- odbojnost prema ino-
vacijama.

- bez provizije,
- rasprostranjenost inter-
neta

Sanse Problemi

- ekspanzija pametnih

telefona, - teska ekonomska sit-
- veliki broj klijenata uacija u zemlji,
Banke - pojava internet krimi-

- smanjenje troskova nala

banke i korisnika

7 Ve¢ sredinom protekle decenije preko 60% [5].
Podaci softverske kompanije Aseko SEE (Assecco SEE) i Udruze-
nja banaka Srbije (UBS).

(o]



Neka sprovedena istrazivanja ukazuju da je manje od
polovine ispitanika imalo informacije o ponudi usluga m -
bankinga domacih banaka[5], pri cemu oko 1/5ispitanika
izrazava interesovanje za kori$¢enje ovog vida usluga.

Mobilno bankarstvo nije zauzelo svoje mesto u
bankarski uslugama u Srbiji imajuci u vidu veliki poten-
cijal i uglavnom se svodi na SMS bankarske usluge tj. mo-
bilne kratke poruke. Usluge mobilnog placanja (m-pay),
bluetooth resenja placanja (bletooth pay) i mobilni kes (m-
cash) bi bili logi¢an nastavak, ali jo§ uvek su u povoju. Kao
i kod razvoja karticarstva koje se veoma brzo razvija (ve¢
6 miliona izdatih kartica) najvise se o¢ekuje od banaka sa
ino vlasnicima, imaju¢i u vidu tamo$nje iskustvo.

Po najnovijim podacima NBS od ukupnog broja klije-
nata banaka od 8,4 miliona, svega nesto preko 81hiljade
koristi pogodnosti mobilnog bankarstva (ispod 1%) , uz
rastudi trend, $to je pokazatelj nastojanja domacih banaka
da privuku $to ve¢i broj korisnika da upotrebljava mo-
bilno bankarstvo i ujedno ukazuje na ogroman potencijal
za rast ovog vida bankarskih usluga.

Primer poljske ,Nove M banke“ pokazuje kuda bi
domace mobilno bankarstvo trebalo da se razvija. Ova
banka je startovala 2000.godine, kada je svega 52 hiljade
ljudi u Poljskoj imalo internet pristup, a blizu 7 miliona
ljudi mobilni telefon. Danas 17% stanovni$tva ima in-
etrnet pristup, 28% ima mobilni telefon, 26% pametan
telefon. Medu uslugama koje se nude na ovaj nacin su:
hipotekarnni krediti, ke$ krediti, polise osiguranja, mobil-
no placanje, kartice, trgovanje na berzi, meanjcki poslovi.
Banka je ugla na trziste Ceske i Slovacke. Zabelezila je u
2012. godini profit od 350 mil €, uz ukupnu aktivu od 25
mlrd €. Koliko ¢e ovo iskustvo koristiti Telenor, koji je
kao mobilni operator kupio vlasnistvo u domacoj KBC
banci sa idejom da je transformise u banku koja pruza
isklju¢ivo usluge mobilnog banakarstvo, ostaje da se vidi,
uz nadu da ¢e biti pozitivno [10].

ZAKLJUCAK

Mobilno bankarstvo dobilo je sa pojavom pametnih tel-
efona i tableta novi uzlet. Kao deo elektronskog bankarst-
va nudi dodatne pogodnosti korisnicima, ukljucujuci veci
stepen sigurnosti, nove usluge i visi kvalitet. U razvijenim

MOBILE BANKING IN SERBIA, LEVEL AND POTENTIAL

Abstract:

Mobil banking, as a part of e-banking, had fast development during the recent years, influ-
enced by fast development of Smartphone and tablets. It has same features as e — banking
with some important additional advantages. In developed economies m-banking is seen
as a vehicle for profit increase and at the same time as a prerequisite to secure market posi-
tion. M-banking in developing countries is seen as possibility for bank access to all citizens,
including the poorest, and at the same time as a vehicle for economic development. Bank
strategy for m-banking introduction has to be based on very sensitive investigation of cus-
tomers’ preferential, their segmentation and combination of bank knowledge of the market
and know - how of mobile providers. In Serbia m-banking is underdeveloped, but taking
into account number of users of mobile phones and banks customers it has great potential.
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zemljama se na m-banking gleda kao izvor dodatne zarade
i uslov zadrzavanja pozicije banke na trzistu.U zemljama
u razvoju se na ovaj vid bankarstva gleda kao znacajnu
polugu razvoja, uz moguénost pruzanja usluga banaka
i najsiromasnijima. Banke prilikom razvijanja ovakvih
usluga treba pazljivo da ispitaju potencijalne korisnike,
izvrse njihovu segmetaciju i zajedno sa provajderima
mobilne telefonije razviju adekvatne platfome. U Srbiji
ovaj vid bankarskih usluga je veoma oskudan, koristi se
tek poslednjih godina, a imaju¢i u vidu broj korisnika
bankarskih usluga, broj korisnika mobilnih uredaja i po-
tencijal razvoja bankarstva ima veliku perspektivu. Otuda
bi u primeni m-bankinga bilo racionalno koristiti iskustva
koja su banke vlasnice domacih banaka stekle u svojim
mati¢nim zemljama, a pogotovo iskustva steCena u zem-
ljama u tranziciji.
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LJUDSKI RESURSI | RAZVOJ JAVNE UPRAVE

Milan M. Rapaji¢

Pravni fakultet Univerziteta u Kragujevcu

Abstract:

Za modernu drzavu Srbiju neophodan je ubrzan razvoj odnosno reforma javne uprave.
Reforma predstavlja sistemsko-funkcionalno, kadrovsko-organizaciono unapredenje
javne uprave uz primenu delatnosti Novog-javnog menadzmenta i E-uprave. Novi-javni
menadzment (New Public Management) zajednicki je naziv za niz reformi javnog sektora,
koje se sprovode tokom poslednjih dvadesetak godina u mnogim zapadnim drzavama i
drzavama u tranziciji. Pored toga u radu se obraca paznja na pojam E-uprave. Efikasno
upravljanje u organima javne uprave ima strateski znacaj za osnazenje kadrovskog poten-
cijala, modernizaciju drzave i ubrzani privredni razvoj. U radu se poseban akcenat stavlja
na upravljanje ljudskim resursima u drzavnoj upravi Srbije uz kratak osvrt na pojedina

zakonska resenja.

uvobD

Aktuelna sadasnjica koju odlikuje razvoj visokih teh-
nologija, nadiranje komunikacija i informacija zahteva
efikasan ljudski faktor u procesu upravljanja i razvoja
organizacija. Ne moze se zamisliti uspesan razvoj javne
uprave bez efikasnog upravljanja, ili kako se to popularno
kaze adekvatnog menadzmenta. Menadzment predstavlja
proces planiranja, organizovanja vodenja i kontrole ma-
terijalno - finansijskih, informacionih i ljudskih resursa u
organizacijama, a sa stanovista ovog rada rec je o procesu,
koji se ostvaruje u upravnim organizacijama radi ostvari-
vanja ciljeva projektovanih u javnom interesu i efektno
donesenih i efikasno sprovedenih odluka. U literaturi
ljudski resursi se defini$u kao: ,,ukupnost ljudskih poten-
cijala u organizaciji, koji ¢ine znanja, sposobnosti, vesti-
ne, kreativnost, motivaciju i radnu energiju potrebnu za
ostvarivanje organizacionih ciljeva. To je ukupna intelek-
tualna, psihicka, fizicka i socijalna energija koja moze da
se razvije u ostvarivanju organizacionih ciljeva.“ [1] Medu
najstarijim definicijama menadzmenta izdvaja se ona
koja akcenat stavlja na obavljanje poslova pomocu ljudi.
Medu najznacajnijim funkcijama menadZzmenta jeste ta da
je re¢ o upravljanju ljudskim resursima. Menadzment je
korisno znanje koje ¢oveku omogucuje da prvi put okupi
produktivne ljude razli¢itih nivoa znanja i stru¢nosti sa
zajednickim ciljem rada u jednoj upravnoj organizaciji.
Upravljanje je svakako slozen postupak sazdan od predvi-
danja, planiranja, komandovanja, koordiniranja i procesa
kontrole. Kada je re¢ o upravljanju, treba naglasiti da on
predstavlja proces kroz koji odabrana grupa ljudi usmera-
va sve sluzbenike i namestenike prema zajednickom cilju
koji je prvo zakonom i statutom, ili nekim drugim pra-
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vilnikom upravne organizacije odreden. Upravljanje sluzi
organizovanju resursa, a da bi se poslovi u upravnoj orga-
nizaciji adekvatno, odnosno uspesno obavljali. Pre pojma
upravljanje, upotrebljavao se naziv personalna ili kadrov-
ska funkcija, a pojam upravljanje ljudskim resursima je
zamenio ovaj termin u teoriji 80-ih godina XX veka. Kada
je re¢ o upravljanju ljudskim resursima, ¢ovek je stavljen
u sam centar de$avanja u upravnoj organizaciji, jer je re¢
svakako o jednom od najbitnijih resursa. Upravna organi-
zacija i njeno rukovodstvo, trebali bi da ljudski kapital ra-
zvijaju i odrzavaju u cilju ostvarenja opstih i pojedinac¢nih
ciljeva. Takav pristup kod upravljanja ljudskim resursima
akcenat stavlja na funkciju vodenja kao jednu od bitnih
upravljackih funkcija. Upravljacka funkcija, ili drugacije
nazvano menadzment funkcija je supstituisala dotadas-
nje staticne i sa stanoviSta savremenog Zivota anemicne,
personalne funkcije u upravnoj organizaciji. Poslovi koji
se odnose na zaposlene u upravnoj organizaciji, dobili su
strategijski znacaj kao sastavni deo upravljacke aktivnosti
i odgovornosti. S druge strane, ljudi su postali resursi i
to zavisno od mesta koje imaju u radnom procesu. Hu-
man Resourse Management - HRM, odnosno upravljanje
ljudskim resursima je znacajna naucna disciplina. Ona
je interdisciplinarna, humanisticka i aplikativna nauka,
koja tretira ljudski rad kao drustveni proces. Upravljanje
ljudskim resursima kao interdiciplinarna naucna oblast,
povezana je sa drugim naukama, kao §to su: teorija me-
nadzmenta; ergometrija; psihologija; ekonomija - Kada je
re¢ o ekonomiji u teoriji se istice da razvoj ljudskih resursa
predstavlja jedno od bitnih podrucja ekonomskih nauka.
Upravo se oblast ljudskih resursa moze definisati kao onaj
most izmedu osnovnih i primenjenih nauka, koje su dozi-
vele svoj procvat u drugoj polovini dvadesetog i na pocet-



ku dvadeset prvog veka. Potvrdu opravdanosti takvog pri-
stupa daje pre svega ¢injenica da danas najbolje rezultate
najvise na planu ekonomskog i tehnoloskog napretka i na
tome zasnovanog kvaliteta Zivota postigle one zemlje koje
su najviSe ulagale u razvoj ljudskih resursa [2]; sociologija;
pravne nauke; androgogija; antropologija i medicina rada.
Tako na primer, da bi se adekvatno upravljalo ljudskim
resursima od strane menadzmenta upravne organizacije
u javnoj upravi, potrebno je poznavati mnoge pojmove
iz psihologije kao $to su ponasanje, motivacija, selekci-
ja, zadovoljstvo ili teorije menadzmenta koji treba da da
odgovore na pitanje koji su osnovi principi organizacije i
upravljanja u pogledu strukture sistema i vodstva. Kako
upravljanje ljudskim resursima sublimira znanja navede-
nih nauka, moze se konstatovati da je re¢ o ,novoj nauc-
noj oblasti, odnosno novoj teorijskonau¢noj i nastavnoj
disciplini, koja izu¢ava navedene mere i aktivnosti radi
njihove potpunije spoznaje i njihovog unapredivanja i
prilagodavanja savremenim uslovima privredivanja.” [3]
Upravljanje ljudskim resursima je proces kome je osobe-
na dinamicnost, permanentni razvoj, vremenska orijen-
tisanost na sadasnjost i budu¢nost. Upravljanje ljudskim
resursima obuhvata skup aktivnosti usmerenih na posti-
zanje organizacionih ciljeva i zadovoljavanje ljudskih po-
treba u upravnoj organizaciji javne uprave. Tako Przulj
navodi, da se ciljevi menadzmenta ljudskih resursa izvode
iz organizacionih ciljeva i moraju biti kompaktibilni sa
njima. Zbog specificnosti coveka i njegove prirode, moze
se govoriti o dualnosti ciljeva menadzmenta ljudskih re-
sursa: poslovni, odnosno ekonomski i socijalni ciljevi. [4]

AKTIVNOST UPRAVLJANJA LJUDSKIM
RESURSIMA

Upravljanje ljudskim resurusima moze da se razlo-
zi na nekoliko deonica i to: 1. Planiranje i regrutovanje
ljudskih resursa, 2. Selekcija, socijalizacija i procena ucin-
ka ljudskih resursa, 3. Obuka i dalja edukacija, 4. Una-
predenje, premestanje, devastiranje i prestanak radnog
odnosa. Kada je re¢ o planiranju i regrutovanju, to su
procesi koji pretpostavljaju da se potrebe kod zaposlenih
zadovoljavaju stalno i na adekvatan nacin, $to se postize
analizom unutra$njih faktora. Pod unutrasnjim faktorima
podrazumevamo trenutne i ocekivane potrebe za odrede-
nim kadrovskim supstratom, popunjavanje upraznjenih
radnih mesta, ali i eventualna redukcija organizacionih
jedinica unutar upravne organizacije javne uprave. Pod
regrutovanjem u javnoj upravi, podrazumevamo obezbe-
denje odgovarajuceg i dovoljnog broja kandidata za radna
mesta u javnoj upravi.

UPRAVLJANIJE LJUDSKIM RESURSIMA U
JAVNOJ UPRAVI SRBIJE | NJEN RAZVOJ

Dugogodi$nje robovanje Sablonima iz vremena socija-
listickog samoupravnog sistema i naglasene etatizacije u
svim sferama Zzivota, uticalo je da je drzavna uprava u Sr-
biji postala jedan okostali organizam koji nije bio spreman
da prati tranzicione promene u srpskom drustvu, drugim
re¢ima na staro stablo nije bilo moguce kalemiti nove sor-
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te. Bila je potrebna sveobuhvatna reforma drzavne uprave,
a $ire posmatrano javne uprave na principima Novog jav-
nog menadzmenta i implementacije E-uprave. ,,Pod jav-
nom upravom u smislu Strategije Reforme javne uprave
podrazumevaju se drzavna (centralna) uprava; subjekti
koji vr$e poverene upravne poslove; drugi nivoi upravnog
odlucivanja - autonomna pokrajina i lokalna samoupra-
va; i javne sluzbe na centralnom i lokalnom nivou javnog
upravljanja.“ [5] ,,Novi javni menadzment (New Public
Management) zajednicki je naziv za niz reformi javnog
sektora, koje se provode tokom poslednjih dvadesetak go-
dina u vecini drzava OECD-a, zemljama u razvoju i tran-
zicionim zemljama. Ove se zemlje medusobno razlikuju
s obzirom na svoje ekonomske, drustveno-politicke, kul-
turne, ustavne i institucionalne osobine, pa tako i nac¢inu
na koji se vodi javna uprava. Cak su i unutar razvijenih
zapadnih zemalja upravne razlike velike. Uprkos tome,
¢ini se da modeli reforme ne pokazuju isti stepen razli-
Citosti §to ga pokazuju upravni elementi koji se reformi-
$u.“ [6] ,,U stvari novi javni menadzment u operativhom
smislu podrazumeva nametanje (ekonomskih) vrednosti
i tehnika privatnog sektora javnom, odnosno naglasak
je uglavnom na jeftinod¢i i efikasnosti, pouzdanje u mo¢
privatnog preduzetnistva i slobodnog trzista u reformi
javnog upravljanja. Od pocetka 1980-tih godina proslog
veka uglavnom je oslonjen na ideologiju neoliberalizma i
konzervativne politicke snage u SAD i Velikoj Britaniji. U
stvari utemeljuje se na politickom ,,napadu® na socijalnu
drzavu, znanju, u¢vrséenju socijalne strukture, odnosno
reafirmaciji nejednakosti i neokolonijalizma na global-
nom planu® [7] Kada je re¢ o elektronskoj upravi radi se
0 ,novom nacinu upravljanja, kojim drzavna uprava svoje
poslovanje orijentise ka potrebama gradana i privrede, a
sve to uz pomo¢ savremenih informacionih i komunikaci-
onih tehnologija. E-uprava, najjednostavnije receno, znaci
dostupnost servisa i usluga drzavne uprave elektronskim
putem.Uvodenjem e-uprave znacajno se unapreduje pru-
zanje informacija i usluga korisnicima, a uz to se, to je
veoma vazno, olaksava i podstice uc¢esce gradana i pravnih
lica u procesima dono$enja odluka. Na ovaj nacin posti-
ze se veca transparentnost, odgovornosti efikasnost rada
uprave, a celokupno poslovanje se usmerava prema ko-
risnicima. Primena re$enja e-uprave predstavlja mocan
alat za skracivanje vremena prikupljanja, obrade i prenosa
informacija. Obezbeduju se ta¢niji podaci, premoscuje se
fizicka udaljenost subjekata koji komuniciraju, ostvaruju
se vremenske ustede u pogledu troskova, smanjuje biro-
kratija i postize bolja dostupnost i otvorenost rada drzav-
ne uprave. Korisnici mogu da jednostavnim kori§¢enjem
interneta pribave najrazlicitije informacije u vezi sa radom
organa drzavne uprave. “ [8]

Za vreme vlade Vojislava Kostunice doneta je Odlu-
ka o obrazovanju Saveta za reformu drzavne uprave kao
centralnog strateskog tela Vlade za tu oblast. [9] Danasnje
Ministarstvo pravde i drzavne uprave je predlozilo Vladi
novu strategiju, koja mora biti zasnovana na analizi po-
stojeceg stanja i kompariranja sa inostranim iskustvima
i nacelima i standardima Evropskog upravnog prostora.
Svaka ozbiljna reforma je dugotrajan i kompleksan proces,
koji se bazira na logickom unutrasnjem sistemu. Tako i
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reforma drzavne uprave - §ire posmatrano reforma javne
uprave, mora da se bazira na osnovnim strateskim prin-
cipima kao $to su decentralizacija, depolitizacija, profe-
sionalizam i racionalnost u radu uz primenu modernih
tehnika, prilikom dono$enja odluka i ciljeva nove refor-
me javne uprave, da bi se moglo govoriti o razvoju javne
uprave u pozitivnom pravcu, moraju da se fundiraju na
nacelima vladavine prava, zatim odgovornosti, javnosti,
efikasnosti, ekonomicnosti i okrenutosti uprave ka gra-
daninu. Javna uprava mora da se posmatra kao javni ser-
vis, odnosno javna sluzba, kako se to kaze u francuskom
pravu. Naime, javna uprava posmatrana kao javna sluzba,
jedan je od ugaonih kamena koncepta socijalne drzave.
Vlada Srbije treba parlamentu da podnese Nacrt novog
Zakona o drzavnim sluzbenicima. Taj novi zakonski akt,
valjalo bi da prati savremene tendencije u razvoju sluzbe-
nic¢kog prava. Sadasnji Zakon o drzavnim sluzbenicima,
koji je stupio na snagu 01.07.2006. godine, predstavljao je
na normativnom planu znacajni pomak u depolitizaciji i
profesionalizaciji javne uprave, ali je fakticko stanje dale-
ko od istinske depolitizacije javne uprave. Nazalost, to je
bio akt koji predstavlja vise formalnu proklamaciju. On
je jedna vrsta normativne Zelje da drzavna uprava bude
depolitizovana, a pregrst je primera suprotnog postupa-
nja u praksi od nacela i bazi¢nih postavki za upravljanje
ljudskim resursima koje je zakon konstituisao. Ako bi se
izvr$ila normativna analiza, §to je namera u ovom radu,
mogli bi samo da dodemo do pozitivnih zakljucaka u vezi
upravljanja ljudskim resursima na adekvatan nacin, shod-
no odredbama Zakona o drzavnim sluzbenicima. Drzeci
se normativnog metoda kao vladaju¢eg metoda u prav-
nim naukama, ukaza¢emo na osnovne i bitne elemente
upravljanja ljudskim resursima, odnosno kadrovima u
organima drzavne uprave i nosiocima javnih ovlascenja,
jednom rec¢ju o upravljanju ljudskim resursima u jav-
noj upravi. S obzirom na receno, Zakonom o drzavnim
sluzbenicima fundiran je normativni okvir za efikasniji
i stru¢niji rad zaposlenih u organima javne uprave, da-
kle drzavnih sluzbenika i namestenika; uspostavljena su
nacela depolitizacije i profesionalizacije u radu, odgovor-
nosti za vrSenje javnih poslova koji se moraju sprovoditi
shodno zahtevima struke i nauke uz adekvatnu motiva-
ciju. Sa stanovista radnog prava, preciznije receno sluz-
benic¢kog prava, normiran je na celovit i sistemski nacin
polozaj prava i duznosti drzavnih sluzbenika i odredeni
set prava i duznosti names$tenika u radnopravnom smi-
slu. Na taj nacin doslo je do konstituisanja sluzbenickog
sistema, koji je kompatibilan savremenim, uporedno-
pravnim reSenjima i standardima Evropske unije u ovoj
oblasti. Zakonom o drzavnim sluzbenicima doslo je do
uvodenja karijernog poluotvorenog sluzbenickog siste-
ma, koji se bazira na stru¢nosti - tzv. merit system. Ovim
sluzbenickim zakonom, da ga tako drugacije nazovemo,
ureden je kadrovski sistem i definisan pojam drzavnog
sluzbenika. Sto se tice teorijskog odredenja drzavnog ili
javnog sluzbenika A. Balti¢ smatra da pojam javnog sluz-
benika u najSirem smislu reci obuhvata mnogobrojne,
raznovrsne i komplikovane pravne sluzbene odnose, da
on sadrzi nekoliko pojmova koji se sustinski razlikuju i
drugim re¢ima da obuhvata nekoliko kategorija javnih

sluzbenika. S obzirom na vreme u kome je stvarao ali i
pravnu aktuelnost danasnjice pomenuti autor sluzbenike
deli na stalne ili profesionalne ¢inovnike, pocasne javne
sluzbenike, prinudne javne sluzbenike i javne sluzbeni-
ke sa privatnopravnim karakterom (po ugovoru). [10]
R.Markovi¢ smatra da lica u organima drzavne uprave
¢ine ljudski supstrat tih organa. To su svi pojedinci koji
su angazovani u obavljanju poslova i zadataka u organima
uprave, imaju razlicit polozaj u njima, razlicita ovlasé¢enja
i duznosti, pa se u skladu sa tim merilima mogu podeliti
u odredene grupe. [11] Inace u Zakonu o drzavnim sluz-
benicima doslo je do razgranicenja dve vrste poslova i to
na poslove koje vrSe drzavni sluzbenici: re¢ je o licima koji
rade na poslovima drzavne uprave i srodnim poslovima
u ostvarenju javnog interesa, a kada je re¢ o namestenici-
ma to su lica koja rade na prate¢im, pomo¢notehnic¢kim
poslovima. Iz gore navedenog da se zakljuciti, a o cemu i
zakon govori da je Republika Srbija poslodavac drzavnih
sluzbenika i namestenika. Time je stvorena veca socijal-
na sigurnost ove dve kategorije zaposlenih u odnosu na
stabilnost radnog mesta, posebno ako se njihov polozaj
komparira sa polozajem zaposlenih u privatnom sektoru.
Kada je re¢ o radnim mestima drzavnih sluzbenika, ona
se dele na polozaje i izvrsilacka radna mesta. Polozajna
radna mesta su sloZenija po broju zadataka koji imaju
da se obavljaju i odgovornosti koja predstavlja pratecu
posledicu takvih radnih mesta. Izvrsilacka radna mesta
su manjeg stepena slozenosti ovlas¢enja i odgovornosti
u odnosu na polozajna, $to naravno ne znaci da u uzim
organizacionim jedinicama ministarstava i drugih organa
javne uprave ta mesta ne predstavljaju krucijalnu kariku
za adekvatno funkcionisanje mehanizma javne uprave.
Upravo to je uslovilo da se izvrsilacka radna mesta po
novom sistemu zvanja razvrstavaju zavisno od slozenosti
poslova i odgovornosti, potrebnih znanja, sposobnosti i
uslova za rad. Tako radna mesta sa visokim obrazova-
njem, a koja su izvrsilackog karaktera se dele na poslove
mladeg savetnika, savetnika, samostalnog savetnika i viseg
savetnika. Ako se uzme u obzir ¢injenica da se samostalni
savetnici, odnosno vidi savetnici nalaze na celu odseka ili
odeljenja odredenog ministarstva, koja su nekad klju¢na
u uspesnom funkcionisanju cele oblasti drustvenog Zivota
koje pokriva nadlezno ministarstvo, onda nasa konstata-
cija da je re¢ o karikama koje su apsolutno neophodne
za uspe$no funkcionisanje javne uprave, odnosno njenih
delova postaje potpuno tacna i ostaje trajno obelezje zna-
¢aja ljudskih resursa u javnoj upravi. Radna mesta poslovi
i zadaci kako polozajna, tako i izvrsilacka, imaju podlogu
u Zakonu o drzavnim sluzbenicima kada se razvrstava-
ju. Ali staro pravilo dobre normativne tehnike jeste da se
zakon mora razraditti, odnosno detaljizovati podzakon-
skim aktima. Takva situacija je i u sluzbeni¢ckom pravu.
Sluzbenicko pravo demokratske pravne drzave, pociva na
principima uspesnog delovanja drzavnih sluzbenika. Da
bi se delatnost drzavnih sluzbenika mogla nazvati uspes-
nom, odnosno poneti takav epitet, oni mora da rade uz
permanentno prisustvo zakonitosti, nepristranosti i poli-
ticke neutralnosti. Drzavni sluzbenik je duzan da postupa
prema pravilima struke i da snosi odgovornost za svoj rad.
Drzavnom sluzbeniku mora da bude dostupna informaci-



ja o radu da bi kvalitet usluga koje pruza javna uprava bio
na nivou kakav je u vode¢im zemljama Evropske unije.
Na ta radna mesta drzavni sluzbenici dolaze putem nepir-
strasnog konkursa i mora da budu birani najsposobniji
uz pos$tovanje principa jednake dostupnosti radnih mesta,
napredovanja i stru¢nog usavrsavanja i jednakih moguc-
nosti, $to je takore¢i zastitni znak savremenog i odgovor-
nog civilnog drustva.

ZAKLJUCAK

Drzavni sluzbenik je prva brana u zastiti javnog intere-
sa, postupajuci u upravnom postupku na re$avanju prava
i obaveza pravnih subjekata on ne sme delovati u svom
interesu, odnosno postupati u svojoj stvari, s toga zakon
reguliSe kao civilizacijsku tekovinu sprecavanje sukoba
interesa pri vrSenju poslova. Zakon o drzavnim sluzbeni-
cima normirao je postupak zasnivanja radnog odnosa, od-
nosno zaposljavanja na osnovu kvalifikacija i sposobnosti.
Da bi drzavna uprava bila efikasan mehanizam zastite pra-
va i interesa fizickih i pravnih lica, ponavljamo u njene re-
dove moraju biti primani najbolji, nezavisno od politickog
opredeljenja ili rodacke konekcije sa visokim funkcione-
rima partije ili drzave. Stoga zakon reguli$e popunjavanje
izvrsilackih radnih mesta prvo internim konkursom, a
kada to nije moguce onda na scenu stupa realizacija jav-
nog konkursa. Svaki posao, a posebno onaj koji nosi epitet
javnog, mora da bude podlozan proveri i nadzoru radi
unapredenja procesa rada i eventualnih korekcija gresaka
koje su neminovne u takvom procesu. S toga je zakonski
predvideno ocenjivanje i napredovanje drzavnih sluzbe-
nika u cilju njihovog motivisanja i ostvarivanje uslova za
napredovanje i stru¢no usavr$avanje. Potrebno je otprili-
ke, da decenija prode od momenta kada je lice sa visokom
stru¢nom spremom zasnovalo radni odnos u organima
javne uprave, da bi kroz protek tog vremenskog perio-
da od tog lica postao uspesni profesionalni, nepristrasni
i pre svega strucni drzavni sluzbenik. Svaka odgovorna
javna uprava, a takva bi trebala da bude i srpska, mora da
izdvaja deo finansijskih sredstava i materijalnih kapaci-
teta za strucno usavr$avanje i osposobljavanje drzavnih
sluzbenika, medutim ne po principu stihije, naprotiv na
osnovu striktno isplaniranog programa dugoro¢nog usa-
vr$avanja i moguc¢nosti dodatnog obrazovanja u mati¢noj

HUMAN RESOURCES AND DEVELOPMENT OF PUBLIC

ADMINISTRATION

Abstract:

For the modern Serbian state rapid development and reform of the public administration
is required. The reform represent systematic-functional and personnel-organizational im-
provement of public administration with the application of New Public Management and
e-Government. New Public Management is a common name for several reforms of public
sector, carried out during the last twenty years in many western countries and countries
in transition. In addition, in this work attention is paid to the concept of e-government.
Effectively managed in the public administration has a strategic importance for the
strengthening of the potential of human resources, modernization of the state and faster
economic development. This work puts special emphasis on human resources in Serbian
public administration with a brief overview on certain legal solutions.
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oblasti drzavnog sluzbenika i eventualnoj prekvalifikaciji
zbog potreba posla u upravnoj organizaciji javne uprave,
ali i profesionalnih afiniteta drzavnog sluzbenika, koje je
pokazao prilikom rada u odredenoj upravnoj organizaciji.
U drzavnoj upravi, proces upravljanja kadrovima, odno-
sno ljudskim resursima je simbioticki povezan sa razvo-
jem javne uprave. Nema istinskog progresa javne uprave i
njene uspesne reforme ako je zakazala centralna sluzba za
upravljanje ljudskim resursima. S toga je na nivou Vlade
Republike Srbije osnovana Sluzba za upravljanje kadrovi-
ma i Visoki sluzbenicki Savet. Ova sluzba i Savet treba da
svojim personalnim kapacitetima budu u sluzbi razvoja
javne uprave na pozitivnim tekovinama vladavine prava i
principima pravne drzave.
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Abstract:

Cash management products are in the function of improving company’s business i.e. cash
flow. The subject of this paper is to determine the level of development of cash manage-
ment products in Serbia. It is important to say that foreign-owned banks in Serbia whose
headquarters are in Austria (Raiffeisen bank and HVB, which was acquired by UniCredit
on group level later on), introduced more sophisticated cash management products at
the end of 2002 with implementation of e-banking and movement of domestic payments
in commercial banks. Also, it is important to emphasize that banks with pure focus on
corporate segment have continued to develop those products in our country (Raiffeisen
bank, UniCredit bank, Banca Intesa and Erste bank). The analyses contain comparison of

CM products between local bank and its headquarter abroad in years 2009 and 2012. The Key words:
criterion for classification of cash management products is adopted from Raiffeisen Zentral Cash Management,
Bank Product Catalogue (2008). Research showed that domestic banks in Italian ownership Cash Pooling,
(Banca Intesa and UniCredit) have taken leading role in introduction of new Cash manage- POS,

ment products thanks to good own IT sector in Serbia. At the same time, current regulation ™,

is limitation in expending range of cash management products in Serbia. education.

INTRODUCTION

The contemporary concept of money management i.e.
Cash Management of legal entities, financial and non-fi-
nancial institution is based on electronic banking, SWIFT
and UN/EDIFACT standards. Accordingly, bank’s Cash
management (CM) offer is focused on accounts manage-
ment of legal entities — financial and non-financial insti-
tutions, in order to provide optimal liquidity and interest
income (treasury), financial planning, financial control-
ling and regular informing [1].

Customer of the bank - legal entity decides to use CM
products in order to minimize risks in the business, pro-
vide liquidity and increase the profitability. Practically, it
means that customer with these products: provides effec-
tive maximal profitability in money management i.e. opti-
mal quantity of money in the company, decreases oppor-
tunity transaction costs, manages expected cash incomes
and outflows in planned manner i.e. provides favourable
credit lines and invests compensation balance in time.

The customer has full benefit of these products if co-
operates only with one bank. Furthermore, customer gets
the best terms and conditions for execution of financial
services through the bank i.e. its available deposits with
commercial bank compensate price of the service. Finally,
thanks to these products company has higher automati-
zation of business and simplified accounting within the
company.

The aim of the bank for offering and developing CM
products is the same as it is with the customer - to pro-
vide long term profitability and optimal liquidity in the
business. Bank’s CM offer is contain of basic, special and
group products [2].

Basic CM products are: accounts (opening and main-
taining) in local and foreign currency, domestic and in-
ternational payments, Direct Debit, Cash Collection, and
Cash Delivery. Special Cash Management products are:
Cash Management Account Web Bill and Effective Pool-
ing & Notional Pooling. Group CM products are: Mul-
tiCash, Cash Management International, UniCash and
Cross Border Margin Pooling.

The aim of this paper is to determine the level of de-
velopment of CM products in Serbia. Starting point in the
research is the level of development of these products in
local banks and their headquarters in 2009 [1]. Finally,
it will be expend on CM product offer in 2012. The basic
source of information is banks’ offer and annually reports
of those banks available on their sites. Authors will try to
express results in the common manner i.e. in accordance
with Raiffeisen Zentral Bank (RZB) product classification
in 2008.

CASH MANAGEMENT OFFER IN SERBIA

More sophisticated Cash Management products have
been introduced by foreign-owned banks in Serbia, with
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TABLE 1 PARALLEL REVIEW ON CASH MANAGEMENT PRODUCT OFFER OF LOCAL BANKS WITH FOREIGN EQUITY

IN SERBIA - LOCAL AND GROUP LEVEL IN 2009 AND 2012

Raiffeisen Raiffeisen UniCredit UniCredit Erste bank Erste bank  Bancalntesa
Wien Beograd Italy Belgrade Wien Novi Sad Belgrade
Products
2009 2012 2009 2012 2009 2012 2009 2012 2009 2012 2009 2012 2008 2012
Basic
1) Accounts + + + + + + + + + + + + + +
2) Payments + + + + + + + + + + + + + +
3) Direct Debit + + + + + + - - + + - - + +
4) Cash Collection + + + + + + + + + + + + + +
5) Cash Delivery + + + + + + + + + + + + + +
6) E-banking + + + + + + + + + + + + + +
7) Cards + + + + + + + + + + + + + +
8) Cash Management Ac- + + + + + + + + + + + + + +
count Web Bill
Groupg
1) MultiCash + + + + - +
2) Cash Management + + + + + + + + +/- + +
International
3) UniCash = Cash Pool + +
Interest Compensation + +
4) Cross Border Margin
Pooling + +
5) Cash Liquidity Manage- - +
ment with Cash Pooling - +
6) Cross Border Zero
Balancing - +
7) Cross Currency No-
tional Pooling - + + +
8) E-commerce - +
Special
1) Cash Management Ac- + +/- -
count Web Bill
2) Effective Pooling + + - - + + -
3) Notional Pooling + + +/- +/- + + - + + +
4) Collection & Disburs-
ment Account + + - - + + -

[Source: 2, 3,4, 6, 7]

clear focus on corporate segment. It can be mentioned,
that the first important Cash Management products were
implemented with introduction of e-banking and move-
ment of domestic payments with commercial banks dur-
ing 2002 and 2003.

Also, it is evident that CM products have permanent
development. Serbian banks managed to introduce all
basic CM products, and some of group and special CM
products (MultiCash, Cash Management International
and E-commerce). The key factor for further develop-
ment of group and special CM products is liberalization
of regulation in foreign and export-import business, in the
field of account opening abroad and purposes of money
transfer abroad.

New changes in RBI CM products offer are following:
1) basic CM products are expended on SEPA payments
(Single European Payment Area), 2) group CM products
are improved by International Liquidity Management
with Cash Pooling, Cross Border Zero Balancing and
Cross-currency Notional Pooling, 3) special CM products
are developed in direction of tailor-made approach for
the customer, 4) changes within existing products: a) CM
Account Web Bill transferred to the category basic CM
products, b) changes in the names of the products: Cash
Pool Interest Compensation instead of UniCash; Cash

Pool Target Balancing and Cross-border Target Balanc-
ing instead of Effective Pooling. It means that there were
improvements in characteristics of the products. Finally,
it is good that other banks on Serbian market (leaders are
Italian banks), have been continuously developed these
products thanks to good information technology sector
(the most impressive results have Banca Intesa Belgrade).

THE IMPORTANCE OF CASH MANAGEMENT
PRODUCTS ON BUSINESS OF BANCA INTESA
BELGRADE

32 banks, with 28,394 employees and 2,243 organiza-
tional units exist in Serbia. The most important financial
results have two banks in Italian ownership, Banca Intesa
(BI) Belgrade and UniCredit Belgrade, with market share
of 23% in balance assets and equity of Serbian banking
sector, and first and third place in achieved profit of bank-
ing sector. Banks established by Italian equity are their fol-
lowers, Raiffeisen bank, Hypo-Alpe-Adria bank and Erste
bank, with 15% market share in assets, and 17% of market
share in equity of Serbian banking sector [5].

Serbian banking sector is considered as the most prof-
itable sector of the state with profit of 11.7 billion dinars,
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return on assets (ROA) 1% and return on equity (ROE)
2.5% at the end of 2012. BI is market leader with assets
(14.5% of market share), achieved profit (10.3 billion di-
nars) and number of employees (29,887 i.e. 11% of total
sector) [5].

TABLE 2 RESULTS OF BI BELGRADE IN COMPARISON WITH
TOTAL SERBIAN BANKING SECTOR IN THE PERIOD OF
2010 TO 2012

Indicator 2010 2011 2012
Assets BI (%) 14,2 14,8 14,5
Profit before Sector 25,4 1,3 11,7
taxes (billion
RSD) BI 8,5 10,7 10,3
Sector (%) 5,4 6,0 4,7
ROE
BI (%) 14,76 13,29 11,44
Sector (%) 1,1 1,2 1,0
ROA
BI (%) 2,35 2,72 2,49
Participation Sector (%) 23 21,4 21
of fee profit in
total profit BI (%) 67,81 56,71 59
Sector (absolute) 28.394 29.228 29.887
Number of BI (absolute) 3.134 | 3200 | 3.090
employees
BI (%) 10,3 10,9 11
No. of ctlsfomers BI 1,37 142 146
(in millions)

[Source: 3, 5]

It can be noticed that BI has better results than the sec-
tor. It is especially important to emphasize that fee income
in total profit is above 50% in all three years subject of
analysis, as result of permanent investment in CM prod-
ucts and customers’ education, which is visible in annual
reports of the bank. At the same time, all banks during the
crisis have problems with collection (including BI), and
they are enforced to delete credit receivables to increase
the level of provisions in the moment of loan restructur-
ing, which have direct impact on bank’s profitability. The
majority number of CM products belongs to the non-
risky products which are out of money provisioning.

If we analyse structure of income statement, it can be
concluded that costs of employees significantly participate
in profit of the bank (above 40%), and all electronic servic-
es allow lower level of manual work and mitigate the level
of errors. Therefore, at the time with the least number of
employees in 2012 (3,090), BI serves the highest number
of customers (1,46 million) comparing to the analysed pe-
riod, i.e. 86.4% customers uses BI cards, and through BI
POS customers perform 48.6% of total payments in the
country (shown in Table 3).

An obstacle in analysing the annual reports of BI is
that there is no unique way of reporting, but it is evident
that special attention is connected to payments — domes-
tic and international, cards, accepting network, electronic

services and Customer Relationship Management (CRM).
Parallel analysis confirmed that BI is the only one on the
market which has info terminals on 15 locations in the
country, processes Visa and Master cards via internet (E-
commerce) and officially offers Cash Pooling. Continu-
ity investment in CM products ensures BI to be a market
leader in the volume of payment orders, i.e. 46.8% mar-
ket participation in transaction of domestic payments
through BI POSs [3]. It explicitly confirms that bank has
the biggest POS network in Serbia. Competitors and cus-
tomers of BI say that BI has developed Direct Debit in
the best possible way, due to the approving overdraft for
the purpose of paying in time to particular distributer or
seller, and providing the main benefit of this product.

BI CM offer consists of all basic CM products, two
groups of products (CM International and E-commerce)
and one special CM product (Effective Pooling). BI ex-
pressed all achieved results in cumulative figures, without
differentiation to retail, micros, SME and corporate seg-
ment, which creates an obstacle in the analysis.

Structure of issued BI cards is as follows: 2/3 is debit,
and 1/3 is credit. In terms of cards’ brand, ranking is as
follows: Master, Visa, Dina and American Express. Dur-
ing 2010 BI had introduced new way of cash turn-over
deposit with the bank and automatically booking of em-
ployees’ salaries in companies’ financial reports. It means
that the CM offer is improved. Furthermore, during 2011
the number of e-banking payments had been increase, i.e.
78.5% of corporate customers were executed by electronic
payment orders [3]. Finally, BI has been continuously in
the phase of improving On-line solution for the customers
and innovating POS network with non-touch payments.
All mentioned things confirm BI statement that move-
ment of borders is the task of number one on the market

[3].
CONCLUSION

CM products offer has been developing, slowly but
steadily in Serbia. It can be concluded that Serbian banks
managed to introduce basic CM products, and some of
group (MultiCash, Cash Management International and
E-commerce) and special CM products (Effective Pool-
ing). Bl is the leader in introducing CM products in Ser-
bia.

Further development of CM products can be expected,
because their usage for the banks means not to create pro-
visions in financial reports, less employees and branches,
and inclusion in contemporary European flows. It will
have consequences in changes of local regulation in for-
eign and export-import business.
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TABLE 3 THE MOST IMPORTANT CM PRODUCTS FOR BI AND THEIR MARKET PARTICIPATION IN THE PERIOD OF
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2007 TO 2012
CM products 2007 2008 2009 2010 2011 2012
Total 5,725,465 5,728,789 6,014,390 6,147,937 6,350,587 5,934,784
Cards Bl 968,485 1,012,842 1,023,842 1,092,018 1,169,540 1,261,680
Participation Bl (%) 16.91 17.68 17.02 17.76 18.41 21.26
Bl’s customers that have cards (%) 81 75.85 79.7 82 86.4
Total 55,340 57,919 59,058 57,459 58,012 62,656
SN;;’L transactions in Republic of 39,220,000 | 51,732,271 | 57,457,802 | 64,210,478 | 74,729,116 | 86,826,191
POS BI - POS 21,362 21,856 23,177
No of transactions B 30,900,000 | 33,500,000 | 42,197,529
Participation Bl (%) 48 45 48.6
Total 2,074 2,494 2,723 2,857 2,830 2,785
ATM No of transactions 35,803,741 | 44,917,646 | 48,123,180 | 51,986,007 | 57.490.112 | 62,833,608
Bl—ATM 242 252
BI
Dinar pay- Outgoing customers’ payments 26,144,513 | 29,194,459 | 24,391,576
ments (u
000 EUR) | No of payments 38,566,715 | 44,999,101 | 41,028,209
Payments 11,635,115 14,805,224 | 14,834,335
Dinar pay-
ments (e- No of payments 7,081,617 | 10,014,415 10,949,775
banking)
% e-banking payments 18 22.3 26.7
Active users 62,544 68,016 75,501
E-banking
No of executed payments 539,394 733,744 949,597
E-com- No of transactions 50,000 72,500 108,750
merce :j/plume of transactions in million 600 895 1,342.5
inars
CRM Campaigns Introduced 150 193
[Source: 3, 5]
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Abstract:

U danasnje vrijeme postoji pove¢ana tendencija kori$¢enja informaciono-komunikacionih
tehnologija (ICT) kao osnovnih alata u podrsci rada zakonodavnih organa Sirom svijeta.
ICT je postala dovoljno fleksibilna da pomogne parlamentima u svojim najvaznijim odgo-
vornostima: izradi zakona i komunikaciji sa gradanima. Parlamenti imaju viSe mogu¢nosti
nego ranije da se priblize gradanima i da ih direktno informi$u o svom radu. Skupstina Crne
Gore je zainteresovana za razvijanje efikasnog, transparentnog i isplativog informacionog
sistema za sve korisnike (poslanike, sluzbenike, gradane, itd.) koji ¢e koristeci najnovije
standarde u ovoj oblasti biti model za druge parlamente u regionu. Naime, Skupstina Crne
Gore je zainteresovana za uspostavljenje elektronskog sistema za upravljanje ,,zivotnim

Key words:
e-parlament,
strateski plan,
zakonodavni proces,
transparentnost,
otvorenost.

osnovu spolja, tj. put dokumenta otkad se prvi put pojavi u sistemu, pa dok se njegovo
procesuiranje zavrsiiarhivira. U cilju ostvarivanja navedenog, neophodno je kvalitetno ICT
stratesko planiranje, kao i investiranje u e-parlament sistem. U ovom radu dat je osvrt na
strateski plan ICT-a u Skupstini Crne Gore i opisane osnove bududeg e-parlament rjesenja.

uvobD U tabeli 1, dat je pregled broja odrzanih sjednica
Skupstine i njenih radnih tijela, kao i broj donesenih za-

Skupstina Crne Gore ima zakonodavnu, nadzornu i ~ kona u proteklih pet godina, iz kojeg se da zakljuciti da je

kontrolnu funkciju. Njene glavne nadleznosti se odnose
na usvajanje Ustava, Zakona i drugih akata, kao i nadgle-
danje aktivnosti i politike Vlade. To je jednodomni parla-
ment sa 81 poslanikom.

Skupstina radi u dva redovna zasijedanja. Prvo redov-
no zasijedanje Skupstine - prolje¢no zasijedanje, pocinje
prvog radnog dana u martu i traje do kraja jula. Drugo
redovno zasijedanje - jesenje zasijedanje, pocinje prvog
radnog dana u oktobru i traje do kraja decembra. Tokom
zasijedanja Skupstina radi u sjednicama, a izvan ovih pe-
rioda, u slucaju potrebe mogu se odrzati vanredna zasi-
jedanja. Aktuelni, 25. saziv Skupstine Crne Gore, ima 15
stalnih radnih tijela (14 odbora i jednu komisiju).

tabela 1 BRO] ODRZANTH SJEDNICA I DONESENTH ZAKONA

Broj odrzanih sjednica Godina

i donesenih zakona

2009 2010 2011 2012 2013

Sjednice Skupstine 15 21 25 21 33

Sjednice radnih tijela 145 221 313 178 369

Doneseno zakona 81 152 154 79 113

parlamentarna aktivnost intenzivirana u poslednjih neko-
liko godina. Zbog aktivne uloge Skupstine u pristupnim
pregovorima sa EU, koji su zapoceti na prolje¢e 2012, broj
zakona koji ¢e se razmatrati ¢e rasti i u narednim godina-
ma, zajedno sa jacanjem parlamentarnih nadzornih aktiv-
nosti[1][2][3][4][5].

Zaposleni, organizovani kao stru¢na sluzba Skupstine,
obezbjeduju administrativnu, tehnicku i ekspertsku po-
drsku radu poslanika, a uporedo sa pove¢anjem obima tog
rada, planiran je i rast broja zaposlenih, sa sadasnjih 134
na 250 u narednih nekoliko godina.

PARLAMENTARNA OTVORENOST

U modernim demokratskim parlamentima danas je
klju¢no pitanje kako u¢initi informaciju o deavanjima u
parlamentu dostupnom na $to brzi nacin i u formatu koji
omogucava ponovno korisc¢enje te informacije od strane
spoljnih korisnika, bilo da se radi o gradanima, predstav-
nicima medija ili specifi¢cnim organizacijama koje objav-
ljene podatke dalje obraduju.

Parlamenti su pocele da budu svjesni prednosti koje im
se nude na Internetu. Cinjenica da su parlamenti brzo po-
Celi da postavljaju sajtove na World Wide Web je jedan od



glavnih znakova ove svijesti. Danas, Web sajtovi su vazno
sredstvo na raspolaganju parlamentima za $irenje zako-
nodavnih informacija i za uspostavljanje blizeg i boljeg
odnosa izmedu poslanika i biraca [6].

Skupstina Crne Gore je na 22. godi$njem zasedanju
Parlamentarne skups$tine OEBS-a u Istambulu, prihva-
tila rezoluciju i deklaraciju da podrzava transparentnost
i otvorenost kao klju¢ za jacanje povjerenja izmedu
parlamenata i biraca [7].

STRATESKO PLANIRANJE ICT-A

Parlamenti se obi¢no nalaze u glavnim gradovima dr-
zava, gdje je internet obi¢no dobar, tako da vecina njih,
pa ¢ak i oni u nerazvijenim drzavama pocinju da koriste
ICT da poboljsaju njihove komunikacione i informacione
kapacitete [8]. Internet je pove¢ao mogucnosti interak-
cije izmedu javnosti, parlamenta i vlade, putem e-poste,
diskusionih grupa i elektronskih forumima, i moze se
smatrati instrumentom aktiviranje gradanski zasnovane
demokratije i osporavanja monopola postojecih politickih
hijerarhija [9].

STRATESKO PLANIRANJE - OSHOVNA STRATEGUA
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Fig. 1. Faze strateskog planiranja u skupstini Crne Gore

U poslednjih nekoliko godina, mnogi parlamenti na-
stoje da uvedu nove ICT za poboljsanje parlamentarnih
procesa, sa razli¢itim rezultatima. Dok su neki postigli vi-
sok nivo uspjeha, drugi se znatno razlikuju u svojoj spo-
sobnosti da podrze funkcije kroz upotrebu ICT-a. Tako se
u svjetskom e-parlament izvjestaju za 2010 godinu, rezul-
tati ankete o koris¢enju ICT-a u zakonodavnom procesu
kre¢u izmedu 14 do 83 od mogucih 100. Svi svjetski e-
parlament izvjestaji 2008, 2010 i 2012 podvlace ¢injenicu
da je jacanje parlamenata kao transparentne, odgovorne i
reprezentativne institucije kroz uvodenje i primjenu ICT-
a veliki poduhvat. Uspjeh ovog poduhvata u velikoj mjeri
zavisi od zajednickog angazovanja i podrske parlamentar-
nog rukovodstva, poslanika, drugih relevantnih funkcio-
nera i parlamentarnog osoblja[10][11][12].

Strateski plan za ICT Skupstine Crne Gore je razvijen
prema e-Parlament konceptu, koji se zasniva na meduna-
rodnim dobrim praksama od strane drugih parlamenata
$irom svijeta na koriS¢enju i primeni ICT-a. Plan je razvi-
jen kroz strukturiranu metodologiju strateskog planiranja,
prikazanu na fig. 1[13].

U cilju prikupljanja strukturisanih informacija kako
bi se obezbijedio jasan opis postojece ICT infrastrukture,
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usluga i procesa dostupnih u svakoj funkcionalnoj oblasti,
koristile su se metode i tehnike: interna istrazivanja, inter-
vjui/sastanci sa rukovodstvom i $efovima sluzbi, upitnici i
neposredni obilasci. Kombinujuéi iznesene stavove i iska-
zane potrebe od strane rukovodstva, poslanika i skupstin-
ske sluzbe, moze se formulisati vizija ICT-a u Skupstini
Crne Gore: ,ICT je adekvatan da omogudi povezanu,
otvorenu, pristupacnu, efikasnu i ,zeleniju® Skupstinu
Crne Gore“ [13].

Za svaki element vizije ICT-a razvijeni su specifi¢ni

strateski ciljevi i zadaci:

¢ Adekvatnost: gdje ICT usluge i infrastruktura su
uvek isplativo i korisnicki orijentisani (tehnicke
nadleznosti IT organizacije ¢e biti ojacani,
grupisani i mobilisani u skladu sa najboljom prak-
som i standardima);

+ Povezanost: svim c¢lanovima parlamenta, parla-
mentarnom osoblju i ostalim ucesnicima u procesu
omoguciti pristup iz bilo kog mjesta u bilo koje vri-
jeme (parlamentarne aplikacije i informacije ¢e biti
bezbjedno dostupne ovlas¢enim korisnicima bilo
kad i bilo gdje);

+ Otvorenost: svi dokumenti primljeni ili proizve-
deni od strane Skupstine ¢e biti dostupni u elek-
tronskom obliku pogodnom za dalju obradu; parla-
ment ¢e usvojiti standardni format za zakonodavna
dokumenta; gradani ¢e moci vidjeti sva dokumenta
vezana za zakonodavni proces; transkripti sa sjed-
nica ¢e biti dostupni u otvorenom formatu; u ko-
munikaciji sa gradanima koristic¢e se i drustvene
mreze;

¢ Pristupacnost: sve informacije je moguce lako
pronadi i (re)upotrebljavati (klju¢ni dokumenti
potrebni ¢lanovima i osoblju parlamenta ce biti
organizovani u strukture sa opisom metapodataka
koji ¢e olaksati njihovo pronalazenje; katalog bibli-
oteke ¢e biti dostupan online, a javni sajt ¢e sadrzati
sve potrebne informacije u skladu sa smjernicama
za parlamentarne sajtove)

+ Efikasnost: gdje se prate mjere i iskazuju svi par-
lamentarni procesi (svi relevantni parlamentarni
poslovi ¢e biti dokumentovani, a metrika oko
troskova, performansi i dosljednosti ¢e biti priku-
pljena i analizirana).

E-PARLAMENT

E-parlament mozemo smatrati kao kontinualno pro-
mljenjiv koncept koji je preko savremenih tehnologija
ugraden u slozenom okruzenju parlamenta. U cilju da
osnazi zakonodavstvo u parlamentu, ovaj projekat ¢ini ne
samo da poboljsa ICT infrastrukturu, ve¢ i administrativ-
ne procese u parlamentu. Cilj nije samo da se primjenju-
ju nove tehnologije, ve¢ da se one integriSu u postoje¢im
pravilima i procedurama.

Dakle, e-parlament treba da obuhvati i olaksa ¢itav za-
konodavni postupak, pocev od prijema predloga zakona
do zavrsne faze — usvajanja i slanja na objavu Sluzbenom
listu Crne Gore, odnosno arhiviranja. Ovaj postupak
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obuhvata i rad na plenarnim zasijedanjima, kompletan
rad i sjednice radnih tijela i komisija, poslanicka pitanja,
amandmane, itd. Kori$¢enje sistema treba omoguciti svim
ucesnicima u procesu: poslanicima, zaposlenim u sluzbi
Skupstine, gradanima...

MODULI E-PARLAMENTA

Na fig. 2 su prikazani moduli e-parlament sistema, cije
jezgro se sastoji od niza podsistema, kao $to su podsistemi:

¢ podrske radu i sjednicama Skupstine

¢ podrske radu i sjednicama radnih tijela Skupstine

¢ podrske za amandmane

¢ podrske za poslanicka pitanja.
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Fig. 2. Moduli e-parlament sistema

Procesi u e-parlamentu

Osnovni procesi e-parlamenta:

¢ Proces izrade zakona, interno odobravanje i
dostavljanje akata (iniciranje i nacrt-zakona,
$ablon za izradu zakona, informacije o verziji
dokumenta, saradnja i rad na zajednickim doku-
mentima, proces podnosenja amandmana, proces
podnosenja poslanickih pitanja)

+ Parlamentarne sjednice (Agenda - podsjetnik
- dnevni red, odluke, zakljuéci, listinzi glasanja,
minutaza, transkripti, izvestaji, i sl.)

+ Sjednice radnih tijela (Agenda - podsjetnik -
dnevni red, odluke, zakljucci, listinzi glasanja,
minutaza, transkripti, izvestaji, i sl.),

+ Objavljivanje dnevnog reda, zakljucaka i izvestaja
sjednica na web portala kako bi bili na raspolaganju
gradanima

+ Distribucija zakona i odluka do intranet portal i
sluzbenog lista.

Stratesko planiranje programa
Odnos prema spoljnim subjektima
+ Monitoring i izvjeStavanje

U zakonodavnom procesu je neophodno omoguciti i:

+ visejezi¢nu podrsku,

+ unosenje dokumenta u sistem skeniranjem i nje-
govo prepoznavanje na osnovu ranije definisanih
formi,

+ viSekorisni¢ki rad na istim dokumentom,

¢ pristup sadrzajima od strane autorizovanih koris-
nika,

+ informacije o aktuelnoj verziji dokumenta kao,
uvid u sve nacinjene promjene i obavjestavanje
ukljucenih u procesu o izmjenama (mailom, SMS-
om, ...),

+ automatsko generisanje dokumenata na osnovu

unaprijed definisanih obrazaca,

digitalni potpis,

zastitu podataka kriptovanjem,

sigurni pristup sa daljine,

pretraga dokumenata na osnovu njihovog sadrzaja,

grupe dokumenata kojoj pripadaju, korisnicima

koji su radili na njima i sl,

+ koridc¢enje nekih od standarda za procesiranje do-
kumenata na razli¢itim sistemima (npr. XML),
koris¢enje sistema na mobilnim uredajima,

* & o o

pracenje i izvjestavanje o efikasnosti, i
dozvolu gradanima da aktivno ucestvuju u procesu,
odnosno da komentarisu i predlazu.

Povezanost e-parlamenta sa drugim sistemima

Imajudi u vidu da je u najvecem broju slucajeva inici-
jator predloga zakona u Skupstini Crne Gore Vlada Crne
Gore (oko 90 %), dok svi donijeti zakoni, da bi proizveli
pravno dejstvo, moraju biti objavljeni u Sluzbenom listu
Crne Gore, na fig. 3, je prikazana nuzna povezanost tri
sistema: elektronskog parlamenta, elektronske vlade i
elektronskog sluzbenog lista. Naravno, ovo ne iskljucuje
mogucnost i potrebu e-parlamenta da bude povezan i sa
drugim sistemima (na pr. e-peticija).

Sleibaeni list
FIEaTd e Pk =51
AT e

Fig. 3. Povezanost e-parlament sistema



Prednosti koriS¢enja e-parlamenta

Prema World e-Parliament Report 2012 [12] i njiho-
vim najnovijim istrazivanjima, ostvaren je ne toliko veliki
ali ipak znacajan napredak u funkcionisanju parlamenata
koji koriste e-Parlamenta u protekle dvije godine. Podaci
ukazuju da je:

+ vise politickih lidera angazovano u postavljanju

ciljeva i zadataka u ICT-u institucija;

+ mobilni uredaji i aplikacije su usvojeni brze nego

§to se ocekivalo;

+ implementacija XML-a za upravljanje zapisima je

porasla,

+ viSe parlamenata sada imaju sisteme za upravljanje

plenarnim i dokumentima odbora;

+ znacdajno poraslo dijeljenje informacije i saradnja

na unapredenju tehnologije.

Jedan od primjera je i znacajan napredak ka uspo-
stavljanju medunarodnih parlamentarnih i zakonodavnih
XML standarda.

Fokusirajuci se na komunikacije, socijalne medije i pri-
stup informacijama, implementacija e-Parlamenta podsti-
¢e gradane da razgovaraju, razmijene ideje i predloge sa
njihovim izabranim predstavnicima u Parlamentu.

PRIMIJENA ICT-A U DIREKTNOJ DEMOKRATUI

I ako predstavlja najcistiji oblik demokratije, gdje
je svaka punoljetna osoba u moguc¢nosti da se direktno
ukljuci u donosenje odluka, direktna demokratija nikada
nije bila primijenjena kao prakti¢an oblik drzavne vla-
sti. Uticaj geografskih i fizickih ogranic¢enja na razmjenu
informacija limitirao je primjenu direktne demokratije
na lokalnom nivou u op$tinama, mjesnim zajednicama
i selima. Na prvom pogledu, ICT izgleda da nudi velike
mogucnosti u olak$avanju direktne demokratije. U teoriji
je primjenom ICT-a moguce do¢i do potpune direktne
demokratije, odnosno do stanja gdje svi zastupaju svoje
stavove i poslije debata odlu¢uju o njima, ali se ipak jasno
vidi da su takva ocekivanja nerealna [8].

Vlada Crne Gore u saradnji sa Programom Ujedinje-
nih nacija za razvoj (UNDP) u Crnoj Gori, je razvila portal
»Glas gradana“ koriste¢i najbolja medunarodna iskustva.
Njegovim pokretanjem Crna Gora postaje prva zemlja u
ovom dijelu Evrope koja je svojim gradanima omogucila
ovaj vid direktnog ucesca u kreiranju javnih politika[14].

U ¢lanu 93 stav 2 Ustava Crne Gore, pravo predlaganja
zakona pored Vlade i poslanika ima i $est hiljada biraca,
preko poslanika kojeg ovlaste. Ovu ustavnu mogucnost
gradani su do sada bili u mogu¢nosti koristiti iskljucivo
na klasi¢ni - pisani nacin, $to je znatno otezavalo njenu
primjenu.

Uvodenjem e-parlamenta, osim brze i kvalitetnije in-
formisanosti, sti¢u se uslovi i za vece i kvalitetnije ucesce
gradana u rad parlamenta. Stvara se mogucnost da gra-
dani, postanu e-predlagaci, odnosno da preko namjen-
skog portala mogu podnositi peticije i predlagati zakone,
amandmane i druge pravne akte.
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E-predlagac¢, bi se na portalu identifikovao preko kva-
lifikovanog digitalnog certifikata za napredni elektronski
potpis. Shodno Zakonu o elektronskom potpisu i Zakonu
o elektronskom dokumentu, elektronski potpisani doku-
menti su u potpunosti validni kao i tradicionalno svoje-
ru¢no potpisani papirni dokumenti. Medutim, imajuci u
vidu cijenu digitalnog elektronskog potpisa, kao i jos uvi-
jek njegovu malu zastupljenost kod gradana Crne Gore,
pored ovakve identifikacije, kao prihvatljivo rjeSenje na-
mece se i identifikacija koja se trenutno koristi na portalu
»Glas gradana“. Rije¢ je o identifikaciji pomocu unosa seta
licnih podatka: imena i prezimena, jedinstvenog mati¢nog
broja i broja biometrijske licne karte. Ovi podaci se auto-
matski provjeravaju u centralnom registru stanovnistva i
registru identifikacionih dokumenata, a njihovo poklapa-
nje sistem prihvata kao validan prijedlog odnosno potpis
[14].

Gradanin je na samom portalu upoznat o nacinu
upravljanja sa njegovim licnim podacima koje ostavlja i
mora dati saglasnost na isto. Zastita privatnosti, sprovodi
se u skladu sa savremenim informatickim standardima
(na pr. kriptovan saobracaj izmedu klijenta i servera) i
Zakonom o zastiti podataka o li¢nosti.

PARLAMENTARNA TELEVIZIJA

U Evropi mnogi parlamenti imaju interne televizije
ili interne televizije i parlamentarne televizijske kanale,
kao jedan od nacina informisanja javnosti. Interna tele-
vizija podrazumijeva da se plenarne sjednice, kao i sjed-
nice skupstinskih radnih tijela, snimaju profesionalnom
opremom, a dobijeni materijal se stavlja na raspolaganje
svim ucesnicima zakonodavnog procesu (poslanicima,
poslanickim klubovima, politickim partijama, javnosti...).
Parlamentarni televizijski kanali su posebni televizijski
programi ¢iji je sadrzaj iskljucivo vezan za parlamentarne
aktivnosti. Emituju se na posebnim frekvencijama, bilo da
sa njima rukovode parlamenti, ili pak da ih ureduju javni
radio-televizijski servisi.

Prvi korak, ka stvaranju uslova za uvodenje parlamen-
tarne televizije u Skupstini Crne Gore, podrazumijevalo
je kompletno opremanje audio-video tehnikom plenar-
ne skupstinske sale. Ovaj projekat je uspje$no zavrsen i
sistem je stavljen u funkciju tokom 2010 godine, kada je
po prvi put Skupstina emitovala TV signal sjednice parla-
menta sopstvenim kapacitetima.

Projekat opremanja plenarne sale, izmedu ostalog,
podrazumijevao je implementaciju tri podsistema: kon-
ferencijskog, audio i video sistema. Skupstinski TV signal,
je preko Radio difuznog centra Crne Gore, dostupan svim
zainteresovanim TV kuc¢ama, a na web stranici Skupstine
je dostupan i internet streaming. Pored sopstvene video
arhive zasijedanja, kojoj je moguce pristupiti isklju¢ivo
preko lokalne racunarske mreze Skupstine, pocev od 25
saziva Skupstine Crne Gore arhiva $iroj javnosti je dos-
tupna i preko youtube kanala.

Uspostavljanjem sli¢nih sistema u preostalim salama i
salonima, osim samih plenarnih zasijedanja veca transpa-
rentnost ¢e se postici i u ostalim djelovima zakonodavnog
procesa — radu radnih tijela i komisija, a projektom digi-
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talizacije radio-difuznog segmenta u Crnoj Gori, stvoriti
¢e se uslovi da signal bude dostupan svim gradanima ¢iji
predstavnici sjede u Parlamentu.

ZAKLJUCAK

Sa prvim ICT strateskim planom, koji se odnosi na pe-
riod od 2014 do 2016 godine, Skupstina Crne Gore ulazi
u novu fazu razvoja, implementacije i upravljanja ICT
uslugama namijenjenim kako internim, tako i eksternim
korisnicima.

Opsti cilj strategije razvoja ICT-a i implementaci-
je eParlamenta u Skupstini Crne Gore je da se poboljsa
kvalitet i odrzivost parlamentarne demokratije u Cr-
noj Gori - pruzajuci zakonodavstvo sa parlamentarnim
informacijama i stvaranju zakonodavnog sistema koji ¢e
poboljsati njegovu transparentnost, otvorenost, odgovor-
nost i efikasnost u skladu sa medunarodnim smijernicama
i praksom. Sa druge strane, pobolj$anjem upravljanja
informacijama, gradanima se pruza jednostavan i efikasan
pristup parlamentarnim radovima i aktivnostima.

Troskovi mogu biti znatno smanjeni kroz standar-
dizaciju rjeSenja, dok se u isto vrijeme poboljsava pri-
lagodenost korisniku. Dakle, postoji veliki potencijal za
smanjenje troskova. eParlament i optimizacija procesa
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STRENGTHENING OF THE CONTROL AND OVERSIGHT ROLE OF
THE PARLIAMENT OF MONTENEGRO , IMPROVING ITS OPENNESS
AND TRANSPARENCY BY APPLYING INFORMATION AND

COMMUNICATION

Abstract:

At present, there is an increasing tendency to use information and communication technol-
ogy (ICT) as a basic tool supporting the work of legislative bodies around the world. The
ICT has become flexible enough to assist parliaments in their most important responsibili-
ties: drafting laws and communicating with citizens. Parliaments have more opportunities
than they have had before to get closer to citizens and inform them directly about their
work. The Parliament of Montenegro is interested in developing an efficient, transparent
and cost-effective information system for all users (Members of the Parliament, employees,
citizens, etc.) and, by using the most up-to-date standards in this area, be a model for other
parliaments in the region. The Parliament of Montenegro is interested in establishing of an
electronic system for the management of “life cycle” of any document that has been made
in the Parliament or obtained externally, i.e. time travelled since the document first appears
in the system until it is processed and archived. In order to achieve this, a good quality ICT
strategic planning as well as an investment in the e-parliament system is necessary. This
paper gives an overview of the strategic plan for ICT in the Parliament of Montenegro and
describes the basis for future e -Parliament solutions.

Key words:
e-Parliament,
strategic plan,
legislative process,
transparency;,
openness.




eSinteza

iy ey — i —
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Abstract:

Savremene informaciono-komunikacione tehnologije (IKT) i njihova primena u poslovanju
multinacionalnih kompanija i drugih poslovnih sistema pecat su globalizacije na pocetku
21. veka. Razvoj mikroelektronike, proizvodnja i upotreba racunara omogucili su prelazak
industrijskog dru$tva u informaciono drustvo. Sa razvojem IKT dolazi do priblizavanja tradi-
cionalnih oblika poslovanja nosioca medunarodnog biznisa, s jedne strane, i informatike, s
druge strane. U radu smo se osvrnuli i na razvoj informacionog drustva u Republici Srbiji. U
pitanju je nacionalni projekat koji treba da harmonizuje nasu informaciono-komunikacionu

infrastrukturu sa ,,Digitalnom agendom EU

uvoD

Globalizacija trzista i internacionalizacija trgovine
predstavljaju aktuelnu temu o kojoj se dosta govori i pise.
Trziste s kraja 20. i poc¢etkom 21.veka se globalizuje, uti-
¢udi da nacionalne ekonomije postanu integrisani deo
globalne ekonomije (Elzeser J.,). U literaturi se internaci-
onalizacija trgovine shvata kao trijjumfalni model trzisne
ekonomije-ekonomska integracija koja brise nacionalne
granice pojavom multinacionalnih kompanija (Stiglic,
Dz.). Infomaciono-komunikacione tehnologije (IKT) su
afirmisale koncept ,,nove-digitalne-web“ ekonomije. S po-
zivom na savremenu teoriju i progresivnu praksu zapaza-
mo da sa razvojem IKT dolazi do pribliZzavanja nosioca
internacionalnog biznisa, s jedne strane, i IKT, s druge
strane.

INFORMACIONO - KOMUNIKACIONE
TEHNOLOGIJE | GLOBALIZACLJA

Savremene informaciono-komunikacione tehnologije
(IKT) i njihova primena u poslovanju multinacionalnih
kompanija i drugih poslovnih sistema pecat su globaliza-
cije na pocetku 21. veka. Razvoj mikroelektronike, pro-
izvodnja i upotreba kompjutera omogucili su prelazak
industrijskog drustva u informaciono drustvo. Sa razvo-
jem IKT dolazi do priblizavanja tradicionalnih oblika po-
slovanja nosioca medunarodnog biznisa, s jedne strane, i
informatike, s druge strane. Multinacionalne kompanije
traze¢i mogucnost diversifikacije poslovanja prepozna-
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le su IKT kao faktor podizanja konkurentske prednosti.
Otuda nastojanje kompanija lidera na globalnom trzistu
da IKT instrumentalizuju u poslovnu strategiju, istovre-
meno prepoznajuci ih kao pokretace ekonomske globali-
zacije. Vlade i menadzment multinacionalnih kompanija
razvijenih zemalja nastoje da podsti¢u razvoj inovativnih
aktivnosti u elektronici i komunikacijama.

Naucno-tehnicki progres iz domena mikro-elektroni-
ke i primene informaciono-komunikacionih sistema, kao
$to su: EAN sistem (eng. European Article Numbering),
skeniranje (bar-koda), kompjuterizovana naplata na me-
stu prodaje tzv. POS (eng. Point of Sale System), elek-
tronski transfer nov¢anih sredstava tzv. EFTPOS -sistem,
elektronske platne kartice, elektronski prenos i razmena
poslovnih podataka tzv. EDI (eng. Electronic Data Inter-
change), elektronska standardizacija i prenos poslovnih
dokumenata tzv. EDIFACT (eng. Electronic Data Inter-
change for Administration, Commerce and Transport) i
SWIFT sistema, dovode do reinzenjeringa nosioca medu-
narodnog poslovanja, afirmisuci koncept globalne infor-
maciono-komunikacione strategije [1].

Sa razvojem i primenom Interneta multinacionalne
kompanije prepoznaju ovaj informacioni-komunikacioni
novitet kao resurs za povecanje konkurentskih prednosti i
poslovnih performansi na globalnom trzistu. Primena In-
terneta u multinacionalnim kompanijama dovodi do rein-
zenjeringa celokupnog lanca snabdevanja, razvoja novih
poslovnih formata trgovine robom, uslugama i kapitalom.
Proizvodi se i trguje a da se poslovni partneri uopste i ne
vide. Afirmise se koncept virtuelnog (elektronskog) poslo-
vanja, elektronske trgovine, virtuelnog lanca snabdevanja,
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Internet marketing i marketing informacioni sistemi na
Internetu [2]. Elektronska trgovina i elektronski kana-
li prodaje koji su se tokom osamdesetih godina proslog
veka pominjali u vizijama multinacionalnih kompanija
»iznedrila“ je novi koncept poslovne ekonomije poznatiji
kao ,digitalna ekonomija“. ,,Stara ekonomija“ vodena re-
sursima ustupa mesto ,novoj ekonomiji“ (ekonomiji zna-
nja), ¢iji je osnovni resurs znanje - inovacija i infromacija.
Nadalje, multinacionalne kompanije, doskorasnji lideri
»stare ekonomije“, prihvataju izazove ,digitalne ekono-
mije“ i razvijaju elektronski biznis (eng. E-business). Re¢
je o yizmeStanju“ (prenosu) tradicionalnih poslovnih
funkcija: nabavke, prodaje, logistike, fizicke distribucije,
marketinga, finansija, pruzanja usluga kupcima, saradnja
sa poslovnim partnerima na Internetu. Elektronska na-
bavka i prodaja nadvladavaju prostorne i vremenske bari-
jere, a menadzment multinacionalnih kompanija s oslon-
cem na marketing infromacioni sistem (MIS) informise
potrosace o svojstvima ,,paketa ponude“ kojima mogu
zadovoljiti svoje potrebe, Zelje, i ocekivanja. Kroz velike
i skupe projekte, kao $to su: a.) Business-to, business B2B
(trgovina izmedu poslovnih sistema), koja obuhvata ne
samo poslovanje izmedu mati¢ne kompanije i filijala ve¢
i izmedu ostalih kompanija i podrzavajucih subjekata kao
$to su: banke, osiguravajuca drustva, carina, Spediterske
organizacije, finansijske institucije itd), b.) Business-to-
consumer B2C (poslovanje izmedu poslovnih sistema i
potrosaca). Ovaj model elektronskog biznisa usmeren je,
najcesce, na marketing prodaju proizvoda i usluga. Najpo-
znatije kompanije ovog tipa u svetu su Dell, Amazon-com,
i e Bay, c.) Business-to-Administration B2A (poslovno-
administrativni model), d.) Consumer-to-Administrati-
on C2A (potrosacko-administrativni model). Ovaj, mo-
del sve vise promovise Evropska unija u cilju smanjenja
komplikovanih administrativnih procedura na relaciji
gradani-administracija. Ovaj model predstavlja platfor-
mu globalnih aktera za razvoj ,,informacionog drustva®,
e.) Consumer-to-Consumer C2C (potros$acko-potrosacki
model), f.) Consumer-to-Business C2B (potrosacko-po-
slovni model). Primer ovog modela e-biznisa razvila je
kompanija Priceline.com gde kupac isti¢e cenu po kojoj
bi kupio proizvod, a prodavac se trudi da mu isporuci
proizvod u skladu sa zahtevom, g) Goverment-to-Consu-
mer G2C (Vlada prema gradanima i drugima). U ovom
modelu e-poslovanja prepoznaje se teznja Vlada (admi-
nistracija) razvijenih drzava da globalno drustvo ucine
informaciono razvijenim i ,na dlanu® priblize svima [3].
Ovim se ne iscrpljuje lista noviteta koje sa sobom do-
nose IKT. Paralelno sa informaciono-komunikacionim
reinZenjeringom proizvodne i prometne sfere globalnog
trzista dolazi do svojevrsne elektronske revolucije na fi-
nansijskom trzistu. Na bazi EDI-ja i Interneta afirmise
se koncept elektronskih finansijskih trzista, a u prvi plan
izbijaju elektronske berze. Trgovanje na berzama odvija
se na bazi softversko-hardverskih paketa. Nastaje svojevr-
stan preokret prvenstveno $irenjem personalnih ra¢unara
a zatim i njihovog povezivanja u okviru Interneta kao glo-
balnog komunikacionog medija. IKT, ,,dokida“ poslednje,
fizicke, jezicke i administrativne barijere u kretanju roba,
usluga, kapitala i radne snage na globalnom trzisu.

»NOVA EKONOMIJA” — DIGITALNA EKONOMIJA

Hronoloski posmatrano, proces globalizacije odvijao
se po fazama. Ne ulaze¢i ovom prilikom u taksativno na-
vodenje najvaznijih nosioca (pokretaca) ekonomske glo-
balizacije, po pojedinim fazama razvoja namera nam je
da se osvrnemo na poslednju fazu ¢iji je ,,pecat” ,,nova
ekonomija“.

Sa razvojem i primenom inovacija koje sa sobom do-
nosi nau¢no-tehnicki progres menja se i priroda odvijanja
procesa globalizacije. Informatika i elektronika modifiku-
ju dosadasnje tradicionalne pokretace procesa globaliza-
cije. Razvoj i primena Interneta krajem 20. veka afirmise
koncept elektronskog (virtuelnog) biznisa. Paralelno sa
tim menja se i priroda konkurencije na globalnom trzisu.
Osim nezaobilaznog pitanja cena i kvaliteta roba i usluga u
prvi plan izbija i marketingka instrumentalizacija noviteta
koje sa sobom donose IKT. Multinacionalne kompanije
postaju promoteri savremenih informaciono-komunika-
cionih sistema i ,,gospodari“ globalnog trzista. Elektron-
ska razmena podataka i poslovne dokumentacije na bazi
EDI-ja i Interneta omogucila je multinacionalnim kompa-
nijama da se povezu sa svojim filijalama, s jedne strane, i
poslovnim partnerima i kooperantima duz zemljine kugle,
s druge strane. Stvara se model ,,mrezne ekonomije®.

Pojam ,,mrezna ekonomija®, ,digitalna ekonomija“,
»ekonomija znanja“, koristi se da oznaci ,,postindustrij-
sko drustvo®. U pitanju su pojmovi (,kamen medas®), koji
razdvajaju ,,staru ekonomiju®, (ekonomiju vodenu resur-
sima), i ,novu ekonomiju®, (ekonomiju vodenu znanjem
i informacijama). Nadalje, u teoriji se pre nekoliko godina
poceo upotrebljavati pojam ,nova ekonomija“ [4]. U pita-
nju je mlada (uslovno nazvano) nova naucna paradigma
koja treba da objasni ¢itav niz ekonomskih, socijalnih i
kulturnih promena koje sa sobom donose IKT, gde po-
¢asno mesto pripada Internetu. Nisu retki primeri da se
u udzbenicima, stru¢nim radovima, na nau¢nim skupo-
vima, pod pojmom ,,nova eknomija“ pojavljuju razlicite
interpretacije ove faze globalizacije. U literaturi jo$ nije
iskristalisan stav, da li je to ,,nova ekonomija“ ili je to
samo nova faza razvoja postojece ekonomije.

Ako ostavimo po strani ostale aspekte ,,nove ekonomi-
je“ (socio-kulturoloske, ekoloske i eticke), kao trajno ak-
tuelnu temu, mozZemo reci da su inovacije koje sa sobom
donosi nauc¢no-tehnoloski progres najprepoznatljivija
odrednica ovog ekonomskog fenomena. Posmatrano sa
tog aspekta ,nova ekonomija“ predstavlja kvalitativno
vi$i nivo (odrednicu) ,stare ekonomije“. To je posluzilo
Pjatkovskom da na pitanje da li postoji ,nova ekonomija“
odgovori ,,ukoliko se slozimo sa ¢injenicom da se eko-
nomski rast jo§ uvek u velikoj meri zasniva na tradici-
onalnoj ekonomiji, onda mozemo re¢i da ,nova ekono-
mija“ u pravom smislu te re¢i ne postoji“ [4]. Medutim,
ukoliko sa druge strane ,,novu ekonomiju“ posmatramo
kao skup ekonomskih pojava i medusobno uslovljenih
procesa zasnovanih na informatickoj tehnologiji, koje
podrazumevaju nove nacine poslovanja i daljeg privred-
nog razvoja, onda mozemo reci da postoji kvalitativno
drugaciji obrazac ekonomskog razvoja. Ovakva definicija
povezuje ,,staru“i,,novu ekonomiju® u smislu da je ,nova



ekonomija“ samo jo$ uvek oblik ispoljavanja tehnoloskog
i ekonomskog razvoja. Druga grupa teoreti¢ara na ¢elu sa
Gordonom smatra da bi pojam ,,nova ekonomija“ uvek
trebalo pisati pod znakom navoda, jer ona kao takva ne
postoji [4]. Postoje samo nove tehnologije proizvodnje
i distribucije koje svaki put imaju kvalitativno drugaciji
uticaj na nacin odvijanja poslovanja. Po njima brzi eko-
nomski rast u SAD krajem devedestih godina 20. veka nije
rezultat ,nove ekonomije“ ve¢ porasta produktivnosti u
sektoru IKT, dopunjenog cikli¢nim efektima visokog ni-
voa investiranja.

Moze se na kraju zakljuditi da su IKT arhitekte ,,nove
ekonomije®“. Izazove IKT prihvataju multinacionalne
kompanije, lideri na globalnom trzistu. Zbog razli¢itog
tempa implementacije IKT u strategiju poslovanja dolazi
do tehnoloskog i ekonomskog gepa izmedu kompanija.
Razlike su jo$ uocljivije ako se razvoj i primena tehno-
loskih inovacija posmatra na globalnom nivou. Digitalna
podela koja ve¢ postoji izmedu razvijenog Severa i nera-
zvijenog Juga, vodice daljoj tehnoloskoj i ekonomskoj po-
deli izmedu ovih zemalja. Generatori ,,nove ekonomije“
dovode i do podele preduzec¢a na globalno prepoznatljiva
i preduzeca parohijalnog tipa. Kroz tu prizmu, i u uslovi-
ma daljeg prodora IKT treba sagledati buduce trendove
globalizacije.

Globalizacija trzista i internacionalizacija trgovine
u ,,novoj-veb-mreznoj“ ekonomiji

Sa razvojem i primenom Interneta dolazi do svojevr-
snog reinZenjeringa globalnog biznisa, gde pocasno mesto
pripada trgovini. Multinacionalne kompanije internacio-
nalizuju svoje poslovanje afirmisuci koncept elektronskog
(virtuelnog) biznisa. Dolazi do virtuelne transnacionaliza-
cije poslovanja MNK. Mati¢ne kompanije otvaraju svo-
je filijale (preduzeca kcerke) Sirom sveta, gde prostorna
udaljenost poslovnih partnera nije viSe ogranicavajuci
faktor poslovanja. Savremene IKT dokidaju i poslednju
geografsku barijeru izmedu ucesnika u globalnom bizni-
su (trgovini). IKT i njihovi servisi, poput Interneta, po-
staju platforma na kojoj se odvija promet roba i usluga.
Trgovinaki lanci lideri ,.tradicionalne ekonomije®, poput
Wal-Marta, Marks &Spencera prepoznaju IKT kao bit-
nu odrednicu internacionizacije trgovine u eri ,,digitalne
ekonomije“ [2]. Dolazi do ,,seljenja“ maloprodajne mreze
iz tradicionalnih trgovinskih institucija na Internet. Ovi
trgovinski lanci paralelno sa maloprodajnom mrezom
»cigla i malter otvaraju elektronske-Internet prodavni-
ce, poznatije kao maloprodaja po sistemu ,klik i malter®.
Robne berze se digitalizuju. IKT i standardizovana pra-
vila trgovanja internacionalizuju berzansku trgovinu [5].
Zahvaljuju¢i IKT Londonska berza metala (LME-London
Metal Exchange) postaje globalna berza. Internet-Web
ekonomija omogucila je Londonskoj berzi metala da na
njoj trguju ,akreditovani“ elektronski berzanski posred-
nici iz ¢itavog sveta. Po tom osnovu trgovina prelazi iz
mehanicke u elektronsku-Internet fazu razvoja. Time se
ne iscrpljuje lista noviteta koje sa sobom donosi IKT. Ra-
zvija se i nastaje: e-novac, e-platna kartica, e-cek, e-pla-
¢anje i e-poslovna dokumenta (narudzbenica, faktura,
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zapisnik o kvalitativnom i kvantitativnom prijemu robe,
dokumentarni i robni akreditiv, carinska deklaracija itd.)
¢ime se povec¢ava konkurentska prednost kompanija na
globalnom trzistu.

Digitalna ekonomija (,nova ekonomija“) zaheva
promenu i marketing-menadzment vestina. Afirmise se
koncept elektronskog (virtuelnog-Internet) marketinga i
virtuelnog menadzmenta [6]. Mrezna ekonomija postaje
globalni poligon u okviru koga MNK ,,odmeravaju“ svoje
snage. Nacionalna konkurentnost svoju prepoznatljivost
»testira“ na globalnom poligonu. Drugim recima, global-
no trziste postaje ocenjivac nacionalne strategije poslova-
nja. Na globalnom trzi$tu se proverava i strategija imple-
mentacije IKT u marketing strategiji poslovnog sistema.
Pri tome ne smemo zaboraviti ¢injenicu da IKT ukidaju
model ,,parohijalne” proizvodnje i trgovine. Nove IKT
razotkrivaju nivo informaticke (ne)pismenosti lokalnih
stejkholdera: vlasnika, menadzera, zaposlenih, dobavljaca
i drustva u celini. Stoga, nastup (izlazak) lokalnih me-
nadzera na globalnom trzistu lako otkriva njihovu (ne)
pripremljenost za implementaciju IKT u nacionalnoj
strategiji poslovanja. Primera za to ima na pretek. Jedan
od klju¢nih je digitalni jaz izmedu razvijenog Severa i ne-
razvijenog Juga. Finansijska trzista, finansijske institucije
i finansijski u¢esnici u uslovima ,,digitalne ekonomije“ do-
bijaju epitet ,,virtuelni“. Berze, postaju virtuelni finansijski
»konglomerati“ u okviru kojih trguju elektronski berzan-
ski posrednici sa razlic¢itih internet lokacija. Prostorna
udaljenost finansijskih ucenika nije vide ogranicavajuci
faktor poslovanja, na scenu stupa strategija globalnog fi-
nasijskog trzista.

SRBIJA | INFORMACIONO DRUSTVO: DIGITALNI
REINZENJERIG TRADICIONALNOG BIZNISA |
TRGOVINE

Procesi digitalnog reinzenjeringa svih oblasti poslova-
nja prisutni su u svetu i EU vi$e od pola veka. Inovacije
koje sa sobom donosi nau¢no-tehnicki progres menjaju
tradicionalni nacin obavljanja svih poslovnih aktivno-
stii. Po¢asno mesto u digitalnom reinZenjeringu nacio-
nalne i globalne drustveno-ekonomske scene pripalo je
IKT. Sa razvojem Interneta kao najnovije faze informa-
ciono-komunikacionog prestrukturiranja dojucerasnjeg
»tradicionalnog modela“ Zivljenja i rada, menja se i so-
cio-kulturoloski izgled drustva. Internet afirmiSe koncept
informacionog drustva, s jedne strane, a svet postaje ,,glo-
balno selo®, s druge strane.

Zavisno od nivoa primene IKT u poslovanju, vrsi se
i diferencijacija nacionalnih ekonomija u slede¢im prav-
cima, i to [7]: a.) globalno orijentisana privreda, b,) re-
gionalno orijentisana privreda i c.) lokalno orijentisana
privreda. Globalna decentralizacija drustveno-ekonom-
skih aktivnosti bi¢e privilegija digitalno pismenih $to ce
iskljuciti sa regionalne i globalne drustveno-ekonomske
scene informaciono nepripremljene nacionalne ekono-
mije, u ovom slucaju, nacionalne ekonomije iz grupe c.
Govoriti o ,Informacionom drustvu®i ,,Digitalnoj ekono-
miji-Web ekonomiji“ u Srbiji nije moguce bez odgovora
na sledeca pitanja, kao $to su: kakav je nivo razvijenosti i
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primene Interneta? gde se Srbija nalazi danas sa aspekta
implementacije Interneta u poslovne svrhe?

Kroz tu prizmu treba posmatrati i razvoj informacio-
nog drustva u Srbiji. U pitanju je nacionalni projekat koji
treba da harmonizuje nasu informaciono-komunikacionu
infrastrukturu sa ,Digitalnom agendom EU“. Razvoj IKT
tzv. elektronske komunikacije i njihova implementacija u
drustveno-ekonomsku strategiju razvoja srpskog drustva
jedan je od zahteva EU.

Evropska unija je prepoznala nedovoljnu razvijenost
IKT u Srbiji kao ograni¢avaju¢i faktor za razvoj ,,informa-
cionog drustva®, s jedne strane, i Web-digitalne ekonomi-
je, s druge strane. Razvoj digitalne komunikacije i infor-
macionog drustva predstavljaju znacajan faktor povecanja
nacionalne konkurentnosti i poboljsanja poslovne klime
i kvaliteta Zivljenja gradana. U tom cilju EU kreatorima
ekonomske politike u Srbiji postavlja sledece digitalne
»zadatke i to [8]: 1.) digitalizacija telekomunikacione
infrastrukture, 2.) da Internet bude dostupan svima, 3.)
brz, jeftin i siguran Internet, 4.) razvoj Sirokopojasnog pri-
stupa Internetu, 5.) razvoj Web ekonomije, 6.) uvodenje
digitalne televizije, 7.) razvoj sektora industrije opreme
elektronskih komunikacija, 8.) razvoj mobilne usluge, 9.)
uvodenje usluge prenosivosti broja i 10.) efikasniji pristup
informacijama i znanju.

Ovim se ne iscrpljuje lista zahteva EU Srbiji na putu
ka savladavanju tajni ,informaciono drustvo® i ,,digitalna
ekonomija“. Neophodna je liberalizacija trzista fiksne te-
lekomunikacione mreze i ukidanje ,,dvojnika“ kao uskog
grla informaciono-komunikacionog ambijenta. Potencira
se i razvoj $irokopojasnog pristupa Internetu, jer prema
sadasnjim podacima samo 43,4% korisnika koristi ovaj
pristup, $to je ispod proseka zemalja EU (76%). Razvoj
»informacionog drustva“i , digitalne ekonomije® zahteva
reinzenjeing javnog, usluznog i realnog sektora. To podra-
zumeva primenu IKT u slede¢im oblastima, i to: a.) javnoj
upravi (e-uprava), b.) zdravstu (e-dravstvo), c.) sudstvu
(e-prvosude), d.) obrazovanju, nauci i kulturi (e-nauka i
e-kultura), e.) studiranju na daljinu (e-laring).

Poseban segment ,,informacionog drustva“i ,digitalne
ekonomije“ u Srbiji predstavlja razvoj koncepta elektron-
ske trgovine. Osecajuci se najpozvanijim za razvoj kon-
cepta elektronske trgovine Ministrstvo za trgovinu Srbije
je u okviru projekta ,,Strtegija i politika trgovine Srbije*
poseban akcenat stavilo na razvoj ovog segmenta nove-
digitalne ekonomije [9]. Akcenat nije slucajno stavljen na
razvoj e-trgovine. Razloga za to ima vise. Prvenstveno,
internacionalizaciju trgovine i globalizaciju trzita ne-
moguce je zamisliti bez instrumentalizacije IKT u mar-
keting strategiji trgovinskih lanaca. Elektronski modeli
trgovine, poput [10]: B2B (Business-to- Business), B2C
(Business-to- Consumer), B2A (Business-to-Administra-
tion), C2A (Consumer-to-Administration), C2C (Consu-
mer-to-Consumer), C2B (Consumer-to-Business), G2C
(Goverment-to-Consumer), P2P, ¢ine platformu na kojoj
se odvija promet roba-usluga-kapitala-informacija u me-
dunarodnom biznisu. Informatika i elektronika postaju
arhitekte ,,nove-digitalne trgovine®.

Privode¢i kraju raspravu na ovu temu treba reci da su
u Srbiji stvorene institucionalne pretpostavke za razvoj

»informacionog drustva“ i ,digitalne ekonomije®“. Kada
to kazemo, prvenstveno imamo u vidu da je Srbija u okvi-
ru Digitalne agende usvojila [11]: 1.) Strategiju razvoja
elektronskih komunikacija od 2010. do 2020.godine, 2.)
Strategiju razvoja informacionog drustva do 2020.godine,
3.) Strategiju razvoja elektronske uprave za period 2009-
2013., 4.) Zakon o elektronskoj trgovini, 5.) Zakon o elek-
tronskom potpisu, 6.) Zakon o elektronskom dokumentu,
7.) Zakon o tajnosti podataka, 8.) Zakon o zastiti podataka
ili¢nostii9.) Zakon o organizaciji i nadleznosti organa za
borbu protiv visoko-tehnoloskog kriminala.

Re¢ je o harmonizaciji naseg drustveno-ekonomskog
ambijenta sa zahtevima Digitalne agende EU.: ,Informa-
ciono drustvo® i ,Digitalna-Internet ekonomija“. Za reali-
zaciju Digitalne agende Srbije procenjena su finansijaka
sredstva u iznosu od pet milijardi EUR [12]. Sredstva za
realizaciju navedenih projekata bi¢e obezbedena od strane
medunarodnih organizacija, donacija i putem javno-pri-
vatnog partnerstva.

ZAKLJUCAK

Kao $to smo ve¢ istakli u prethodnim izlaganjima,
proces globalizacije predstavlja obelezje savremene trzis-
ne privrede, o kome se sve viSe govori, od osamdesetih
godina 20. veka. Metafora, poput one da svetska privreda
postaje ,,globalno selo® gde ¢e se multinacionalne kompa-
nije takmiciti kreiranjem proizvoda i usluga na globalnom
trzi$tu, postaje stvarnost. Razvoj mikroelektronike omo-
gucuje razvoj informatike ¢iji je osnovni proizvod infor-
macija. Proizvodnja i upotreba racunara uvode industrij-
ska drustva u informaticko drustvo. Pojava Interneta kao
globalne racunarske mreze stvara uslove za razvoj ,nove
ekonomije“. Trzi$no razvijene zemlje prepoznaju IKT
kao resurs za povecanje konkurentskih prednosti svojih
kompanija. Uporedo sa tradicionalnim kanalima prodaje,
kompanije poput Wal-Mart i Amaznom.com razvijaju i
elektronske kanale prodaje. Razvija se koncept virtuelne
(elektronske) trgovine. Primena Interneta u kompanijama
dovodi do reinzenjeringa celokupne strategije poslovanja,
afirmi$uci koncept dodate vrednosti za razli¢ite stejkhol-
dere (kupce, vlasnike, menadzere, zaposlene i nacionalnu
ekonomiju u celini). Time kompanije teze kreiranju glo-
balne konkurentnosti. Procesi digitalnog reinzenjeringa
svih oblasti poslovanja prisutni u svetu i EU dugi niz go-
dina, u Republici Srbiji su jo$ uvek nedovoljno razvijeni.
EU je prepoznala nedovoljnu razvijenost IKT u Srbiji kao
ogranicavaju¢i faktor za razvoj ,informacionog drustva®,
s jedne strane, i Web-digitalne ekonomije, s druge stra-
ne. Razvoj digitalne komunikacije i informacionog drus-
tva predstavljace znacajan faktor povecanja nacionalne
konkurentnosti i poboljsanja poslovne klime i kvaliteta
zivljenja gradana u Republici Srbiji.

LITERATURA

[1] D. Chaffey, R. Mayer, K. Johnston, F. Ellis-Chadwick, In-
ternet Marketing: Strategy, implementation and practice,
Financial Times/Prentice Hall, Harlow, Essex, UK, 2000.



(2]

(3]

(4]

(5]

(6]

(7]

E. Turban, E. McLean, J. Wetherbe, Informaciona tehno-
logija za menadzment, (Transformisanje poslovanja u digi-
talnu ekonomiju), Zavod za udzbenike i nastavna sredstva,
Beograd, 2003.

J. W. Clinton, A. Gore, Framework for Global Electronic
Commerce, Prentice Hall, New York, 2000.

G. Milovanovi¢, P. Veselinovi¢, Globalizacija i tranzicija,
Ekonomski fakultet, Kragujevac, 2009.

V. Dugali¢, M. Stimac, Osnove berzanskog poslovanja, Stu-
bovi kulture, Beograd, 2005.

M. Kolakovi¢, Novi menadzeri za novu ekonomiju-virtu-
alnu ekonomiju, (uvodni referat), ,,Medunarodni nau¢ni
skup Savremeni trendovi u evropskoj ekonomiji: implika-
cije za Srbiju®, Visoka poslovna skola, Novi Sad, 2011.

M. E. Porter, Competitive Advntage: Creating and Susta-
ining Superior Performanse, Boston, Harvard University
Press, 2000.,

GLOBALIZATION AND DIGITAL ECONOMY

Abstract:

Contemporary information and communications technologies (ICT) and their application
in multinational companies and other business systems are the hallmark of globalization at
the turn of the century. Developments in microelectronics, production and use of personal
computers have enabled transition from the industrial society to the information one. With
development of ICT, traditional ways of conducting international business are getting closer
than ever to the information technologies. This paper also considers the development of
information society in Republic of Serbia. This is the national project that should harmonize
our information and communications structure with Digital Agenda for Europe.

SINTEZA 2014 <~ The use of the internet and development perspectives

(8]

[9]

[10]

(11]

Izvestaj Svetske banke, Informacija i komunikacija za razvoj
2009: prosirenje dostupnosti i povecanje uticaja, 2009.

Grupa autora, (redaktor dr S. Lovreta), Strategija i politika
trgovine, Ministrstvo za trgovinu i usluge-Ekonomski fa-
kultet, Beograd, 2003., 2009.

S. Cuzovi¢, P. Ivanovi¢, Inovacije u trgovinskom menad-
zmentu, (drugo dopunjeno i izmenjeno izdanje), Ekonom-
ski fakultet, Nis, 2010.

Grupa autora (koordinator: J. Bajec,) Postkrizni model eko-
nomskog rasta i razvoja Srbije 2011-2020., USAID-SEGA
projekat, Beograd, 2010.

Key words:

globalization,

digital economy,

information and communica-
tions technologies;

147




SINTEZA 2014 < The use of the internet and development perspectives

eSinteza

iy ey — i —

Impact of Internet on Business Activities
in Serbia and Worldwide

Uticaj Interneta na poslovanje u Srbiji i
svetu

DOI: 10.15308/SINTEZA-2014-148-152

ORGANIZACIONA SOCHALIZACIJA KAO INTEGRATIVNI

FAKTOR ORGANIZACIONE KULTURE

Bosko Ivanovié?, Bozidarka Arsenovic?
1 Orao“ a.d., Bijeljina, Sabackih daka bb, Bijeljina, Republika Srpska

2Ekoloski fakultet, Nezavisni univerzitet Banja Luka, Republika Srpska

Abstract:

U uslovima globalizacije trzista, problemi sa kojima se organizacije susrecu, sve su sloZenija.
U borbi za konkurentnost, organizaciona kultura se javlja kao vazan faktor uspje$nosti
organizacije. Naime, korporativna kultura se vezuje za sve izrazenije zahtjeve u smislu
povecanja radne efikasnosti; za definisanje novih radnih vrijednosti, jer je primjetna ten-
dencija nepostovanja normi u procesu rada (posebno u razvijenim industrijskim zemljama
koje su svoja nacela vezivala za protestantsku etiku); vezuje se za pojavu gubljenja smisla
u svijetu rada, gdje su hedonisticke vrijednosti u velikoj ekspanziji, ali i za socijalnu dezin-
tegraciju i dezorjentaciju. Jedan od uslova za bolje poslovanje je i sposobnost menadzera
da unaprijede kulturu u organizaciji. Prema brojnim autorima socijalizacija je dobar nacin

kako da to ostvarimo.

uvoD

Oraganizaciona (korporativna) kultura je jedna od
klju¢nih varijabli organizacionog ponasanja. Sa strategi-
jom i vodenjem (leadership), organizaciona kultura ¢ini
okosnicu poslovnog uspjeha. Organizaciona kultura je
bazi¢na dimenzija organizacione sredine, koja odreduje
organizacionu situaciju.

U zavisnosti od filozofije organizacije, kultura orga-
nizacije se manifestuje kroz eticke vrijednosti i norme
koje zaposlene obavezuju da ih prihvate i da se ponasaju
u skladu sa time. Ove norme se reflektuju u identitetu or-
ganizacije u smislu kreiranja unutrasnje predstave o svom
bitisanju i predstavljanju u odnosu na okruzenje. Prema
tome, korporativna kultura je specifi¢an skup zajednickih
vjerovanja, stavova, vrijednosti, osnovnih nacela i normi
u jednoj kompaniji, koji oblikuju njen identitet i ostvaruju
pretpostavke medusobnog djelovanja i aktivnosti, kao $to
determini$u nacin rada, poslovanja i ponasanja [2].

Prema Koteru i Hesketu, kultura ima sve znacajniji i
sve vedi uticaj na ucinak organizacije. U tom smislu, izni-
jeli su svoje zakljucke [3]:

¢ korporativna kultura moze da ima znacajan uticaj
na ekonomski u¢inak organizacije,

+ korporativna kultura ¢e najvjerovatnije biti jo$
vazniji faktor u odredivanju uspjeha ili neuspjeha
organizacije u buducnosti,

¢ korporativne kulture koje koce izrazit finansijski
ucinak nisu rijetke, takve kulture se lako razvijaju,
¢ak i u onim organizacijama u kojima ima razum-
nih i inteligentih ljudi,

Key words:

organizaciona kultura,
organizaciono ponasanje;
organizaciona socijalizacija.

+ korporativne kulture se tesko mijenjaju, ali se mogu

modifikovati u cilju povecanja ucinka.

Pri kreiranju i uobli¢avanju kulture organizacije uticu
razliciti faktori spoljasnjeg okruzenja. Vaznu ulogu ima
ekonomski sistem u kome organizacija egzistira, $to zna-
¢i da je takav sistem moderan, racionalan, stimulativan i
konkurentski orjentisan. Bitan je i nivo razvijenosti trzista
sa svim obiljezjima i karakteristikima trzi$ne konkuren-
cije. Kako ce izgledati korporativna kultura uticaj imaju
i socijalni faktori, posebno tehnoske inovacije, nau¢na
dostignuca, kao i sam politicki sistem. Na korporativnu
kulturu utic¢u i neki unutrasnji faktori, kao $to su svrha,
strategija i tehnologija organizacije i moguce krize u kojoj
organizacija posluje.

Ipak, najznacajniji faktor koji uti¢e na formiranje kul-
ture organizacije je licna filozofija i ponasanje rukovod-
stva, jer od stila rukovodenja i upravljacke strukture zavisi
specifi¢nost kulture organizacije. Rukovodioci su ti koji
svojom moci odlucivanja i nametanja obrazaca drugima
oblikuju modele ponasanja. Na oblikovanje standarda po-
nasanja u organizaciji, pored spoljasnjih faktora, uti¢u i
licne osobine vlasnika ili glavnih menadzera.

Organizaciona kultura ima bitnu ulogu u uspjesnosti
organizacije na koju djeluju razli¢iti ¢inioci, kao $to to po-
kazuje sl. 1 [4].

Sa sl. 1 vidimo da se organizaciona kultura javlja kao
transmisija interpolirana izmedu ¢inilaca okoline i uspjes-
nosti organizacije. Pod uticajem razlic¢itih ¢inilaca okru-
zenja oblikuje se odgovarajuca organizaciona kultura koja
jako utice na uspjesnost organizacije. Uspe$nost, sa svoje
strane, povratno djeluje na organizacionu kulturu i tako
se one uzajamno potpomazu.
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SL 1. Organizaciona kultura i uspje$nost organizacije

ORGANIZACIONO PONASANIJE | VRSTE
ORGANIZACIONIH KULTURA

Organizaciono ponasanje (organizational behaviour)
je oblast koja izucava ponasanje ljudi u organizacionoj
sredini. U prakti¢cnom smislu, ova oblast je nova uprav-
ljacka aktivnost koja se sastoji u oblikovanju ponasanja
ljudi u organizacijama. Formiranje ponasanja ljudi u or-
ganizacijama je upravljacka aktivnost koja je u nadleznosti
menadzera. Menadzeri, oblikuju¢i ponasanje ljudi u orga-
nizaciji uti¢u na razvoj i promjene licnih karakteristika i/
ili na promjene organizacionog konteksta.

Pristup organizacionom ponasanju nudi dvije per-
spektive i tri nivoa analize.

1. Prva perspektiva je iz ugla pojedinca u organizaciji i

ima za cilj da upozna pojedinca sa karakteristikama
i problemima ponasanja, da ga osposobi da razumije
svoje i tude ponasanje.

2. Druga perspektiva je iz ugla rukovodioca i ima za cilj

da osposobi rukovodioca za razumijevanje ponasa-
nja zaposlenih sa kojima radi, saraduje i upravlja.
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Ponasanje zaposlenih se analizira na tri nivoa:

¢ Individualnom (fokus je na pojedincu),

+ Grupnom (fokus je na grupama, intra i intergrup-
nim odnosima) i

+ Organizacionom (fokus je na cjelini organizacije).

Prema Dzonu Koteru (John Kotter) i DZzejmsu Heske-
tu (James Heskett) postoje dva nivoa kulture [6]:

1. Prvi nivo, nevidljivi, ¢ine vrednosne orjentacije
koje postuju svi zaposleni, one se prenose kao tra-
dicija, pa tako ostaju nepromjenjene.

2. Drugi nivo, vidljivi, odnosi se na norme grupnog
ponasanja izrazene u vidu uobicajenih i vladajucih
modela ponasanja.

Analizom uticaja pojedinih elemenata kulture na
upravljanje bavili su se tu mnogi istrazivaci i teoreticari
kulture. Ipak, najznacajniji doprinos dao je Girt Hofstejd
(G. Hofstede), holandski istrazivac. Iz svojih istrazivanja
koja su obuhvatila oko sto hiljada ljudi u cetrdeset ze-
malja, proizasao je rezultat, a odnosio se na Cetiri glavne
dimenzije koje bi mogle da ¢ine bilo koju nacionalnu kul-
turu [7].
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Individualizam podrazumeva respekt samo sopstvenih
interesa, a kolekivizam respektuje i posvecuje paznju ko-
lektivnim interesima i celokupnim drustvenim odnosima
u okviru jedne grupe.

Distanca snage, tj. mo¢i podrazumeva podelu moc¢i, pa
ako je ta distanca moci veca ocekuje se neravnopravna
raspodela modi instiucija, organizacija, grupa i pojedina-
ca.

Izbegavanje neizvesnosti podrazumeva stepen toleran-
cije i prema riziku i prema nekonvencionalnom ponasa-
nju, pa u tom smislu visok stepen izbegavanja neizvesnosti
se odnosi na one kulture u kojima se ose¢a neprijatnost
pri susretu sa neizvesnim situacijama, tako da su to kul-
ture koje temelje na osnovama sigurnosti i izvesnosti, dok
je situacija sa niskm nivoom izbegavanja neizvesnosti i
stepen tolerancije prema riziku i nekonvencionalnom po-
nasanju je suporotna.

Kvantitativan prema kvalitativnom stilu Zivota, u smi-
slu definisanja takozvanih muskih i Zenskih vrednosti, pa
se kvantitet vezuje za materijalna dobra otelotvorena u
novcu, koja uti¢u na nivo agresivnosti u njihovom stica-
nju i odnose se na tzv. muske vrednosti. Medutim, pod
kvalitativnim silom zivota podrazumeva orjentacija ka
duhovnoj vrednosti i odnosima medu ljudima, pa se ovaj
stil bazira na tzv. Zenskim vrednostima.

Nesto posle, Hofstejd je zajedno sa Majklom Bondom
(M. Bond), utvrdio i petu dimenziju nacionalne kulture
koja se odnosi na vremensku dimenziju, tj. nivo jedne
nacionalne zajednice prema kratkoro¢nim ili dugoro¢noj
orijentaciji [8].

Jedno od bitnih pitanja tice se ¢inilaca koji djeluju na
kulturu korporacije. Postoje brojni ¢inioci koji djeluju na
organizaciju, medu kojima specijalno mjesto pripada od-
nosima u radnoj grupi, stilu vodenja menadzera, obiljezji-
ma organizacije kao procesima upravljanja koji egzistiraju
u organizaciji, sl. 2 [4].

Svaka organizacija ima svoju organizacionu strukturu,
pa time i odgovarajucu organizacionu kulturu. Razlikuje-
mo sljedece vrste organizacionih kultura [4]:

¢ dominantnu kulturu i subkulturu,

¢ jakui slabu kulturu,

jasnu i nejasnu kulturu,

odli¢nu (izvrsnu) i uzasnu kulturu,
postojanu i prilagodljivu i

participativnu i neparticipativnu kulturu.

Svaka organizacija bi trebalo da ima prepoznatljivu
dominantnu kulturu, $to ne mora biti u koliziji sa posto-
janjem i veceg broja subkultura. Odnos subkultura prema
dominantnoj kulturi trebao bi biti kao odnos podskupa
prema skupu. Polozaj subkultura u organizacionoj struk-
turi prikazan je na sl. 3 [4].

Podjela na jaku i slabu kulturu bazira se na ¢injenici
da li u organizaciji postoji konsenzus, sporazum tj. §iroko
raspostranjeno jedinstvo oko nekih zajednickih vrijedno-
sti. Ako je rije¢ o jakoj kulturi, to jedinstvo egzistira, u
protivnom, radi se o slaboj kulturi (ako je malo zajednis-
tva oko specifi¢nih vrijednosti).

Kultura moze biti jasna i nejasna. One kulture koje su
po nekim svojim simbolima, prepoznatljive za ¢lanove or-
ganizacije (kao i za ljude van organizacije) predstavljaju
jasne kulture. Svakako da nejasne kulture nije lako pre-
poznati. To su one kulture za koje mnogi zaposleni, pa i
dobar dio menadzmenta, nije u stanju da odgovori sta je i
kakva je njihova kultura organizacije.

* & o o

Organizaciona kultura moze biti odli¢na (izvrsna) i
uzasna. U organizacijama sa izvrsnom kulturom postoji
odredeni red koji doprinosi toj izvrsnosti. U takvoj or-
ganizaciji poklanja se velika paznja razvoju komunikacija
izmedu zaposlenih i menadzmenta, izvrsna kultura pred-
stavlja nacin planiranog Zivota organizacije. Onaj ko radi
u takvoj organizaciji osjeca se kao ¢lan porodice. U toj or-
ganizaciji planiranje je standardna metoda koja se koristi
na svim nivoima organizacije. Suprotnost izvrsnoj kulturi
je njen antipod uzasna kultura. Uzasne kulture uglavnom
su prepoznatljive po kriznom menadzmentu, po konstan-
tnoj i velikoj zbrci, po ,,zaristima“ koji se ne mogu ugasiti.
U ovakvim organizacijama klima je, za ve¢inu zaposlenih,
neprijatna i frustrirajuca.

Organizacije koja funkcionisu u stabilnoj okolini ima-
¢e postojanu (konstantnu) kulturu, dok kod organizaci-
ja koja egzistiraju u veoma promjenljivoj (turbulentnoj)
okolini imace prilagodljivu (adaptilnu, promenljivu)
kulturu. Za razliku od postojane kulture koja ima tezi-

Subsicilrure |

Subkultura A

Sobloalhea B

SL 3. Polozaj pojedinih subkultura u organizacionoj strukturi



$te na unutra$njim ¢iniocima organizacije, promjenljiva
kultura je orjentisana na spoljasnju okolinu. Zbog brzih
promjena u okolini promjenljiva kultura se prilagodava
potrebama kupaca.

Kultura moze biti participativna i neparticipativna.
Ako su zaposleni u organizaciji, u dovoljnoj mjeri ukljuce-
ni u proces odlucivanja, tada govorimo o participativnoj
kulturi i obrnuto, tamo gdje odluke donosi samo menad-
zment bez konsultacija sa svojim saradnicima, govorimo
o neparticipativnoj kulturi.

Iz prethodno navedenih vrsta organizacionih kultura,
proizlazi da kultura bitno opredjeljuje koheziju ili ¢ak ras-
pad organizacije, sl. 4 [4].

Ukoliko je organizaciona kultura jedinstvena to ¢e
snazno homogenizovati organizaciju, nasuprot potpuno
nepovezanoj i neprepoznatljivoj, nejasnoj i razli¢itoj kul-
turi organizacije koja ¢e dovesti do raspada organizacije.

ORGANIZACIONA SOCIJALIZACUA

Proces socijalizacije je nadgradnja uticaja porodice na
li¢nost. Ipak, socijalizacija ne moze u potpunosti da izmi-
jeni karakteristike li¢nosti koje su formirane u porodici.
Veliki broj autora smatra da je socijalizacija najbolji me-
tod organizacionog ponasanja. Ona, sama po sebi - pruza
odgovore zasto se zaposleni ponasaju na odredeni nacin
u organizaciji [1].

Jedan od uslova za bolje poslovanje je i menadzerska
sposobnost razvoja kulture grupe u organizaciji. Na pri-
mjer, treba stvarati sektore sastavljenih od ljudi iste staro-
sti, zatim od ljudi sli¢cnog obrazovanja i od ljudi koji imaju
ista interesovanja, iste Zelje i ambicije. Nije slu¢ajno da
japanske kompanije ,,regrutuju® sluzbenike - jos iz sred-
nje skole, koji istovremeno dolaze u organizaciju poslije
zavr$enog fakulteta, zajedno napreduju na poslu, itd. [1]

Primjer br. 1 [1]:

Vozeci se, u maju 1989. godine, cuvenim super-br-
zim vozom ,Sinkansen* (Shinkansen) iz grada Okajame
(Okayama) u Tokio (Tokyo), upoznao sam mladeg covje-
ka, koji je, vidjevsi da sam stranac, poceo razgovor, sa na-
mjerom da prekrati vrijeme putovanja. Na moje pitanje,
Sta je po zanimanju, odgovorio je : ,Radim za Takizavu*.
Jednom drugom prilikom krenuo sam vozom sa Londonske
Viktorije za Epsom. Ljudi su se vracali sa posla kuc¢ama.
Veoma mlad covjek, u klasicnom sivom odijelu i sa krava-
tom sa kosim prugama, ponosno mi je rekao: ,Ja sam inZe-
njer informatike i diplomirao sam na Kraljevskom koledZu
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za tehnologiju (Imperial College of Technology)®. Nije mi
rekao za koju kompaniju radi.

Razvoj kulture pojedinca i grupa, kreiranje ,,imidza“
organizacije, odnosno - idenifikacija radnika sa istim i
njihova velika integrisanost u organizaciju, znacajan su
¢inilac dobrog organizacionog ponasanja. Iz prethodnog
primjera vidi se da je ,posljedica® visokog stepena or-
ganizacione kulture japanskog radnika, njegova totalna
identifikacija sa organizacijom za koju radi. S druge stra-
ne, zapadna organizaciona struktura ima karakteristiku
isticanja individualnog nad kolekivnim; drugim rije¢cima
- nije na tako visokom nivou [1].

Jedan od klju¢nih zadataka je da rukovodioci shvate
socijalizaciju zaposlenih i da velika odgovornost, u tom
smislu, lezi na njima. Socijalizacija novopridoslih (pri-
pravnika) obuhvata prihvatanje novih normi, vrijednosti
i oblika ponasanja koji su od prije prihvaceni od strane
ostalih ¢lanova organizacije.

Karakteristike organizacione socijalizacije su [1]:

1. Promjena stavova, vrijednosti i ponasanja.

2. Proces koji traje.

3. Prilagodavanje novom poslu, grupi i cjelokupnoj

organizaciji.

4. Medusobni uticaj novodoslih radnika i menadzera.

5. Kriticki stavovi u ranoj fazi socijalizacije.

Koliko je vazna organizaciona socijalizacija za svaku
organizaciju, najbolji nam primjer pokazuje pristup Ja-
panaca ovom problemu. Kada se u japansku kompaniju
prime novi ljudi, mladi i bez velikog iskustva, svakome od
njih se dodjeluje, nazovimo ga — mentor. To je po obicaju,
stariji, iskusniji radnik, koji se brine da mladi kolega $to
bolje (u potpunosti) uklju¢i u rad kompanije. Naravno,
to je u skladu sa konfucijanskim ucenjem, koje je veoma
prisutno u organizacijijama japanskih kompanija. Zaista,
stariji radnik upoznaje mladeg o istoriji kompanije, kao i
sa ostalim radnicima (sluzbenicima). Isto tako, oni prola-
ze sve radne pozicije, raspravljaju o moguc¢im problemima
i novim idejama. I preko toga, oni se druze i poslije rad-
nog vremena, idu zajedno na fudbalske utakmice i u tra-
dicionalna japanska kupatila, gdje — u opustenoj atmos-
feri — razmatraju probleme kompanije i pokusavaju da se
- obojica - sazive sa njima. Ovakav nacin organizacione
socijalizacije dao je najbolje rezultate u Japanu.

Razli¢iti nacini socijalizacije primjenjuju se, sa manje-
vie uspjeha, u vecini velikih svjetskih kompanija. Ipak,
proces socijalizacije ne mora uvijek da dobro funkcionise.
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To se ponekad desava i na najvi$im pozicijama u kompa-
niji — usljed razlic¢itih tipova licnosti top menadzera.

Primjer br. 2 [1]:

Kada je Dzeneral motors (GM) poceo da gubi svoje po-
zicije u automobilskoj industriji pocetkom osamdesetih go-
dina, predsjednik kompanije RodZer B. Smit (Roger Smith)
odlucio je da krene pravcem divrezifikacije. Smit je odlucio

v e cc

da je najbolji nacin za to da se ,,udruzi“sa EDS korporaci-
jom (Electronic Data System), ¢iji je vlasnik i osnivac Ros
Pero (Ross Perott), americki milijarder, poznat po finan-
siranju spasavanja americkih talaca iz Irana. Pero je do-
bio mjesto u poslovodnom odboru GM, ali su stvari ubrzo
krenule losim tokovima. Naime, Pero je bio preduzetnik
brzih reakcija, covjek koji je postizao munjevite poslovne
uspjehe. S druge strane, Smit je imao drugi stil: sporiji, sa
vise razmisljanja i bez velikog rizikovanja. Tesko je bilo
pokrenuti ogromnu birokratsku masineriju GM. Na Za-
lost, dva vrsna biznismena nisu mogla zadugo da ostanu
zajedno. Pero je smatrao da mnogo toga treba promijeniti
u GM - i to $to prije. Smit je smatrao da Pero ne razumije
poslovnu filozofiju GM. Ubzo je doslo do ,razdruzivanja®,
a Pero je dobio 700 miliona dolara da napusti svoju pozi-
ciju u poslovodnom odboru GM. Analiticari GM-a ubrzo
su zakljucili da su sastanci poslovodnog odbora kompanije
mmnogo mirniji nego prije, ali se vjerovatno i danas pitaju,
da li e GM biti bolji zato sto se odrekao usluga jednog od
najblistavijih menadZera u SAD.

Koji model organizacione socijalizacije izabrati, da bi
ona bila uspjesna? Vjerovatno svaki, koji bi ,,utemeljenje*
trazio u sljedecih Sest principa [1]:

1. Obezbjedenje prvog izazovnog posla.

2. Obezbjedenje odgovarajuce obuke.

3. Stalno pracenje (i isticanje) uspjeha koji na poslu

postize novi radnik (sluzbenik).

4. Izbor dobrog supervizora koji e se starati o orga-

nizacionoj socijalizaciji pripravnika.

5. Kreiranje interesantnog, fleksibilnog i relaksiraju-

¢eg programa obuke.

6. Ukljucenje pripravnika u radnu grupu (tim) sa vi-

sokim radnim moralom.

ORGANIZATIONAL SOCIALIZATION AS INTEGRATING FACTOR OF

ORGANIZATIONAL CULTURE

Abstract:

In the conditions of market globalization, problems which organizations meet are becom-
ing more complex. In the battle for competitiveness, organizational culture appears as an
important factor for the success of the organization. Namely, corporate culture is related
to the increasing demands in terms of improved operational efficiency; it is important for
defining the new work values, because of the visible tendency of disrespect norms in the
process of work (especially in the developed countries whose principles have been related to
the Protestant ethics); corporate culture is also related to the phenomenon of losing mean-
ing in the world of work, where the hedonistic values are growing rapidly, and for social
disintegration and disorientation, too. One of the conditions for better business operations
is the ability of managers to improve the culture in the organization. According to numerous

authors socialization is a good way to accomplish this.

ZAKLJUCAK

Kulturna politika jedne organizacije od velike je vaz-
nosti za njeno bitisanje i ukoliko organizacija zeli da op-
stane u sve jac¢oj konkurenciji, pored uobic¢ajene brige o
proizvodima/uslugama, potrosacima, mora dosta vreme-
na i paznje posvetiti uspostavljanju pozitivne klime. Orga-
nizacione kulture reflektuju nacin na koji se organizacija
uklapa u svoju okolinu.

Postoji tijesna veza izmedu uspjeha jedne organizacije
i njene kulture. Kultura se odrazava na unutra$nju inte-
rakciju, meduljudske odnose, pa i na sam ucinak orga-
nizacije. Proces organizacione socijalizacije omogucava
bolju komunikaciju unutar organizacije, $to vodi ka vecoj
homogenosti organizacione kulture i boljim poslovnim
rezultatima.
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Abstract:

Predmet istrazivanja ovog rada je potencijalni uticaj razli¢itih mehanizama pla¢anja na uspeh
poslovnog modela elektronske trgovine. U kontekstu ovog istrazivanja bice izvr$ena kom-
parativna analiza razlicitih elektronskih sistema placanja. U fokusu celokupnog istrazivanja
bi¢e posebno trziste Srbije, sa ciljem da se identifikuju klju¢ne aktuelne ko¢nice razvoja
elektronske trgovine na ovom trzistu i sagledaju moguc¢nosti da se uklanjanjem istih stvore
uslovi za pobolj$anje perspektiva razvoja. Rezultati istrazivanja su da u Srbiji ne postoje
dominantni mehanizam elektronskog placanja, da se pri elektronskoj trgovini izbegava
elektronski nacin placanja i koriste tradicionalni metodi kada je mogude, te da uz druge
faktore, ovo znacajno doprinosi sporijem prihvatanju elektronske trgovine.

uvobD

U poslednje dve decenije mnoge faze poslovnih pro-
cesa evoluirale su na elektronske platforme. Pojava Inter-
neta izmenila je pristup organizaciji poslovnih aktivnosti
kompanija i ubrzala procese uvodenja savremene infor-
macione i komunikacione tehnologije (ICT). Nastaje
nova poslovna paradigma nazvana elektronsko poslovanje
kompanije (e-business), u kome poslovne aktivnosti po-
put marketinga i trgovine poprimaju izmenjeni karakter
pod uticajem novih tehnoloskih dostignuc¢a. U domenu
elektronske trgovine uspesno je iskoris¢ena masovna
dostupnost Interneta kao kanala za povecanje ponude i
dostupnosti proizvoda. Sto se ti¢e marketinga, ICT omo-
gucava uspostavljanje direktnog marketinga sa precizni-
jim odredivanjem ciljnih grupa, gde su oglasi usmereni na
manji broj korisnika koji su interesno vezani za reklami-
rani proizvod, uslugu ili ideju. U kontekstu elektronskoj
poslovanja menjaju se i drugi poslovni procesi, poput dis-
tribucije, odnosa sa klijentima, odrzavanje racunovodstve-
nih sistema i brige o privatnosti i bezbednosti podataka.

Predmet rada je analiza uticaja razli¢itih mehanizama
placanja u elektronskoj trgovini na uspes$nost poslovnog
modela elektronske trgovine. Posebna paznja tokom istra-
zZivanja posvecena je stanju i perspektivama elektronske
trgovine u Srbije. Cilj rada je utvrdivanje stanja i tenden-
cija u oblasti elektronske trgovine u Srbiji, sa fokusom na
mogucnosti unapredenja prakse po ugledu na svetska re-
$enja. U prvom delu rada bic¢e dat uvid u tendencije kreta-
nja elektronske trgovine u svetu, uz pokusaj da se objasne
uzroci fenormena naglog rasta njenog obima. Drugi deo

Key words:
elektronska trgovina,
sistemi placanja,
Internet,

Paypal.

rada obraduje metode placanja u elektronskoj trgovini i
njihovu evoluciju sa klasi¢nih na online reSenja. Na kraju
¢e sveobuhvatno biti predstavljeno stanje u elektronkoj
trgovini u Srbiji, uz analizu glavnih tokova i kori$¢enih
metoda placanja, ali i glavnih ko¢nica daljeg napretka.

TENDENCIJE U OBLASTI ELEKTRONSKE
TRGOVINE U SVETU

Obim elektronske trgovine na svetskom nivou se uve-
¢ava iz godine u godinu. Izuzev 2008. godine, kada je zbog
pocetka svetske ekonomske krize stopa rasta bila negativ-
na, ¢itav 21. vek pracen je visokim stopama rasta obima
elektronske trgovine. Postoje najmanje Cetiri faktora koji
uti¢u na stalan rast obima elektronske trgovine:

a) Ukupan obim maloprodaje je u stalnom rastu, i

to kako u najrazvijenijim ekonomijama, tako i u
zemljama u razvoju, ali i u medunarodnim relaci-
jama. Rast ukupnog obima trgovine vrsi pozitivno
deluje na rast obima elektronske trgovine

b) Pored toga $to postojanje web sajta preko koga ce

kompanija ponuditi svoj asortiman vise nije stvar
prestiza, ve¢ obavezni segment poslovne strategije,
u poslednjih 15 godina pojavio se ogroman broj
specijalizovanih online prodavnica, sajtova koji se
bave isklju¢ivo prodajom preko Interneta. Medu
ovim sajtovima postoji znacajna razlika u poslov-
nom modelu, a kao dva reprezentativna primera
sluze Amazon i eBay, gde je prvi predstavnik online
megaprodavnice koja prodaje sve ,,0d igle do loko-
motive®, dok je drugi predstavnik aukcionarskog
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servisa, gde se sam eBay ne pojavljuje kao prodavac,
ve¢ kao organizator aukcija u kojima se kao pro-
davci mogu pojaviti male ili velike kompanije, ali i
privatni korisnici koji mogu ponuditi svoje polovne
stvari, zanatske proizvode ili robu koju preproda-
ju. eBay obezbeduje stvaranje uslova, postovanje
pravila i sigurnost ucesnika u trgovini [1]. Na ovaj
nacin nacinjen je kvantitativni napredak, jer elek-
tronska trgovina ne samo da menja klasi¢nu, vec
stvara novu moguc¢nost za organizovanu ponudu
dobara i usluga koje su do tada nisu mogle biti po-
nudene Sirem krugu potrosaca.

c) Broj prodatih kompjuterskih i mobilnih uredaja
povecava se iz godine u godinu, samim tim pove-
¢ava se rasprostranjenost uredaja kojima se moze
pristupiti Internetu. Prema podacima [2] iz okto-
bra 2013. godine, ukupna vrednost kupljene racu-
narske opreme u 2013. godini veca je nego u 2012.
godini, dok je za 2014. godinu ocekivan ve¢i obim
prodaje nego u 2013. godini. Ovo povecanje prati i
izmena strukture ra¢unarskih proizvoda, pri cemu
raste obim prodatih pametnih telefona i tableta, a
opada obim prodaje desktop racunara i laptopo-
va. Upravo zato se najnovije tendencije u razvoju
elektronskih sistema za placanje, kako online tako
i offline, kre¢u u pravcu razvoja platnih aplikacija
za tablete i mobilne telefone.

d) Proizvodi kojima je Internet i kanal kupovine i ka-
nal distribucije (svi softverski bazirani proizvodi)
imaju sve vedi relativni udeo, koji je krajem deve-
desetih godina proslog veka bio zanemarljiv. Posto
je Internet pogodan i kao kanal distribucije, ovi
proizvodi se po pravilo kupuju elektronskim pu-
tem. Dalje, brojne ICT kompanije (i hardverske i
softverske) daju povoljnosti za proizvode koji se
kupe elektronskim putem’.

Dok je pocetkom 21. veka ubrzani rast obima elek-
tronske trgovine bio iniciran visokom prihvatljivos¢u u
razvijenim zemljama, u poslednjih nekoliko godina trend
se promenio, pa tako najvise stope rasta obima elektron-
ske trgovine beleze drzave u razvoju. Tako najveci svetski
portal za pracenje i analizu elektronske trgovine, eMarke-
ter, pokazuje u svom istrazivanju da se SAD ne nalaze u
prvih 10 ekonomija sa najve¢om godi$njom stopom rasta
elektronske trgovine. U prvih 15 na listi se nalazi svega 6
ekonomija koje spadaju u razvijene svetske privrede. Listu
predvode Kina, Indonezija i Indija, koje liderske pozicije
duguje niskim pocetnim osnovama i izuzetnom potenci-
jalu ¢iji deo pocinju da koriste.

U apsolutnim iznosima SAD i dalje dominiraju kao
pojedina¢na ekonomija, dok u regionalnom kontekstu
dominira region Severne Amerike. Zahvaljujuc¢i sve bo-
ljim rezultatima Kine i Indonezije, i uz visok stepen pri-
hvacenost elektronske trgovine u Japanu, Australiji, Hong
Kongu i Singapuru, eMarketer predvida da ¢e do 2015.
godine azijsko-pacificki region nadmasiti region Severne
Amerike. Predvidanje se moze sagledati kroz Tabelu 1.

1 ICT gigant Apple prilikom lansiranja novog proizvoda samo ogranicenu ko-
licinu plasira u fizicke prodavnice, dok se mnogo brze proizvod moze kupiti
ako se naruci putem Interneta

Tabela 1: Realizovani obimi elektronske trgovine za 2012.
i 2013. godinu, i predvidanja za 2014. i 2015. godinu (u
milijardama americkih dolara)

Godina/Region 2012 2013 2014 2015
Azijsko-pacificki 301.2 383.9 525.2 581.2
Severna Amerika 379.8 431.0 482.6 538.3
Zapadna Evropa 276.8 308.9 342.0 374.5
Isto¢na Evropa 41.5 49.5 58.0 64.4
Latinska Amerika 37.6 48.1 57.7 64.9
Bliski istok i Afrika 20.6 27.0 33.8 39.6

Ukupno | 1057.6 | 1248.4 | 1499.2 | 1762.7

Izvor: [3]

Sto se ti¢e strukture elektronske trgovine, eMarketer je
analizirao sektorsku zastupljenost raznih vrsta proizvoda
u elektronskoj trgovini u SAD. Na Tabeli 2 se moze videti
da su u analiziranom periodu od 2011. godine najzastu-
pljeniji kompjuteri i potrosacka elektronika sa jedne stra-
ne, i odeca i obuca sa druge strane.

Tabela 2: Struktura elektronske trgovine u 2011. i 2012.
godini, i predvidanja za 2013. i 2014. godinu u SAD (u
milijardama americkih dolara)

Godina/Kategorija 2011 2012 2013 2014
Kompjuterii 42.0 493 56.8 66.2
elektronika
Odeca i obuca 37.6 45.6 54.2 64.5
Automobilski delovi 21.6 23.7 25.5 27.8
Knjige, muzika, video 17.4 20.8 24.4 28.6
Namestaj i kuéna 151 | 177 | 202 | 233
oprema
Igracke i hobiji 9.5 11.2 13.1 15.3
Zdravlje i licna nega 9.3 10.9 12.5 14.4
Poslovni pribor 6.5 7.3 8.0 8.8
Hrana i pic¢e 4.3 5.0 5.8 6.8
Ostalo 314 34.0 384 40.9

Izvor: [4]

Treba obratiti paznju da obe tabele koje je sacinio
eMarketer prikazuju obim elektronske maloprodaje, dakle
uzu definiciju elektronske trgovine.

ONLINE METODE PLACANJA U ELEKTRONSKO!
TRGOVINI

Ve¢ smo naglasili da uspe$nost poslovnog modela
elektronske trgovine zavisi od izbora metoda pla¢anja
kojima je moguce obaviti transakciju. Generalno gleda-
no, inovativnost pri izboru metoda plac¢anja deluje kao
faktor koji stimuliSe visi stepen prihvacenosti konkretnog



poslovnog modela. Ova konstatacija je tacna ukoliko ino-
vativno resenje dovodi do povecanja efikasnosti transakci-
je, u smislu krac¢eg vremena izvrsenja, nizih transakcionih
troskova i povecanog stepena sigurnosti. Iako se u praksi
moze naci znacajan broj primera koji potvrduju ovu kon-
stataciju, postoji i odredeni broj primera koji pokazuju
da inovativnost metoda placanja ne ide uvek u prilog us-
pesnosti poslovnog modela. Rec je o situacijama u kojima
inovativno resenje nije Siroko prihva¢eno medu korisnici-
ma, pa umesto kao faktor povecane prihvatljivosti deluje
kao kocnica elektronskoj trgovini.

Sve metode plac¢anja [5] grupise u tradicionalne me-
tode placanja i online metode placanja, pri cemu se tra-
dicionalne metode oslanjaju mehanizme tradicionalnog
platnog prometa, dok u online metode autor ubraja one
koji koriste Internet za iniciranje ili kompletiranje celoku-
pnog procesa placanja. U radu

Online metode pla¢anja su one metode koje su dizaj-
nirane za upotrebu u kontekstu poslovanja na otvorenim
mrezama, pre svega Internetu. To ne znaci da se ove me-
tode danas upotrebljavaju iskljucivo u elektronskoj trgovi-
ni, jer su brojni mehanizmi placanja dizajnirani za online
upotrebu, posle pocetnog uspeha u elektronskoj trgovini
prerasli u hibridnu formu, tako da se danas mogu upotre-
bljavati i za offline placanja.

Faktori koji uzrokuju visoku prihvatljivost online me-
toda placanja su brzina izvrSenja transakcije koja sledi
kao logi¢an nastavak same kupovine, ¢ime se izbegava
prekid procesa kupovine da bi se placanje kasnije izvrsilo
offline (kao $to je slucaj kod svih tradicionalnih metoda
placanja izuzev kod kartica). Pored brzine, znacajan fak-
tor je jednostavnost — placanja se cesto obavljaju u samo
nekoliko klika kursorom na sajtu prodavca ili u aplikaciji
za placanje, uz najce$¢e samo jedno unosenje $ifre da se
transakcija potvrdi. Ovime je izbegnut osecaj kupaca da
prilikom placanja dele neku svoju znacajnu informaciju
na Internetu, iako je dobar deo ovih novih platnih rede-
nja zasnovan upravo na karticama ili brojevima tekucih
racuna korisnika. Konacno, plac¢anje na ovakav nacin ce-
sto stvara potro$acima osecaj zadovoljstva i efikasnosti u
poslovanju.

Kod online metoda pla¢anja znacajno je pomenuti da
lista nikad nije potpuna, posto je re¢ o metodima placa-
nja koji su veoma osetljivi na promene trzi$nih uslova.
Analiza operativnih re§enja pre jedne decenije izgledala
bi prili¢no drugacije u odnosu na danasnju listu, uz samo
nekoliko resenja koja su se odrzala tokom ovog perioda.

Prva online metoda placanja svakako je elektronski
novac. Ideja elektronskog novca nastala je jo$ pre tri dece-
nije u SAD-u, sa ciljem da jednoga dana elektronski novac
zameni papirni i kovani novag, ili barem cirkulise paralel-
no sa njime. Elektronski novac nikada nije postao opste
prihvatljiv kao sredstvo placanja [6], a poslovni modeli
bazirani na njemu doziveli su neuspeh. Pre svega, rec je o
jako heterogenoj kategoriji, koja obuhvata funkcionalno
razli¢ita reSenja. Banka za medunarodna poravnjanja [7]
u svom izvestaju iz 2000. godine definise elektronski no-
vac kao sredstva, odnosno vrednost, koja je pohranjena
na uredaju koji je u vlasnistvu korisnika, bez obzira da li
je ¢uvanje te vrednosti zasnovano na hardverskoj osnovi
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(sredstva na kartici uplac¢ena kao pre-paid) ili na softver-
skoj osnovi (program za rukovanje elektornskim novcem
instaliran na hard disku). Pored tog, Evropska Komisija
[8] je u okviru Druge direktive elektronskog novca uklju-
¢ila i tzv. elektornske putnicke ¢ekove i elektronske va-
ucere, onda kada sluze opstoj nameni, odnosno opstim
placanjima.

Prvobitna ideja elektronskog novca kao elektronske
gotovine napustena je krajem devedesetih godina pros-
log veka nakon neuspesnosti prvih operativnih resenja
ovog koncepta — DigiCash i Cybercash. Tada se razvija
novi koncept tzv. kuponskog elektronskog novca [9] kroz
operativna resenja Flooz i Beenz, koja takode nisu bila
uspesna. Razlog neuspeha ovih kategorija lezi u nedo-
voljnom stepenu prihvatanja, kako od strane poslovnih
korisnika tako i od strane kupaca. Pocetkom 2009. go-
dine stvoren je novi koncept elektronskog novca, ovoga
puta ponovo u formi elektronske gotovine, pod imenom
Bitcoin. O samom Bitcoinu i neobi¢cnom nacinu stvaranja
ove elektronske valute (za razliku od svih ostalih koncepa-
ta elektronskog novca, Bitcoin se ne stvara uplacivanjem
odnosno kupovinom realne valute; ve¢ stvoreni nov¢ici
se na ovaj nacin mogu kupiti, ali samo generisanje novih
novcica odvija u kompjuterski intenzivnom kriptograf-
skom postupku poznatom kao ,,rudarenje“ - [10].) moze
se posvetiti ceo jedan poseban rad, ali ono $to je znacajno
je, da ni ovaj koncept elektronkog novca, i pored punih 5
godina postojanja, nije $iroko prihvacen kao sredstvo pla-
¢anja. Bitcoin je danas mnogo vise investiciono sredstvo i
sredstvo Spekulisanja usled ¢estih i hirovitih kretanja cene
na Internet menja¢nicama, nego sredstvo placanja.

Opsta ocena koncepta elektronkog novca je da se za
sada pokazao kao neuspeh i da nije uspeo da postane $iro-
ko prihvatljiv i znacajno sredstvo placanja za elektronsku
trgovinu.

Negde pocetkom 21. veka biva kreirano mnostvo me-
hanizama online plac¢anja koji nisu zasnovani na elek-
tronskom novcu. Naime, nakon vise neuspeha koncepta
elektronskog novca, inovatori shvataju da je resenje u na-
pustanju ove ideje i stvaranju mehanizama koji bi funk-
cionisali na bazi realnih valuta, pre svega dolara, i na bazi
tekucih rac¢una korisnika ili platnih kartica, kako pred
korisnike ne bi bili stavljeni preveliki zahtevi za usvajanje
novih i nepoznatih koncepata.

Prva reSenja ovog tipa poznata su kao ,,e-mail novac*,
po tome §to su za registraciju i kori$¢enje zahtevala elek-
tronsku postu korisnika i jedan aktivan teku¢i racun ili
platnu karticu. U gotovo istom trenutku na trziste ulaze
PayPal, Billpoint i PayDirect, kao tri servisa koja nude
prakti¢no istu uslugu. Tokom godina PayPal je osigurao
dominantnu poziciju i potisnuo ostale konkurente, iako
su imali podrsku drugih Intenret giganata (Billpoint je bio
vlasni$tvo aukcionerskog sajta eBay, a PayDirect pretra-
zivaca Yahoo!).

Sustina funkcionisanja PayPal naloga je da zahteva
unos podataka o broju racuna ili platnoj kartici samo je-
danput, prilikom registracije naloga. Nalog moze biti regi-
strovan i bez ovih podataka, ali nece biti potvrden, i njime
nece biti moguce izvrsiti placanja. Referenca [11] navodi
da za potvrdivanje naloga moraju biti uneseni podaci o
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kreditnoj kartici ili bankarskom rac¢unu koji ¢e biti kori-
$¢en kao osnova naloga. PayPal tada proverava vlasnistvo
nad unetim rac¢unom ili karticom tako $to naplati nisku
sumu (oko 1.5 dolara) sa prijavljenog racuna, i zahteva
od korisnika da iz izvestaja sa svog racuna prekopira 4
cifre koje stignu kao svojevrsna $ifra o naplati male sume
od strane PayPal-a. Nakon $to korisnik prekopira ove ci-
fre na PayPal sajt, sistem vraca naplac¢enu sumu korisni-
ku i potvrduje racun. Svako dalje placanje korisnik vrsi
pozivanjem PayPal naloga (sajtovi koji nude ovu metodu
placanja to jasno isticu dugmetom ,,Pay with PayPal®) i
upisivanjem $ifre za svoj nalog. Nikada vise nema potre-
bu da unosi podatke o svom rac¢unu ili kreditnoj karti-
ci, pa nijedan prodavac nece dobiti ove podatke. Ovo je
doprinelo pove¢anom osecanju sigurnosti kod korisnika
PayPal-a. Krajem 2013. godine PayPal je imao oko 137
miliona korisnickih naloga, uz dostupnost u 193 zemlje
ili teritorije i procesiranje pla¢anja u 26 razlicitih valuta.

CCNow je online servis pla¢nja pogodan za male kom-
panije koje Zele da prodaju posredstvom Interneta, ali i da
izbegnu proces registracije kod banaka za dobijanje trgo-
vackog racuna koji je neophodan za primanje uplata pu-
tem kreditnih kartica. Umesto njih, svoj trgovacki racun
nudi servis CCNow, koji dobro koje je predmet trgovine
otkupljuje od prodavca i preprodaje ga kupcu. Kako [12]
navodi, cena koju kupac placa je cena koju ¢e naplatiti
CCNow, dok ¢e prodavac dobiti nizi nov¢ani iznos (pro-
vizija je oko 9% vrednosti transakcije, s tim sto CCNOw
na sebe preuzima troskove obrade transakcije placane
kreditnom karticom, tako da je stvarna zarada ovog si-
stema nesto niza). Servis ne zahteva nikakvu pristupnu
proviziju i ne postavlja ogranicenja za kompanije koje zele
da poredstvom njega prodaju svoju robu, osim §to znak
CCNOw mora stojati uz robu koja se prodaje, jer je sa
pravne strane, ovaj servis stvarni prodavac kupcu.

Escrow.com jedini je preostali operativni sistem tzv.
deponentskih platnih sistema, jako popularnih pocetkom
21. veka. Sustina rada ovih sistema placanja ogleda se u
prihvatanju novcanog iznosa kojim kupac placa transak-
ciju, i ¢uvanje ovog iznosa na posebnom rac¢unu sve do
isporuke primljenog dobra. Nakon prijema dobra, kupac
potvrduje prijem i valjanost dobra, a deponentski sistem
prosleduje novac prodavcu. Da bi se izbegla zloupotreba
od strane kupca i fiktivnog negiranja isporuke, uslov je da
se roba isporucuje preko posrednika koji osigurava robu
u transportu i omogucuje pracenje robe prilikom isporu-
ke. Ovakvi uslovi podizu transakcione troskove pa je zbog
toga usluga ovog platnog sistema neprakti¢na za kupovi-
ne nizih vrednosti. Kako je sistem usmeren pre svega na
zastitu kupaca, za razliku od drugih sistema kupac (ako
nije drugacije dogovoreno sa prodavcem) placa proviziju
eksplicitno, tj. provizija nije uracunata u cenu kostanja
pri kupovini.

Digitalni novcanici predstavljaju aplikacije za preno-
sne ICT uredaje (tablete i smartfone) kojima omogucavaju
upravljenje razli¢itim platnim karticama putem ovih ure-
daja. Po nac¢inu rada najvise podsecaju na sisteme ,,e-mail
novca“ jer zahtevaju najmanje jednu aktivnu platnu kar-
ticu da bi funkcionisali. Princip rada [13] je takav da di-
gitalni nov¢anik simulira fizicki nov¢anik iz realnog sveta

- ne stvara novu digitalnu monetarnu vrednost, ve¢ samo
skladisti podatke o karticama korisnika — debitnim, kre-
ditnim, ali i karticama lojalnosti i nagradnim kuponima.
Koriste¢i ovaj novéanik, korisnik moze placati online ali i
offline - uz pomo¢ nove NFC tehnologije koja se ugraduje
u terminale prodajnih punktova, pla¢anje se moze izvrsi-
ti aktiviranjem aplikacije digitalnog nov¢anika i prostim
dodirom telefona i terminala. Svoje aplikacije za digitalne
novcanike dizajnirali su Internet gigant Google kroz Go-
ogle Wallet, a tokom 2013. godine i karticarske institucije
Visa i MasterCard kroz V.me by Visa i MasterPass novca-
nike. Odli¢an primer da za uspeh ovog poslovnog modela
je i $vedski sistem iZettle [14], koji je posle Skandinavije
poceo da se koristi i u Velikoj Britaniji i Brazilu [15]. Di-
gitalni novcanici su najmladi od svih pobrojanih online
platnih reenja i za sada su mnogo bolje prihvaceni u offli-
ne pla¢anjima nego online kupovinama, ali se o¢ekuje rast
njihovog prisustva u elektronskoj trgovini.?

Govoreci o op$toj oceni online metoda pla¢anja, moze
se zakljuciti da je lista aktuelnih metoda promenljiva, jer
dok se stvaraju novi platni mehanizmi, nestaju postojeci
koji nisu naili na $iroku prihvatljivost klijenata. Cak i oni
sistemi koji su ostali funkcionalni duzi vremenski period,
poput PayPal sistema, prinudeni su da konstantno inovi-
raju, da bi odgovorili na promenljive zahteve korinsika.
Generalni zakljucaj je da su online platne metode dopri-
nele povecanju obima elektronske trgovine i njenoj $iroj
prihvatljivosti.

STANJE | PERSPEKTIVE ELEKTRONSKE
TRGOVINE U SRBUI

Kada govorimo o stanju elektronske trgovine u Sr-
biju, analiza se moze izvr$iti na dva razlicita nivoa - na
unutrasnjem i na spoljom planu. Analiza na unutragnjem
planu podrazumeva prikaz stanja domace elektronske tr-
govine, gde se i kao kupci i kao prodavci javljaju fizicka i
pravna lica koji su rezidenti Srbije. Shodno tome, analiza
spoljne elektronske trgovine uklju¢uje nerezidente Srbije
kao kupce ili kao prodavce dobara.

Analizom domace elektronske trgovine u Srbiji utvr-
dena su tri razli¢ita obrasca: trgovina putem aukcijskih
sajtova, trgovina putem drustvenih mreza, i prodaja po-
pusta preko Interneta.

Uspeh poslovnog modela aukcijskih sajtova u svetu
pozitivno se odrazio i na Srbiju. U veoma kratkom vre-
menskom periodu u Srbiji je sa radom pocelo vise Inter-
net prodavnica koje su poslovni model preuzele od svetski
dominantnog sajta u ovoj oblasti eBay. Medu konkurenci-
jom se izdvojio Limundo, koji je zadnjih nekoliko godina
najposeceniji i najprometniji domaci aukcijski Internet
sajt. Limundo je poslovni model u potpunosti preuzeo od
sajt eBay — eksponati izlozeni za prodaju su predmet auk-
cijskog nadmetanja, pri ¢emu su vidljivi aktuelna cena i
vreme preostalo do kraja nadmetanja, ne i do koje je cene
korisnik koji drzi aktuelnu ponudu spreman da ide. Za-
interesovani moraju dati bolju ponudu od aktuelne uko-
liko Zele da se nadmecu za kupovinu. Kako eBay u svojoj
2 Videti stranicu Najée$ca pitanja na sajtu Visa za informacije koji

online trgovci prihvataju V.me by Visa kao metod placanja



ponudi ima i ,,Buy it Now® opciju, odnosno kupovinu po
fiksnoj ceni bez aukcije, Limundo je osmislio poseban ser-
vis — Kupindo, za kupovinu odnosno prodaju po fiksnoj
ceni. Kao i na sajtu eBay, prodavci mogu biti i fizi¢ka lica
koja nude svoje antikvitete ili polovne stvari na prodaju,
a preuzet je i sistem ocenjivanja partnera u transakciji,
odnosno davanje pozitivne ili negativne ocene na osnovu
ispunjenja preuzetih obaveza.

Drugi poslovni model je trgovina putem drustvenih
mreza. Veliki potencijal drustvenih mreza u Srbiji, na-
rocito Facebook-a, mada u poslednje vreme i Twitter-a,
iskori$cen je za direktni marketing prodavaca, koji vrlo
lako mogu targetirati ciljanu grupu potrosaca. Stvaranjem
Facebook stranice, cilj je da se privuku pocetni korisnici
koji ¢e oznaciti ,,like” dugme na stranici $to znaci da im
se stranica svida, ¢ime e prihvatiti da vide njene kasnije
objave. Na stranici se zatim reklamiraju proizvodi za pro-
daju, a zahvalju¢i pocetnim korisnicima - koji proizvode
komentari$u ili dele na svojim profilima - sadrzaj po-
staje viralan’, jer sada i drugi korisnici vide ove sadrzaje
i Zele da posete stranicu. Na taj nacin je postignut efekat
ekonomije obima u reklamiranju, a vrlo dostupni su i svi
podaci vezani za samo narucivanje ili placanje proizvoda
- sve $to nije jasno, korisnik moze da pita postavljanjem
komentara ili privatne poruke, i da brzo dobije odgovor.
Na ovaj nacin se najcesce vrsi prodaja garderobe i obuce,
pri ¢emu dominiraju prodavci koji oglasavaju prodaju na-
vodno dizajnerske garderobe. Primera radi, AVIA Moda,
koja je najveci primer prodaje preko drustvenih mreza,
krajem februara 2014. godine ima Facebook stranicu sa
256 000 ,,svidanja“.

Prodaja popusta je postala veoma popularan vid elek-
tronske prodaje u Srbiji tokom poslednjih godina. Filo-
zofija prodaje popusta ogleda se u tome da jedna firma,
koja se bavi prodajom popusta, napravi ugovore sa $to vise
drugih firmi - koje prodaju razlicite proizvode ili pruzaju
razli¢ite usluge — kojima stice pravo da proda svojevrsni
vaucer kojim se proizvodi ili usluge firmi sa kojima je
sklopila ugovore dobijaju uz popust. Kupac plac¢a vaucer
kojim kupuje pravo na proizvod ili uslugu sa popustom,
firma prodavac popusta naplacuje proviziju od plac¢enog
iznosa, dok preostali iznos (cena sa popustom umanjena
za proviziju) ide firmi prodavcu proizvoda ili usluge. Ovo
je poslovni model koji naizgled zadovoljava sve tri strane
— kupac je platio nizu cenu nego inace, prodavac plasirao
proizvod ili uslugu, uz nizu cenu, ali osigurava svoje pri-
sustvo na trziStu i uz adekvatan kvalitet privlaci klijente
za period kada ¢e napustiti prodaju uz popust, dok je fir-
ma prodavac popusta zaradila proviziju. Kada govorimo
o tipovima proizvoda, preko popusta se naj¢es¢e mogu
kupiti obroci u restoranima, kozmeticke i frizerske usluge,
ili smestaj u odmarali$tima van sezone.

Svaki od ovih razli¢itih poslovnih modela povlaci i
razli¢iti metod plac¢anja, mada treba naglasiti da kod do-

3 Viralni marketing je termin koji ozna¢ava marketinske aktivnosti
na drustvenim mrezama koje za cilj imaju povecavanje svesti o po-
stojanju brenda ili povecanje obima ponude i prodaje ve¢ pozici-
oniranog brenda. Sam termin viralnosti oznac¢ava lan¢ano Sirenje
sadrzaja od korisnika do korisnika, poput nacina $irenja kompju-
terskih virusa. Danas su razvijene mnoge strategije stvaranja i ek-
sploatisanja viralnih sadrzaja.
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maceg aspekta elektronske trgovine nema dominantnog
nacina pla¢anja. Metode pla¢anja koje se koriste u doma-
¢oj elektronskoj trgovini mahom spadaju u doment tra-
dicionalnih metoda placanja. Dakle, izbegava se ne samo
koris¢enje elektronskih sistema placanja, ve¢ veoma cesto
i upotreba kartica. Razloga za to je vi$e - izbegavanjem
slozenijih mehanizama pla¢anja povecava se dostupnost
proizvoda, ali se i izbegava procedura za dobijanje tr-
govackog racuna u bankama koji bi mogao da prihvata
placanja karticom. Konacno, izbor mehanizma plac¢anja
zavisi i od odnosa prema regulaciji.

Limundo u pocetku kao opciju pla¢anja nudio jedino
offline placanje uplatnicom u banci, pri ¢emu se novac
uplacivao na rac¢un prodavca. Umesto toga, Limundo od
skoro nudi novu opciju plac¢anje - tzv. Limundo cash. U
pitanju nije elektronski novac, jer je prihvatljiv samo na
Limundu, takode se saldo mora dopuniti za svaku tran-
sakciju pojedina¢no. Dopuna se vrsi u poéti ili u banka-
ma, moze se izvrsiti i od kuce putem e-bankinga. Prednost
koju daje Limundo cash je ta da je nov¢ani iznos upla¢en
za vrednost transakcije, ali ne prelazi na racun prodavca
sve dok kupac ne potvrdi prijem. Kada prodavac oznaci da
je postom poslao predmet trgovine, kupac moze odobriti
prelazak novca na ra¢un prodaveca, ili sacekati da isporuke
stigne. Kada paket stigne, ukoliko kupac da pozitivnu oce-
nu prodavcu, novac ¢e automatski biti prebacen (kupac to
moze i dalje uraditi ru¢no, bez davanja pozitivne ocene).
Ukoliko prodavac ne posalje predmet trgovine u roku od
Cetiri radna dana od dana uplate Limundo cash-a, kupovi-
na se ponistava, a sredstva ostaju spremna za neku sledecu
trgovinu [16]. Ovom metodom moze se platiti iskljucivo
transakcija prodavcu, ali ne i postanski troskovi koji se
placaju prilikom preuzimanja proizvoda.

Prodaja preko drustvenih mreza po pravilu kao me-
todu placanja prihvata placanje po isporuci. Narucivanje
proizvoda vrsi se na samoj drustvenoj mrezi ili preko kon-
takt telefona. Isporuka se najcesce vrsi u roku od 24 casa
preko kurirskih sluzbi, koje naplacuju prilikom isporuke
i proizvod i postarinu. Postarina je najcesce fiksna za sve
proizvode. Ovaj nacin plac¢anja, iako sa tehnickog aspek-
ta najnesavr$eniji, potpuno odgovara ovom poslovnom
modelu - Srbija je relativno mala zemlja, a prodavac ima
sporazum sa kurirskim sluzbama. Jo$ jedan vazan faktor
koji uti¢e na izbor ove metode placanja je Sto omogucava
izbegavanje evidencije pla¢anja. Prodavci koji se javljaju
u ovom slucaju vrlo ¢esto uopste nisu registrovane firme,
ili nisu registrovane za tu delatnost. Na ovaj nac¢in omogu-
¢ava se da razviju efikasnu trgovinsku mrezu a da izbegnu
knjigovodstvo i obavezu pla¢anja PDV-a drzavi.

Sto se ti¢e popusta, najuspesniji sajt u ovom domenu
su Popusti.rs, mada danas postoji vise sajtova iste namene.
Korisnik se najpre registruje na sajtu, nakon ¢ega moze
odabrati popust. U pocetku je jedini prihvatljiv mehani-
zam placanja bilo placanje uplatnicom u banci, ¢ime je
kupovina kompletirana offline. Kao poseban metod placa-
nja prihvatljiv upravo kod kupovine popusta danas postoji
servis Qvoucher. U pitanju je elektronski vaucer, koji se
moze kupiti uplatom na rac¢un firme Lanus iz Beograda,
kreatora ovog elektronskog vaucera, ili uplatom na kiosci-
ma na kojima je moguce dopuniti pripejd mobilni telefon.
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Ovakav vid dopune mogu¢ je u svim ve¢im mestima u
Srbiji [17]. Ideja je da se transakcije vezane za kupovinu
popusta mogu zavrsiti na efikasan nacin, putem Interneta
i bez upotrebe platnih kartica. Ovo je veoma bitno za one
ciljne grupe koje nemaju uslove za posedovanje platnih
kartica (recimo studenti, koji su procentualno gledano
grupa koja ima najveci pristup Internetu prema podacima
Republickog zavoda za statistiku iz 2013. godine).

Od proleca 2013. godine PayPal sistem je svoju ponu-
du prosirio i na Republiku Srbiju, pa tako danas korisnici
koji imaju kartice izdate od strane srpskih banaka mogu
registrovati svoj nalog i obavljati kupovinu uz pomo¢
ovog servisa. Ovaj sistem postaje tako dominantan me-
tod placanja i u Srbiji kada je re¢ o spoljnjem segmentu
elektronske trgovine. Problem koji je nastao je izostanak
kompletne ponude PayPal usluga za Srbiju. Naime, kao i
za vedinu zemalja u razvoju (tako npr. i za Kinu), PayPal
ne omogucava svojim dolaskom kompletnu uslugu, ve¢ na
pocetku uvodi odredena ogranicenja. Tako je u Srbiji od
samog pocetka rada aktuelno ogranicenje prijema sred-
stava putem PayPal naloga, $to u praksi znaci da se ovaj
sistem moze koristiti za elektronsku kupovinu, ali ne i za
prodaju. U praksi se na osnovu iskustava korisnika iz Sr-
bije pokazalo da je nemoguce prihvatiti placanja ovim me-
todom prilikom prodaje na eBay-u, iako sama prodaja nije
nelegalna i moze biti placena nekim drugim elektronskim
sistemom placanja. Ovo ipak smanjuje konkurentnost
srpskih prodavaca, jer eBay osnovnim podesavanjima sva
placanja usmerava na PayPal, pa cesto ostali ucesnici ne
koriste nijedan drugih metod plac¢anja.

Dolazak sistema PayPal povecao je obim elektronske
trgovine sa inostranstvom u Srbiji. Uprava carina Srbije
[18] je saopstila krajem oktobra 2013. godine da je za 6
meseci od dolaska ovog sistema u Srbiju broj posiljaka
prispelih iz inostranstva povecan za oko 50% u odnosu
na isti period prethodne godine. Tako je samo u carin-
skom centru Novi Sad za 6 meseci pristiglo 15500 paketa
placenih pomocu PayPal sistema, za koje je naplaceno
10,5 miliona dinara uvoznih dazbina. Carinska politika u
elektronskoj trgovini Republike Srbije propisuje da su po-
$iljke male vrednosti (do 70 evra) koje gradani dobijaju od
fizickih lica iz inostranstva oslobodene svih uvoznih daz-
bina (PDV-ai carine), dok su posiljke male vrednosti (do
50 evra) koje su narucene iz inostranstva od pravnog lica
oslobodene carinskih dazbina, ali podlezu naplati PDV-a.

Moze se zaklju¢iti da je dolazak sistema PayPal najvise
doprineo povecanju uvoza direktno od strane fizickih lica,
ali ne i izvozu iz Srbije. Tokom poslednjih godinu dana
bilo je ¢ak negativnih primera, da su preduzetnici iz Srbije
morali da odustanu od izvoza putem Interneta (primer
poslovanja kompanije WTF Jeans)*, jer su nailazili na ve-
like probleme prilikom naplate prodate robe, kako kod
odabira metode placanja, tako i u odnosima sa drzavnim
institucijama. Do rasta elektronskog izvoza iz Srbije je
ipak doglo, ali u sferi usluga, i uz pomo¢ drugog metoda
elektronskih placanja. Rec¢ je o obavljanju odredenih ak-
tivnosti na daljinu, naj¢es¢e programerskih poslova putem
Interneta za inostranog poslodavca, uz prijem pla¢anja

4 Pogledati http://www.blic.rs/Vesti/Ekonomija/402694/Drzava-sa-
botira-izvoz-robe-preko-interneta

posredstvom sistema Skrill (ranije Moneybookers). Ovaj
sistem nudi virtuelni bankarski racun, za koji se moze i
Skrill debitna kartica koja funkcioni$e na svim bankoma-
tima koji prihvataju Mastercard kartice. Uz pomo¢ ove
kartice moze se podizati novac direktno sa Skrill racuna.

Veliki svetski sajtovi poput Elance.com sluze kao me-
sto gde poslodaveci traze radnike za obavljanje odredenih
aktivnosti, a potencijalni radnici mogu ostaviti svoje po-
datke i prijaviti se na oglase. Iako se najvise poslova vezuje
za domen programiranja, vrlo su trazeni i radnici za diza-
jn, rad u call centrima, prevodenje, prepisivanje i prepri-
¢avanje tekstova ili kreativno pisanje (sastavljanje govora,
pozdravnih elektronskih poruka ili cestitki). U poslednjih
2 do 3 godine ovo postaje veoma prisutan oblik zaposlja-
vanja u Srbiji, pa radnici iz Srbije postaju veoma prisutni
na ovakvim sajtovima, i vrlo trazeni.

ZAKLJUCAK

Postojanje razli¢itih elektronskih sistema placanja
opravdano je ukoliko postoji ekonomska isplativost. To-
kom zadnjih petnaestak godina vise razli¢itih sistema je
nakon pocetnog uspeha moralo da prestane sa operaci-
jama usled nedovoljne upotrebe od strane korisnika. U
buducnosti ¢e najverovatnije postojati manji broj domi-
nantih sistema, svaki sa svojom trziSnom ni$om, uz naj-
verovatnije i dalje visok stepen prisustva kreditnih karti-
ca kao metode placanja, i verovatno jednog ili nekoliko
oblika elektronskog novca koji ¢e biti masovno prihvat-
ljivi. Cak i da to ne bude Bitcoin kao trenutno aktuelni
koncept, realno je ocekivati da u narednih 5 do 10 godina
barem jedan sistem elektronskog novca zadovolji klju¢ne
uslove korisnika i prodavaca za $iru upotrebu.

Za promenu postojeceg stanja elektronske trgovine
u Republici Srbiji trebalo bi pre svega trebalo formirati
Agenciju za Internet na nacionalnom nivou, koja bi regu-
lisala sva pitanja, od privatnosti do nadleznosti u prodaji
putem Interneta. Ovakvo telo bi delimi¢no osiguralo po-
verenje korisnika u funkcionisanje elektronske trgovine.
Trenutna situacija, u kojoj se sa propisima kasni za tako
dinami¢nim kategorijama kakve su Internet okruzenje i
poslovanje, ne daje dobre osnove za razvoj delatnosti bazi-
ranih na Internetu. Pozitivna stvar bila bi resavanje pitanja
prijema sredstava putem PayPal sistema, $to bi olaksalo
izvozne delatnosti i dalo sigurnosti onim preduzetnicima
koji planiraju da se okrenu poslovanju sa inostranstvom.

Projekat

Ovaj rad je pisan kao deo projekta Unapredenje javnih
politika u Srbiji u funkciji pobolj$anja socijalne sigurnosti
gradana i odrzivog privrednog rasta, broj projekta 47004
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UPOTREBA NOVIH MEDIJA U SPORTU

Jovan Surbatovié¢

Visoka sportska i zdravstvena skola

Abstract:

Presudnu ulogu u promociji sporta kao fenomena koji je obelezio XX vek i ¢ija popular-
nost svakodnevno pomera granice, imali su mediji masovnih komunikacija. Zahvaljujuéi
razvoju elektronskih medija i ekspanziji novih komunikacionih tehnologija sport postaje
planetarno dobro, a industrija sporta jedan od najunosnijih globalnih biznisa. U danasnje
vreme, sve znacajniju ulogu u promociji sporta, razmeni informacija i preno$enju poruka
imaju nove tehnologije i novi informacioni kanali: internet web portali, drustvene mreze,
mobilna telefonija i sl. Vode¢i sportski klubovi su vrlo brzo shvatili znacaj i mogucnosti
novih medija, a posebno kori$¢enja drustvenih mreza kao moderan, visoko prihvatljiv,

interaktivan i kredibilan kanal komunikacije sa navija¢ima.

uvoD

Sport, sam po sebi, ima izuzetnu promotivnu snagu,
ali je tek posredstvom medija koji prenose informacije,
pre svega, sliku i zvuk, dostigao nesluc¢ene razmere svetske
popularnosti. Zahvaljujudi razvoju televizije i ekspanziji
komunikacionih tehnologija najuspesniji sportisti danas-
njice postali su globalne mega zvezde i ,,pokretne rekla-
me*, ¢ija se licna bogatstva mere stotinama miliona evra.
Putem televizijskih signala globalne sportske dogadaje
prati vise od polovine stanovnika sveta. Industrija sporta
danas najznacajnije prihode ostvaruje upravo od prodaje
televizijskih prava, a uticaj medija je toliki da se i najveca
sportska takmicenja pomeraju i uskladuju satnice sa mo-
guc¢nostima TV emitera.

ULOGA MEDIJA U RAZVOJU SPORTA

Uloga medija u sportu prvenstveno je informativna,
jer nas obavestava o sportskim dogadajima koji se odvi-
jaju Sirom sveta. Istovremeno je i promotivna, u smislu
afirmacije sportskih vrednosti i uopste sporta kao vazne
drustvene oblasti. U danasnje vreme uloga medija sve vise
jeiekonomska, jer upravo mediji generiSu najvece prihode
u sportu, vece i od sponzora [1].

Veliku ulogu u istoriji razvoja sporta imali su $tampani
mediji (prve novine su izvestavale o sportskim dogadaji-
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ma jo$ krajem XIX veka), zatim radio stanice, a kasnije i
televizije. Danas zivimo u eri direktnih prenosa, multipre-
nosa i web prenosa sa emitovanjem slike i zvuka u HD i
3D tehnologiji. Informacije sa svih meridijana dostupne
sunam u istom trenutku kada se i dese, a iz mesta u kojem
boravimo mozemo kvalitetno da pratimo sva deSavanja u
svetu sporta.

Najkomercijalniji sportski dogadaji u svetu sporta
danasnjice, a ujedno i najveci sportski brend dogadaji su
Super Boul (Super Bowl), Letnje olimpijske igre, Svetsko
prvenstvo u fudbalu, MLB liga (Mayor League Baseball),
UEFA Liga sampiona, Zimske olimpijske igre itd [2]. TV
spot u trajanju od 30 sekundi za vreme finalne utakmice
Superboula placen je 4 miliona dolara, dok su TV prava
na meceve americkog fudbala (2014-2022) prodata za 39,6
milijardi dolara [3].

Finansijski doprinos medija vidi se i na primeru olim-
pijskog pokreta. Prema podacima MOK-a (Olympic mar-
keting fact file 2014), u periodu 2005-2008, TV prava su
donela 2,57 milijardi dolara prihoda, $to je gotovo 50%
od ukupnog prihoda koji je iznosio 5,45 milijardi dolara.
Za period 2009-2012, prihod od TV prava je iznosio 3,85
milijardi dolara, dok je top program sponzorstva dono-
sio 950 miliona dolara. U tabeli 1. prikazan je trend rasta
prihoda od prodaje televizijskih prava za Olimpijske igre
u periodu od 1960. godine i Igara u Rimu pa sve do Olim-
pijskih igara u Londonu 2012. godine.



Tabela 1. Prihodi od TV prava za Olimpijske igre,
IOC Marketing Media Guide 2014

PRIHODI OD TV
OLIMPUSKE IGRE PRAVA
(u milionima dolara)

RIM 1960 1,2
TOKIO 1964 1,6
MEKSIKO SITI 1968 9,8
MINHEN 1972 17,8
MONTREAL 1976 34,9
MOSKVA 1980 88,0
LOS ANDELES 1984 286,9
SEUL 1988 402,6
BARSELONA 1992 636,1
ATLANTA 1996 896,3
SIDNEJ 2000 1.331,6
ATINA 2004 1.494,0
PEKING 2008 1.739,0
LONDON 2012 2.569,0

Medunarodni olimpijski komitet (MOK) je u najavi
Olimpijskih igara u Londonu 2012. godine u publikaciji
IOC Marketing Media Guide 2012 prezentovao sledece
podatke:

+ potencijalni globalni auditorijum je 4,8 milijardi

gledalaca;

+ TV prava tokom Olimpijskih Igara pokrivaju 5.600

sati programa;

+ broj akreditovanog personala iz sektora medija:

13.000 ljudi;
+ Olimpijske igre se prenose u vise od 200 zemalja;
+ londonske Igre po prvi put ¢e koristiti 3D teh-
nologiju za Zive prenose - bice proizvedeno 230
sati programa;
¢ po prvi put Igre ¢e se prenositi uzivo preko you-
tube-a (www.youtube.com/olympics) u 64 zem-
lje, odnosno za teritorije Azije, subafrike i podsa-
harskih zemalja;

¢ broj kamera na borili§tima: 1.000;

¢ broj 3D kamera: 33;

¢ High Super Slow Motion kamere: 40;

¢ nosioci TV prava: 33.

Vise je nego ocigledno da mediji masovnih komunika-
cija promovi$u sport na najbolji moguci nacin, povecavaju
interesovanje za omiljene klubove, ali i manje atraktivne
sportove. Navijaci se sve vise identifikuju sa klubovima,
a mediji postaju globalni stadion savremenog sporta [4].
Akteri u industriji sporta, i ucesnici i konzumenti, na taj
nacin se informisu o svim sportskim de$avanjima. Uspeh
koji se ostvari na sportskom borilitu, pravu snagu i znacaj
dobija tek kad se adekvatno medijski eksploatise. Klubo-
vi §irom sveta, shvatajuci znacaj medija, sve ve¢u paznju
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posvecuju izgradnji kvalitetnih odnosa sa njima, kao i mo-
guénostima za ubiranje velikih prihoda.

Prodaja televizijskih prava predstavlja najveci izvor
prihoda fudbalskih klubova $irom Evrope. Analiti¢ari Di-
lojta (Deloitte) u godisnjoj studiji Football Money League
2011, isti¢u da 20 najvecih evropskih klubova zahvaljuju-
¢i TV pravima godi$nje ostvare 1,9 milijardi evra ili 44%
od ukupnih prihoda. Mancester junajted je, na primer, u
sezoni 1996/97. ostvario ukupan prihod od 134 miliona
evra, od ¢ega je prodaja TV prava donela 19 miliona evra,
$to je ¢inilo 14% od ukupnog prihoda. U sezoni 2009/10,
ukupan prihod kluba je porastao tri puta — 350 miliona
evra, dok su prihodi od prodaje TV prava porasli ¢ak se-
dam puta i iznosili su 128 miliona evra, odnosno 37% od
ukupnih prihoda. Sedam od 20 najbogatijih fudbalskih
klubova na svetu imaju prihod od TV prava koji je veci
od 50%. Kod italijanskih klubova je udeo ucesca prihoda
od prodaje TV prava u strukturi ukupnih prihoda najveci
iiznosi ¢ak i do 60%. Zahvaljujuc¢i novom ugovoru o pro-
daji TV prava za meceve Premijer lige koji je na snazi od
sezone 2013/2014 vrednom 3 milijarde funti za sledece tri
godine (70% vec¢em od prethodnog), svaki klub pojedinac-
no inkasirace izmedu 20 i 30 miliona funti godisnje. U isto
vreme i Bundesliga je objavila novi ugovor o prodaji TV
prava veci za 50% od dotadasnjeg. tako da se ocekuje da
¢e u godinama koje slede uces¢e od prodaje TV prava biti
sve znacajnije u odnosu na druge prihode koje ostvaruje
evropska industrija fudbala (komercijalni ugovori, spon-
zorstva, prodaja ulaznica, marketing, mercendajzing...).

Medutim, pored prodaje TV prava za prenose fudbal-
skih utakmica, klubovi su u isto vreme osnivali i sopstvene
televizijske stanice. Prvi klub koji je lansirao TV kanal bio
je Mancester junajted 1998. godine, a potom su isto ura-
dili Barselona i Real Madrid - 1999, Roma, Inter i Milan
- 2000, Celsi - 2002, pa zatim Seltik i Glazgov Rendzers
2004. godine. Danas, svi znacajniji evropski klubovi imaju
sopstvene televizijske kanale sa specijalizovanim progra-
mima.

Najnoviji trendovi pokazuju da klubovi u saradnji sa
telekomunikacionim kompanijama lansiraju tzv. multi-
channel platforme u kojima se koriste ponude novih me-
dija - video stream za mobilne aparate: telefone, pad-ove,
laptopove i mobilne racunare. U saradnji sa kablovskim i
satelitskim TV provajderima nude se razli¢ite forme i sa-
drzaji TV programa - direktan prenos, intervjui, arhivski
snimci, video analize itd.

Fudbalski klubovi, iz faze kada su bili samo ,,objekti“ ili
~predmeti“, prelaze u novu fazu kada postaju ,,subjekti,
tako $to oni sami postaju kreatori odredenih sadrzaja i
programa. Slobodno se moze reci da su na taj nacin i sami
klubovi postali novi mediji.

NOVI MEDIJI U SPORTU - DRUSTVENE MREZE

Sve znacajniju ulogu u promociji sporta, razmeni in-
formacija i preno$enju poruka imaju nove tehnologije i
novi informacioni i komunikacioni kanali (Internet web
portali, drustvene mreze, mobilna telefonija...). Razvoj
Pay TV-a omogucio je, zahvaljujudi kapacitetima TV pre-
nosa, Zivom prenosu, analizama i specijalnim programi-
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ma ,,24/7%, da sport uopste, a posebno fudbal kao najpo-
pularnija sportska grana, postane ne samo deo programa,
nego i generator prihoda.

U novije vreme sve je veci uticaj elektronskih i novih
medija. Sportske vesti i sadrzaji se najvise prate preko
televizije, ali i interneta, mobilnih aplikacija, drustvenih
mreZa i specijalizovanih sportskih programa. Klubovi su
vrlo brzo shvatili znacaj i mogu¢nosti novih medija, a po-
sebno kori$¢enje drustvenih mreza kao moderan, visoko
prihvatljiv, interaktivan i kredibilan kanal komunikacije.

Najveci broj registrovanih korisnika imaju: Facebook
sa 900 miliona ¢lanova, Twitter 310 miliona, LinkedIn 250
miliona i Pinterest 150 miliona [5]. Broj drustvenih mreza,
kao i broj njihovih ¢lanova svakodnevno se uvecavaju.

Najcesci motivi za participaciju u drustvenim mreza-
ma su:

¢ osecaj za pripadnost odredenoj grupi (za navijace i

simpatizere to je klub koji vole);

+ mogucnost za razmenu misljenja i stavova sa lju-

dima;

+ razmena informacija (tekstova, slika, video i audio

materijala);

+ brzina Sirenja informacija;
susret sa prijateljima/mogucnost
istomisljenika;
prijateljstvo sa drugim, nepoznatim ljudima;
ponovo povezivanje sa starim prijateljima;
odrzavanje kontakata sa porodicom i prijateljima;
sloboda izrazavanja u nedostatku ,face to face“
kontakta;
zadovoljstvo zbog kvalitetno provedenog vremena;
zabava;
davanje saveta/edukacija;
trazenje pojedinih informacija,
uspostavljanje poslovnog kontakta;
promocija kompanije i biznisa.

Prema podacima kompanije Fejsbuk sa pocetka 2014.
godine - Top 21 drustvena mreza ima 5,7 milijardi pro-
fila korisnika, dok je veli¢ina globalne populacije krajem
2013. godine bila 7,2 milijarde stanovnika. Samo 34,3%
svetske populacije ima pristup internetu, a osniva¢ Fejsbu-
ka Mark Cukerberg predvida da se kori$c¢enje drustvenih
mreza duplira svakih 18 meseci. On iznosi i podatak da
je prosecan broj lajkova koje korisnici komentari$u i dele
svakog meseca u 2013. godini ¢ak 89 milijardi [6].

Ista kompanija prezentovala je i podatke o najvecem
broju korisnika - ¢lanova ove drustvene mreze po zemlja-
ma. U tabeli 2. prikazan je najveci broj Facebook ¢lanova
iz sedam razlicitih drzava.

*

nalazenja

* o ¢ o

* 6 6 ¢ o o

Mnogi globalni sportski klubovi - brendovi objavljuju
podatke o broju navijaca i pratilaca na drustvenim mre-
zama, a neki od njih dostizu broj od nekoliko miliona, pa
¢ak i viSe desetina miliona fanova. Facebook je startovao
sa novim displejom pod nazivom Talking about this, sa
idejom da se pomocu tzv. Engagement Ratio — ER dobije
procenat fanova koji su u interakciji sa tom stranom. Po
procenama PR strucnjaka i analiticara, tri najveca evrop-
ska fudbalska kluba na svetu: Real Madrid, Barselona i

Mancester junajted imaju skoro 3,5% ukupne baze sa pre-
ko 20 miliona fanova. Medutim, rast broja fanova je toliko
rapidan da se ovakva predvidanja, kao i zvani¢ni podaci
gotovo svakoga dana fantasticno uvecavaju.

Tabela 2. Top 7 zemalja sa najveéim brojem Facebook ¢lanova

ZEMLIA BroijACEBOOK
clanova

SAD 160.372.040
BRAZIL 67.886.280
INDIJA 62.615.300
INDONEZIJA 47.926.500
MEKSIKO 32.849.260
TURSKA 31.771.120

FK Barselona je samo u periodu od januara do juna
2011. godine povecala broj fanova za 16% i dostigla uku-
pan broj od 17 miliona. U navedenom periodu, na zva-
ni¢noj veb strani kluba dnevno je u proseku bilo 65.527
slajkera®. Poc¢etkom 2014. godine FK Barselona je objavila
zvanican podatak da klub ima 50 miliona fanova koji pra-
te klupske aktivnosti putem Facebook-a (Slika 1) [7].
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Slika 1. Trend rasta Facebook fanova
FK Barselona (u milionima), 2014.

»Navijaci su najveca vrednost klubova“ - ¢injenica je
koja je opsteprihvacena, ali to nikako ne znaci da se broj
navijaca poklapa sa onima koji preko socijalnih mreza
izrazavaju simpatije prema igra¢ima ili im se klubovi do-
padaju.

Konsalting kompanija Energize 2.0 objavila je pregled
top 20 klubova na Facebook stranici (Tabela 3).

Klubovi su vrlo brzo sa faze prikupljanja broja ¢lanova
presli na visi nivo — Sta mozemo da ponudimo fanovima?
Sta oni o tome misle? Kako da budemo bolji?

Real Madrid je u septembru 2009. godine lansirao di-
gitalnu platformu sa nazivom MyMadrid kao multijezicku
drustvenu zajednicu [8]. Za vrlo kratko vreme dostignut je
impresivan broj od 150.000 download-ova. Kreatori ideje
su izjavili: ,Mi zelimo da MyMadrid bude mesto kontakta
svih nasih madridista, koji Zele da uzivaju u madridista
iskustvu®.



Tabela 3. Top 20 evropskih klubova - trend Facebook poseta,
jun 2011.

Broj |% rasta (% rasta| .

KLUB lajkera | mart- | april- 7% r.a.sta Dnevni

umil. | april maj majjun) prosek

1. | BARSELONA 16,9 21 16 16 | 75.103
2. | MANCESTERJ.| 15,9 18 14 17 | 73.821
3. |REALMADRID| 15,5 19 17 15 | 66.318
4. | ARSENAL 6,5 12 10 12 | 22.941
5. |LIVERPUL 6,1 16 8 11 | 19.107
6. |CELSI 6,0 15 11 13 | 22.878
7. | MILAN 4,4 18 16 14 | 18.015
8. |JUVENTUS 1,7 - - 47 | 47.788
9. | BAJERN M. 1,5 29 16 13 | 5.574
10. | OLIMPIK M. 1,2 11 6 7| 2.534
11. | TOTENHEM 0,6 24 13 12 | 2.369
12. | INTER 0,4 83 20 25 | 2.819
13. | SALKE 04 0,2 41 19 10 866
14. | OLIMPIK LION 0,2 13 7 8 676
15. | VERDER 0,2 15 14 8 575
16. | HAMBURGER 0,1 13 8 6 337
17. | NJUKASL 0,1 12 10 9 438
18. | VALENSUA 0,1 2 3 13 3498
19. | SELTIK 0,1 21 20 14 384
20. | ROMA - - - - -

MyMadrid nudi svojim ¢lanovima informacije just in
time, vezu sa Youtube-om, web igrice, golove u realnom
vremenu, kupovinu karata, komunikaciju, sa idejom da
se u narednom periodu ponudi integracija prodaje i pro-
mocije. Kroz sistem pretplate na ¢lanstvo, oko 100.000
¢lanova nedeljno koristi neke od premijum servisa. U
nagradnoj igri koja je organizovana 2009. godine, putem
SMS poruka, ucestvovalo je 180.000 ¢lanova kluba, a po-
bedniku je dodeljen automobil proizvoda¢a AUDI, koji
je i sponzor kluba. Ovaj model je postigao veliki uspeh u
Spaniji.

Jedno od mnogobrojnih istrazivanja iz 2008. godine
imalo je za cilj da utvrdi koliko stvarno navijaca imaju
fudbalski klubovi. Sprovedeno je u 11 zemalja po modelu
Americkog statistickog biroa (projekcija procenta u odno-
su na ukupnu populaciju) i odnosi se samo na zemlju u
kojoj klubovi igraju. Ideja je nastala na osnovu ¢injenice
da je najveci generator prihoda navijacka baza: direktno
ili indirektno. Bez navijaca klubovi se ne mogu razvijati ni
u sportskom ni u finansijskom pogledu.

Slika 2. prikazuje najpopularnije kanale promocije
sporta u svetu danas (Sports and Social Media: Winners
and Losers).
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Slika 2. Najpopularniji kanali promocije sporta
www.sportsnetworker.com/2013/01/24/

Sporting News Media objavila je izvestaj pod nazivom
»Global Sports Media Consuptions report 2013 0 odnosu
sporta i drustvenih medija u SAD. Najinteresantniji po-
daci iz ove studije su:

¢ 170 miliona ljudi u SAD prati sport;

¢ 51% prati americki fudbal, 33% bejzbol, 29%

koSarku, 8% fudbal;

¢ 25% navijaca koristi platforme drustevnih mreza u

pracenju sporta (2011. godine samo 15% je koristilo
drustvene mreze);

s Dbelezi se rast konzumacije sporta preko mobilnih

uredaja: 2011. godine - 21%, 2012. godine - 34%,
2013. godine - 35%;

¢ Facebook je drustvena mreza broj 1 u praéenju

sporta;

¢ TV je najznacajniji medij u pracenju sporta, a

odmah zatim - online platforme,

+ 29% navijaca prati sport online preko rac¢unara, dok

23% fanova koristi online putem mobilnih uredaja.

Olimpijski pokret je objavio podatke o promenama
koje su ostvarile drustvene mreze u periodu izmedu dve
Olimpijade. U Pekingu 2008. godine nije bilo zvani¢ne
integracije olimpizma i drustvenih mreza. Fejsbuk je 2008.
godine imao 100 miliona korisnika, dok je 2012. godine u
vreme odrzavanja Olimpijskih igara u Londonu broj ko-
risnika narastao na 845 miliona. Tviter je 2008. godine
imao 6 miliona korisnika, a 2012. godine ¢ak 140 miliona
korisnika [9]. Na Igrama u Londonu 1.000 olimpijaca pri-
druzilo se The Olympic Athletes Hub (www.olympic.org i
hub.olympic.org). Ucenici Igara su Cetovali u realnom vre-
menu, druzili se sa fanovima i delili svoje postove. Najak-
tivniji su bili: Majkl Felps sa 159.000 tviter pratilaca i 5,1
miliona lajkova sa fejsbuka, Husein Bolt sa 420.000 tviter
pratilaca i 6,1 miliona lajkova sa fejsbuka, Jelena Isinbaje-
va sa 4.127 tviter pratilaca i 72.000 fejsbuk lajkova, Pol Ga-
sol 974.000 tviter pratilaca i 2,9 miliona lajkova i Rodzer
Federer sa 10,3 miliona lajkova.
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NOVI MEDUJI U SPORTU - FINALE LIGE
SAMPIONA 2012 | TVITER

Finalnu utakmicu UEFA Lige $ampiona 2012. godine
u Minhenu izmedu nemackog Bajerna i engleskog Celsija
pratilo je 1,8 miliona tvitova (tweets) na socijalnoj mrezi
Twitter u toku jedne nedelje, odnosno u periodu od 14—
19. maja 2012. godine; dok je u toku samo jednog - final-
nog dana, 19. maja 2012. godine, na ovoj socijalnoj mrezi
postavljeno 1,12 miliona tvitova $irom sveta [10].

Tviter (Twitter) je inace, globalna socijalna mreza
koja posle Fejsbuka ima najvise registrovanih korisnika
u svetu, ali i znacajno manje od ove prve. Broj korisni-
ka socijalnih mreza se menja svakodnevno i predstavlja
najdinamicniju kategoriju danasnjice. Prema podacima
kompanije Mediabistro [11], broj registrovanih Tviter
korisnika je 500 miliona (mart 2012. godine). Broj ¢lano-
va na Fejsbuk mrezi se procenjuje na 1 milijardu. (Izvor:
Facebook, 4. septembar 2012).

Ovo zanimljivo istrazivanje o finalu u Minhenu izme-
du Celsija i Bajerna sprovela je internacionalna kompanija
ExactTarget (kancelarije u Londonu, Indijanapolisu, San
Francisku, Sijetlu, Melburnu, Minhenu, Sidneju, Sao Pa-
olu i Njujorku).

Tvitovi koji su posveceni Celsiju &inili su 73% od uku-
pnog broja tvitova, dok su tvitovi koje su postavljali fanovi
Bajerna iznosili 27% od ukupnog broja tvitova. Najvise,
odnosno najc¢es¢e pominjani igra¢, ucesnik finalne uta-
kmice bio je Didije Drogba (25% tvitova), zatim DZon
Teri (24,2%), pa David Luiz (14,4%), Esli Kol (14%), Petr
Ceh (11,7%), a svi ostali igraci (10,7%).

Tabela 4. Lista najpopularnijih tvitova i broj pratilaca,
The twitaholic.com Top 100, 2012

R.b. Liénost/Klub Broj pratilaca Broj mesici
na mreZi

1. |LEJDIGAGA 30.031.503 55

2. | DZASTIN BIBER 28.611.345 43

3. | KEJTI PERI 27.383.160 44
4. |RIJANA 26.123.440

5. | BRITNISPIRS 20.873.169 49

6. |BARAK OBAMA 20.537.097 68

7. | TEJLORSVIFT 19.276.273 47

8. |SAKIRA 18.306.538 41

9. |JUTJUB (YOU TUBE) 17.659.742 60
10. | KIM KARDASIJAN 16.280.163 43
16. |KRISTIJANO RONALDO| 13.587.603 39
17. |KAKA 12.995.643 39
58. | BARSELONA 7.002.139 13,4
70. |LEBRON DZEJMS 6.214.127 44
74. |NBA 6.144.066 45
79. |REAL MADRID 5.834.441 53
91. |NEJMAR DZUNIOR 5.312.347 28

Miinchen 2012

UEFA
Social Ghampions League

Munich

Slika 3. Finale Lige $ampiona 2012. godine na drustvenim
mreZama,
www.wearesocial.net/blog/2012/05/uefa-champions-league-
social-media-final/

Tako je i Roberto di Mateo bio znatno viSe pominjan
trener na Tviteru (69%) u odnosu na svog nemackog ko-
legu Jupa Hajnkesa (30,8%). Istrazivanje je obuhvatilo i
pominjanje naslovnih sponzora ova dva velika kluba, pa
je tako Samsung kao generalni sponzor Celsija tvitovan
znatno vise (90%), nego T-mobile (10%) generalni spon-
zor Bajerna.

Top tvit koji je postavio jedan od fanova Celsija imao
je 7.015 pratilaca.

Na slici 4. predstavljena je struktura tvitova:

1.8 million 1.12 million
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Interesantan deo ove analize odnosio se i na struktu-
ru tvitova prema jezicima na kojima su postavljani, kao i
prema zemljama odakle su dolazili.



Prema jezicima, najviSe tvitova je bilo:

+ naengleskom 68,94%
+ na S$panskom 15,81%
+ nanemackom 3,39%
+ na portugalskom 2,70%
+ nabahama indonezijskom 1,62%
+ na ostalim jezicima 7,59%
Po zemljama, najvise postova je bilo iz:

+ Velike Britanije 22,83%
+ SAD 9,88%
¢ Brazila 9,43%
+ Nemacke 8,62%
+ Indonezije 5,79%
+ ostalih zemalja 43,45%

ZAKLJUCAK

U vremenu koje je pred nama izvesno je da ce savre-
mene tehnologije i novi mediji imati sve znacajniju ulogu,
kako na polju daljeg razvoja sporta kao sve ekspanzivnije
privredne delatnosti i biznisa globalnih razmera, tako i u
etabliranju novih nacina i vidova komunikacije izmedu
»proizvodaca® i korisnika na trzistu sportskih proizvoda,
roba i usluga. Profesionalni sportski klubovi koji ostvaruju
godisnje prihode merene u stotinama miliona evra, funti
ili dolara, a koji ¢e koliko sutra premasiti i carobnu grani-
cu od milijardu evra (Real Madrid je u sezoni 2011/2012
prihodovao 512,6 miliona evra i ,,probio® do tada nevero-
vatnu barijeru od pola milijarde evra), ve¢ uveliko koriste
sve mogucnosti najnovijih tehnoloskih dostignuca u cilju
ekspanzije trzista, iznalazenja novih izvora prihoda i stva-
ranju ¢vrécih veza izmedu klubova, simpatizera, navijaca
i $ire sportske javnosti.

Nema nikakve sumnje da su isti ti klubovi, ali i druge
sportske asocijacije, itekako angazovani i posveceni po-
slovima predvidanja i anticipacije buducih dogadaja na
planu nauc¢nog razvoja, novih tehnoloskih dostignuca i
pojave savremenih sredstava i kanala komunikacije sa

SPORT AND MODERN TECHNOLOGY: THE USE OF NEW MEDIA IN

SPORT

Abstract:

Media of mass communication had the main role in sport’s promotion as a phenomenon that
marked the twentieth century and which popularity daily spreads the boundaries. Thanks
to development of electronic media and expansion of new communication technologies,
sport becomes global wealth and sport industry is one of the most profitable global busi-
nesses. Lately, more important role in the promotion of sports, exchange of information
and transferring messages, has new technology and new information channels: internet
web portals, social networks, mobile network etc. Leading sport’s clubs quickly understood
significance and possibilities of new media, especially the use of social networks as modern,
high acceptable, interactive and credible channel of communication with fans and supporters
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konzumentima ,sportskog proizvoda“i da ¢e ne samo biti
spremni da prihvate nove pojave, trendove i nova sred-
stva, ve¢ oni i sami aktivno ucestvuju u stvaranju nove
sportske buduénosti.

Menadzeri koji upravljaju sportskim organizacijama
na nas$im prostorima trebalo bi da budu svesni ¢injenice
da zivimo u svetu koji se svakosnevno menja, da budno
prate desavanja na globalnoj sportskoj sceni i pokusaju da
prilagode i usklade na¢in funkcionisanja domacih klubova
i saveza savremenim sportskim trendovima, uprkos svim
ogranicenjima koja su posledica neodgovarajuce zakonske
regulative, neadekvatne strukture i stepena razvoja privre-
de i nepovoljnih drustvenih okolnosti.
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BEHAVIORAL ADVERTISING IN BUILDING CLIENTS’ LOYALTY

Jelena S. Stankovi¢, Bojana R. Cavi¢
Singidunum University, Belgrade

Abstract:

The development of information and communication technologies enabled involvement
of internet based services in conducting communication activities. Mass communication
has proved to be less effective because its inability to reach all targeted clients. Behavioral
advertising is a personalized approach focused on targeting selected categories of individual
clients. Organizations use a variety of tools to collect personal information about their

clients’ browsing activities. In that manner, organizations create customized advertising Key words:

messages which help them build clients’ satisfaction and loyalty as key components for communication,

their market success. The goal of this paper is to present possibilities for deployment of behavioral advertising,
behavioral advertising in promotion of university education, based on good practices in loyalty,

different industries. Online personal communication conducted on four target segments, promotion,

behavioral advertising techniques applied on different age groups of young people, using behavioral maps,

knowledge and data collected, and introducing new media in lecturing and learning, will promotion,

be the key factors for creating behavioral maps of university prospects. university prospects
INTRODUCTION ing of collected clients online behaviors, such as most

frequently visited web sites over a period of time, using a
particular browser. These market segments consist of cli-
ents that share the same preferences, purchasing models,
and interests toward online contents. In behavioral adver-
tising, collecting data based on personal clients’ activities,
is known as creating behavioral maps. For example, a user
may usually visit web sites which offer sport news and,
thus, be categorized as a sport enthusiast, and further on
be offered with tailored messages. A company can create
its own market segments or decide on offering ads in real
time.

Communication technologies have been the most
powerful driving factor of business development for
quite a long period of time. In 1960s companies were able
to reach 80% of its target audience by broadcasting one
simple 30 second ad by using three TV stations: NBC,
ABC i CBS. Today, gaining the same effect requires one
ad broadcasting using over 100 TV stations [1]. Constant
development of communication andinformation tech-
nologies (IT) is not a mere factor of help and support, but
also a factor of change in customer behavior. Traditional
forms of commercial communication, such as mass com-
munication, have faced some serious limitations towards
changes in customer expectations.

Behavioral advertising has a great potential if we take
in consideration the plethora of digital media communi-
cation channels young population is using on everyday
_ basis, in order to share engage and affect the way they

Accordmg'to recent researches [%] contemporaljy €US=  interact. In order to attract potential students, educational
tomers and clients request personalized approach in ser-  jpgtitutions should become constant habitat of those new
vicing their needs and demands. It is especially visible in .o munication landscape, in order to promote their aca-
the area ofelectronic commerce (e-commerce) which uti-  demic potentials andservices. The space we are suggesting
lizes personalized strategies in customer service through  allow us to easily collect data and create behavioral maps
companies’ Web sites. of prospects, their habits, and needs, based on tracking

Providers of behavioral advertising, such as agencies  their online activities and using knowledge management
and other institutions, create market segments consist-  system.




NEW MEDIA SIGNIFICANCE

Mass communication over traditional media such as
television, radio, or newspapers, enable companies to send
their messages to a huge market audience. However, send-
ing messages over traditional media proved to be inef-
fective in reaching specific target audiences as well as in
communicating with prospective customers and clients
on a personal level. Traditional advertising represents any
paid form of non personal promotion of goods, services,
and ideas by an identified sponsor [3], with the aim to
inform, persuade, or remind target groups of customers
and clients. The goal of this form of promotion activities
is to inform huge audience about companies’ activities,
products or services. The basic limitation for companies
which use traditional forms of advertising is that they can-
not get an instant response from the audience about the
messages they send.

Contemporary businesses depend on online advertis-
ing because it helps them build and maintain their com-
petitive advantage [4]. The source of this ,,urge is based
on the internet as the medium that has dramatically al-
tered the way information is shared.New media help elim-
inate the boundaries and drawbacks of traditional media
characterized by analogue transmission. In contemporary
information age, new media provides an immediate, in-
formative, intelligent, and interactive communication
platform [5] for all kinds of message exchange.

New media, such as internet, websites, computer
games and multimedia, CD-ROMs, DVDs and USB
ports,is characterized by a ,cyber culture® [5], because
the connection established between computer technol-
ogy, information technology (IT), and digital data is con-
trolled by computer programs. Information and messages
transferred by new media are prompt, interactive, and can
be obtained immediately provided one has internet con-
nection. Internet blogs, Facebook, You Tube, SMS, MMS,
podcast and webcast represent some usual forms of new
media advertising, enabling their users mutual interac-
tion, cooperation, and collaboration.

For university education promotion purposes, behav-
ioral advertizing could be applied to four target groups:
1. pupils of the fourth grade of high school (high school
graduates); 2. young people from 12 to 17; 3. current uni-
versity students, and 4. parents of high school graduates
and university students. First three groups belong to the
so called “generation Z”, which means they were born be-
tween 1995 and 2009. They grew up in IT environment,
they are familiar with the latest internet and computer
technologies, and, thus, they are usually called the net-
Generation. Their characteristics are the following [6]:

+ they are more worldly and more aware of advertis-

ing and marketing,

+ they are content- and knowledge-driven with more

in control on how messages are delivered to them,

+ they are interested in creating, sending,, and receiv-

ing personalized messages,

+ they are sophisticated and savvy multi-taskers,

+ they have short attention spans with higher regard for
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+ speed over accuracy,

+ and they gravitate towards media that provide live

social networks.

Considering the fact that parents are usually involved
in making decisions which college or university their chil-
dren should chose, it is necessary to consider them as an
important target group for directing behavioral advertis-
ing messages.

BEHAVIORAL ADVERTISING IN SHARING
KNOWLEDGE

Behavioral advertising is interest-based, which in-
cludes collecting and analyzing information about us-
ers’ online behavior for marketing-related purposes of
companies and other institutions. The purposes are usu-
ally related to serving targeted ads, developing purchase
propensity models, aimed to draw consumers’ attention
to advertisements that seem particularly well-tailored to
their interests, characteristics, and models of behavior.
Both advertisers and users have benefits from using be-
havioral advertising in communication and business: the
users discover more about the things that interest them,
while the advertisers find a more appropriate ways to
communicate with them [4].

Internet has changed the way companies and different
institutions communicate with their clients; the way they
observe, research, and track their behavior, and the way
they plan and conduct their marketing activities [3]. The
case on elections in Malaysia in 2008 shows the power
and impact of new media in society in one country [5].
The Malaysian government lost its two third majority in
Parliament during the general elections, due to the fact
they used traditional, mainstream media to provide in-
formation to the electorate, while the opposition used new
media which proved to be faster, cheaper, and more per-
sonalized, targeting a bigger audience at the same time.
Using new media in high education enables universities
to update their teaching programs on regular basis. Tech-
nical media are no longer traditional - they have become
tools of learning and understanding [7].

Contemporary students, as young people sharing com-
mon interests, extend their friendships and contacts most-
ly through social networks. Thus, their studying activities
and personal development are logically peer-based and
directed toward networks of learners in a society networks
[8]. This is highly important for our education systems
and educators who have to think about the following cru-
cial aspects: (a) maintaining student interest in school
systems, (b) re-thinking students’ expectations towards
attention spans (interactive approach to education instead
of long sessions of sitting and listening), (c) dealing with
the generation gap between teachers from a “TV world’
to students in a ‘web world’ [9]. In order to achieve the
changes mentioned above, it is important to deploy cli-
ent (prospects) - knowledge management (CKM) [10] in
education systems. The implications would be numerous
and highly sustainable mostly in fields of efficient and ef-
fective personal communication. The following research
results will speak in favor of that.
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A research carried out among German Top 1000 and
the European Top 200 companies [10] distinguished in-
formation technologies as one of the main factors that
influence CKM and the sharing knowledge process. The
research in Serbia [11] showed that internet, intranet,
e-mail and search engines are the most commonly used
information tools for sharing and spreading information
and knowledge: (1) 49% use the internet often, and 35% of
them always; (2) 51% of the participants use the internal
organization network in their day to day work, and 37%
use it always; (3) 52% of the participants use e-mail often
as a knowledge sharing tool, and 40% use it always, (4)
search engines are used by 51% of the participants.

According to a survey conducted by the American
National Advertising Initiative (NAI, an association of
advertising networks), showed that 12 largest behavioral
advertising networks are able to sell behaviorally target-
ed ad space at a price of 2.68 times more than what they
charge for untargeted ad space. The price of behaviorally
targeted ads was 2.68 times higher than standard; behav-
iorally targeted ads achieved a click-through price rate of
$4.12 and $1.98, respectively. In 2009, NAT estimated that
spending on behavioral targeted display ads account for
17.9% of all investments [12].

According to the Interactive Advertising Bureau (IAB),
online advertising costs in the United States exceeded $36
billion in 2012 — a 15% increase over the prior year that
represented a growth rate five times faster than all other
media combined. Similar growth trends also were seen
in Canada (up to 16% in 2011) and Europe (up to 15% in
2011) [13].

¢ Presented data demonstrate the efficacy of behavio-

ral advertising. The main advantages of behavioral
ads are:

+ Communication to target consumers and potential

consumers, where the resources are used rationally;

+ High visibility of promotional messages that match

target groups;

¢ The resulting model measures the effects of a dis-

play ad campaign on visits to and successful con-
versions at the advertiser’s website, as ad exposures
vary across individuals;

+ The price affordability, compared to a mass market.

The disadvantage of behavioral ads could be found in pos-
sible abuses of visitors' and clients’ data and information.

BUILDING CLIENTS’ LOYALTY

In highly competitive business environment, achieving
clients’ loyalty is consideredas the most important part
of communication processes. Behavioral loyalty is usu-
ally recognized as the most commonly used approach for
measuring and building clients’ loyalty [14].

According to Behavioral Theory [14], customer’s loy-
alty is measured by the purchase frequency made in a
period of time, in a particular store or website. James G.
Barnes calls this approach the ,functional approach® since
it refers to the fact that a customer can be considered as

loyal if he/she makes more than one repeated purchase
from the same company or of the same brand. If made
online, the purchases can be followed and measured, so
online behavior can be tracked in form of behavioral maps
for individual visitors/target groups. Based on that, pur-
chase propensity models can be followed by tailor-made
ads for particular target audiences.

Building clients loyalty is considered as the process of
offering something new, something more, value-added,
and, in online communication and social community
sense, something interactive and shareable to the pros-
pects and clients. Behavioral advertising is based on Be-
havioral Theory in building customers’ loyalty. Thus, the
connection between ,,creating value for customers® and
»building customer’s loyalty“ can be made.

The UK Government’s Digital Britain Project high-
lighted the importance of behavioral advertising as one of
several business models to help converting ,,creativity into
value® [4]. Value proposition represents a company’s of-
fer, based on previously tracked and researched needs and
demands of its customers over space and time - behavioral
maps [15]. Creating value for online and offline custom-
ers is the ,,condition sine qua non®, a basic determinant
for building their loyalty toward a particular company or
institution [16]. A successful digital presence requires cre-
ating a living, breathing, meaningful experience for pros-
pects, clients, and web content users. It has to be based
on inspiration, customer empathy and clear utility [17].

Customer’s loyalty is the consequence of the busi-
ness relationships established between companies and its
customers. According to Barnes [18] understanding rela-
tionships with customers requires substantial knowledge
on socio-psychological roots of established interpersonal
relations with each customer.

Behavioral advertising is mostly applied by companies
that offer cosmetics, as well as companies in the fashion
industry, in order to build customers’ loyalty. In Serbia,
behavioral advertising has been implemented by Httpool
company since The first campaigns are conducted for the
brands such as Fairy, Wellaton, Pantene, Nivea Visage,
Nivea Sport, Gorenje, LG, OTP Bank and Atria. Accord-
ing to Httpool, behavioral advertising is conducted in the
following order [19]:

+ Tracking a variety of consumer behaviors across
websites — check the consumers® browsing behav-
ior that support the predictive behavioral targeting
(PBT). In this way, information is collected about
the behavior of visitors to the website and ads on
them.

+ Conducting a survey network - in order to obtain
individual socio-demographic data, lifestyle data
and other interests for the target products.

s Creating the visitors' profile - information (data)
collected from the visitors survey is compared to
the data collected from the non visitors survey, us-
ing parametric statistical techniques showing the
assumptions for the non visitors survey.

¢ Preparation of ad campaign - based on collected
data, it defines the number of the required ads.



+ Display ads - ad messages are displayed to the tar-
get group, and advertisers are able to track a variety
of consumer behaviors that can be directly related
to aspecific online ad.

BEHAVIORAL ADVERTISING IN EDUCATION

Based on good practices in different industries, there
are two sets of behavioral advertising activities that can be
deployed in promotion of university education. The first
is showing ad messages on university websites which ena-
bles obtaining data for target audiences (prospects, cur-
rent students, and parents). The second is sending defined
ad messages to the mentioned target groups via e-mail,
which are based on their browsing behavior.

Behavioral advertising can be conducted via e-mail.
Behavioral Email Marketing involves sending e - mail to
users based on their browsing behavior. Characteristic for
this type of advertising is that the institution itself creates
multiple number of advertising messages, and apply them
to different users. Mailing lists and content of advertising
messages are created based on behavioral maps. For the
effective implementation of Behavioral Email Marketing
is necessary to take into account the decision making pro-
cess and costs. Stages of decision-making process are an-
ticipatory, current and retrospective [20]. In anticipative
phase consumers or prospects become aware of their need
for a specific service. Advertising messages are intended to
attract the attention of potential clients or students. In the
current phase services are being bought. Behavioral ads
should persuade consumers to purchase the services at the
right place. The emphasis of advertising messages is on the
quality and the cost of services. The main purpose of the
messages is to persuade clients to buy the service. The last
phase is the retrospective phase, ie. phase after purchase.
It is important to create customer’s loyalty. Through
this very phase, clients receive advertising messages that
should confirm their purchase. The retrospective phase
should create the partnership between institutions and its
clients. It is not possible to determine which one is the
most important phase within the process: both anticipa-
tory and actual phase are important in the decision-mak-
ing process, but the retrospective phase is also important
because it helps clients to become loyal users.

The initial step in the creation of behavioral advertis-
ing is define the promotional objectives. Usually, higher
education institutions have short-term goals, or objectives
that are related to the students" enrollment in the upcom-
ing school year. By implementing behavioral advertising
it is possible to set and achieve both short- and long-term
goals. The goals can be set based on the defined target au-
dience. Short-term goals should be directed to the high
school graduates, whereas long-term goals could be di-
rected toward parents, young prospects from 12 to 17, and
students. It is important to notify that, according to the
Code of Marketing Communications, it is not allowed to
target children under the age of 12 years.

Obtaining and building relationships with targeted au-
diences should be based on the following trends [21] that
should be also taken into serious consideration in order
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to create value as a determinant for building prospects’
loyalty: (1) communication with the targeted audiences
(pupils from 12 to 17, high school graduates, students, and
parents) should be conducted by using both traditional
and digital marketing channels; (2) social media market-
ing, as a set of basic activities in contemporary marketing
campaigns, should be used on regular basis since the first
three target groups are familiar with and rely on this par-
ticular form of marketing communication and activities;
(3) image-centric contents will be in focus, enabling us-
ers, students, and prospects to quickly digest information
sent; (4) creating simplified marketing messages should
be obtained as a model of communication since sending
in-depth messages has proved to overwhelm customers
with too much data; (5) the focus of university communi-
cation strategies and activities will be on mobile-friendly
contents - according to Forbes [22] 87% of connected de-
vices sales by 2017 will be tablets and smart phones; (6)
ad retargeting, as an effective marketing strategy should
be highly obtained, and (7) social shares will be even more
important in creating effective marketing strategies.

CONCLUSION

The media environment is in a constant change which
depends on the needs and demands of customers and cli-
ents. The fundamental changes are based on the facts that:
individuals want a ‘voice”, citizens demand accountabil-
ity, students, parents, and university prospects need accu-
racy, consistency, and reliability in education. University
education goals and strategies should be communicated
clearly, consistently, on a regular, daily basis, using new
technologies appropriately adjusted, on one hand, to the
characteristics of behavioral advertising techniques, and,
on one other hand, to the potentials of the target audi-
ences.

In order to achieve results from applying behavioral
advertising in promotion of high education, universities
should invest in life long education of their professors
and lecturers. It is suggested that in schools and univer-
sities education should be shifted from content-based to
process-based. The following approaches will enable in-
troducing new media into lecturing and learning [9]: in-
quiry based learning, learning about cognition, thinking
about thinking, learning the value of cooperation. As for
the methods used, the following should be the methods of
choice: experimentation, systemic thinking and collabo-
rative knowledge construction, problem-solving, criti-
cal thinking, capacity to face new developments quickly,
cooperative spirit and skills, navigating in knowledge
networks [9]. On the other hand, teachers and lecturers
should be no longer considered and developed as indi-
viduals in education process. The lecturing system should
start functioning as a network, which would eventually
enable better understanding of social networks and com-
munities functioning to the teachers. This, teachers should
develop (1) collaborative skills, which could be imple-
mented in different courses and curricula; (2) team teach-
ing approaches, which would help them organize team
courses in order to stimulate creating learning interactive
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networks and (3) cooperative teaching techniques, which
would help teachers develop themselves on a regular basis
and start thinking “out of the box”. Based on that, the fol-
lowing changes could be achieved: (a) implementing peer-
training in order to develop new competencies required
for digital learning; (b) creating educative communities of
practice; (c) full teacher mobility which will help teachers
integrate local, regional and international networks; and
(d) creating online promotion campaigns and behavioral
maps, based on knowledge shared, regular online com-
munication activities, and tracking prospects, their habits
and current needs.

REFERENCES

[1] Kotler, P, Keller, K. L. (2012) Marketing Management,
Prentice Hall, pp 476.

[2] Goy, A, Ardissono, L., Petrone, G., “Pesonalization in E-
Commerce Applications”, available at: http://citeseerx.ist.
psu.edu/viewdoc/download?doi=10.1.1.77.1014&rep=rep
1&type=pdf, visited at February 27, 2014

[3] Kotler, P., Armstrong, G., Principles of Marketing. 15th ed.
Pearson Education, 2013

[4]  “A Guide to Online Behavioural Advertising”, Internet Ad-
vertising Bureau IAB, available at: http://www.iabuk.net/
sites/default/files/publication-download/OnlineBehaviour-
alAdvertisingHandbook_5455.pdf, visited at March 9, 2014

[5] Krishnasamy, N. “New Media vs Traditional Media”, Asia-
Pacific Institute for Broadcasting Development AIBD,
2014,available at: http://www.aibd.org.my/node/1226, vis-
ited at March 9, 2014

[6] Williams, S. Welcome To Generation Z , B&T Magazine.
12/10/2010, Vol. 60 Issue 2731, p12-12.

[7] Jokulson, S. “Creativity in Media Education. Merging
Different Mindsets in. Media literacy Education”, Nordic
perspectives, 121-132. NORDICOM, University ofGothen-
burg, 2010

[8] Mediappro/European Commission (2006). The Appropri-
ation of New Media by Youth. Available at http://www.me-
diappro.org/publications/finalreport.pdf, visited at March
7,2014

[9] Mompoint-Gaillard, P., “New Media and Education: How
will Educators Take Up the Challenge”. The European
Wergeland Centre. Available at: http://www.theewc.org/
statement/new.media.and.education.how.will.educators.
take.up.the.challenge, visited at March 9, 2014

(10]

[11]

[12]

[13]

[14]

(17]

(18]

[19]

(20]

(21]

[22]

Heisig, P., Vorbeck, J., Benchmarking Survey Results,
Knowledge Management, Best Practice in Europe, Spring-
er, 2001

Dbordevi¢ Boljanovi¢, J. Knowledge Management, Data sta-
tus, Beograd, 2009

Stankovi¢, J, Cavié, B. (2013), Trgovina i drugi kanali mar-
ketinga, Univerzitet Singidunum, Beograd, str. 261.

Flosi, S; Fulgoni, G; Vollman, A. If an Advertisement Runs
Online and No One Sees It, Is It Still an Ad? Empirical Gen-
eralizations in Digital Advertising. Journal of Advertising
Research. Jun2013, Vol. 53 Issue 2, p192-199

Peppers, D., Rogers, M., Managing Customer Relation-
ships. John Wiley & Sons, Inc., Hoboken, NJ, 2004, p. 56-
57.and Gilbert, D., Retail Marketing Management. Pearson
Education Limited, Harlow, England, 2003, p. 193-194.

Knox, S., Maklan, S., Payne, A., Peppard, J., Ryals, L.,
(2003.), Customer Relationship Management, Butterworth-
Heinemann, Oxford, str. 102.

Stankovi¢, J., Managing Change of Customer Relationships
in Retail Business. Doctoral dissertation. Faculty of Eco-
nomics, Belgrade University, 2009

Handley, A., “Behavioural Theory”. Entrepreneur, July
2013

Barnes, J.G, Sheaves, D.A., “The Fundamentals of Relation-
ships”, koji je objavljen u: Swartz T.A., Bowen D.E., Brown
S.W. (eds.), “Advances in Services Marketing and Manage-
nent”, Vol. 5, JAI Press, Greenwich, CT, 1986.

http://blog.httpool.rs/2012/02/01/bihejvioralno-oglasavan-
je/, visited at March 9, 2014

Zivkovié, R. (2009), Ponasanje i zastita potrosaéa u turizmu,
Univerzitet Singidunum, Beograd, pp. 49

J. DeMers, J. “The Top 7 Online Marketing Trends That
Will Dominate 2014”. Forbes. Entrepreneurs, available at:
http://www.forbes.com/sites/jaysondemers/2013/09/17/
the-top-7-online-marketing-trends-that-will-domi-
nate-2014/visited at March 8, 2014

Columbus, L., ,IDC: 87% of Connected Devices Sales by
2017 Will be Tablets and Smartphones”. Forbes, 2013,
available at: http://www.forbes.com/sites/louiscolum-
bus/2013/09/12/idc-87-of-connected-devices-by-2017-will-
be-tablets-and-smartphones/, visited at March 8, 2014



SINTEZA 2014 <> The use of the internet and development perspectives

Impact of Internet on Business Activities
in Serbia and Worldwide

Uticaj Interneta na poslovanje u Srbiji i
svetu

95inteza

— g e ———— g

DOI: 10.15308/SINTEZA-2014-171-174

FISKALNI ZNACAJ OPOREZIVANJA ELEKTRONSKE TRGOVINE

Marko Dimitrijevic¢
Pravni fakultet Univerziteta u NiSu, Srbija

Abstract:

Predmet analize u ovom radu jesu pravni aspekti oporezivanja elektronske trgovine u sa-
vremenim javnim finansijama i njen fiskalni znacaj. U tom smislu se, najpre, razmatraju
pojam i modaliteti poreza koji se placa prilikom kupoprodaje dobara i usluga putem internet
servisa, kao i prednosti i nedostaci kori§¢enja ovog instrumenta za finansiranje javnih dobara
kroz iskustva zemalja koje se smatraju liderima u ovoj oblasti. Predmet analize bice i teza
po kojoj oporezivanje interneta nije potrebno, jer je re¢ o relativino novim tehnologijama
koje se mogu izuzeti od oporezivanja iz razloga sto jo$ uvek nisu dovoljno konkurentne i
razvijene, a dinamican progres u ovoj oblasti navodi na pitanje koliko se prihoda drzava
odrice tom prilikom, $to u uslovima finansijske krize i naraslog javnog duga dobija na
posebnom znacaju. U daljem tekstu se posebna paznja posvecuje optimalnom oblikovanju
ovih poreza, o ¢ijim konstitutivnim elementima ne postoji jedinstveno shvatanje u teoriji,
prevashodno, u pogledu odredivanja poreskog predmeta, poreskog obveznika i poreske
stope iz razloga $to oporezivanje transakcija u kibernetskom prostoru predstavlja veoma
sofisticiranu oblast. Prilikom uvodenja novih poreskih oblika u poreski sistem mora se obra-
titi posebna paznja na ¢injenicu da ne dode do povecanja ukupnog poreskog tereta, jer se
poreski obveznici subjektivno, ve¢ ose¢aju preoporezovanim i tesko prihvataju oporezivanje
novih oblika potro$nje zbog problema regresivnosti i prevaljivosti poreza na potro$nju koji
relativiziraju poresku pravi¢nost.
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uvobD nije godine, ¢ime su ostvareni prihodi od gotovo sedam
milijardi dinara). Ipak, velike prepreku Sirenju elektron-

Ubrzani transfer tehnike, tehnologije i znanja kao  ske trgovine predstavljaju slaba kupovna mo¢ korisnika

jedan od prioritetnih ciljeva ekonomske politike svih
zemalja u svetu jeste uslov prelaska iz industrijskog u
post-industrujsko (informaticko) drustvo. Razvoj infor-
macionih tehnologija koje omoguc¢avaju primenu interne-
ta u komercijalne svrhe, otvorio je novo poglavlje u oblasti
kupoprodajnih transkacija koje se polako izmestaju u ki-
bernetski prostor. Istrazivanja pokazuju da se obim elek-
tronske trgovine u svetu povacava svake godine u proseku
za dvadeset procenata, kao i broj korisnika ovakvih usluga
(godisnje gotovo bilion korisnika). Elektronsko trziste je
najrazvijenije u zemljama Severne Amerike i Kanade, dok
se znacajan porast belezi i u nekim evropskim zemljama
poput Velike Britanije, Francuske, Nemacke, kao i u Kini,
Maroku, Turskoj i Singapuru.! Elektronska trgovina po-
staje sve popularnija i u Srbiji (broj korisnika internet
usluga se povecao za 300.000 korisnika u odnosu na ra-

1 Dostupno na:http://www.emarketer.com. 12.03.2014.

(ukljucujuci nepoverenje korisnika u ovakav vid kupovi-
ne) i neuskladena ponuda proizvoda shodno preferncija-
ma domacih potrosaca.” Ekspanzija elektonske trgovine
predstavlja veliki izazov za zakonodavca i interese fiskusa
(drzave) u smislu poreskopravnog tretmana elektronskih
transakcija. Naime, u finansijskoj literaturi postoje oprec-
na shvatanja o pravnoj opravdanosti i ekonomskoj efika-
snosti tzv. internet poreza, u smislu pravnoekonomskog
¢injeni¢nog stanja (elektronske trgovine) obuhvac¢enog
pravnom normom i definisanja bitnih elementa jednog
takvog poreza.

2 Prema podacima Republickog zavoda za statistiku, tokom 2013.
godine 900.000 gradana je kupovalo putem internet servisa, §to
¢ini 35,5% svih korisnika interneta u drzavi. Takode, kupovinom
robe i placanjem usluga platnim karticama izdatim u Srbiji, preko
inostranih internet sajtova u 2012. godini, obavljeno je oko jedan
milion transakcija, u vrednosti od oko 170 miliona evra. Dostupno
na http://www.euractiv.rs.26.03.2014.
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POJAM INTERNET POREZA

U finansijskoj literaturi se ne moze naici na univerzal-
nu (opste prihvacenu definiciju) poreza koji bi se placao
na transakcije putem interneta $to u velikoj meri otezava
pravnu analizu legitimiteta jednog takvog novog poreskog
oblika. Komisija Ujedinjenih nacija za medunarodno tr-
govinsko pravo (UNICTRAL) definiSe elektronsku trgo-
vinu: ,kao skup svih komercijalnih aktivnosti preduzete
kroz razmenu informacija generisanih ili uskladistenih na
elektronski, opticki ili analogni nacin“.> MoZemo primeti-
ti da je re¢ o pravnom standardu koji omogucava $iroko
tumacenje zavisno od situacionih okolnosti i drustvenih
okvira konkretnog slucaja, §to je u empiriji ekonomskog
prava uobicajeno kada je re¢ o razvoju relativno novih pri-
vrednih delatnosti i grana, jer se unapred ne mogu predvi-
deti svi pojavni oblici predmeta pravne norme. U slucaju
razvoja internet prava upravo se i o tome radi. Danas se
pod ovim pojmom ne podrazumeva samo prvobitna di-
seminacija informacija, ve¢ i razlicite finasijske usluge po-
put tkz. ku¢nog bankarstva, elektronskog transfera hartija
od vrednosti, placanja i procesa biznis reinzinjeringa.* U
uslovima finansijske krize i naraslih javnih dugova drzave
(vezanih za otezanu repatrijaciju javnog zajma), opore-
zivanje komercijalnih internet transakcija dobija na po-
sebnom znacaju. Poreskopravno regulisanje elektronske
trgovine predstavlja kontroverzno pitanje u savremenoj
fiskalnoj politici, prevshodno zbog prostora u kome se
transakcija odvija i donosenja jasnih i konzistentnih po-
reskih zakona kojima bi se ova oblast uredila bez posto-
janja znacajnih pravnih praznina. Motivi za usvajanjem
efiksanog poreskog zakonodavstva u ovoj oblasti se mogu
veoma razlikovati. Tako na primer administracija SAD-
a naglasava pozitivne eksterne efekte upotrebe interneta
u komercijalne svrhe (poput smanjivanja transakcionih
troskova eliminisanjem posrednika, efiksano snadbevanje
i optimalno zadovoljenje preferencija kupaca) zbog ¢ega
se smatra da poreski teret u ovoj oblasti mora ostati mi-
nimalan.® Sa druge strane, opste raspolozenje koje vlada
medu zemljama ¢lanicama Evropske unije se ne bavi to-
liko fiskalnim znacajem oporezivanja internet transakcija
koliko potrebom za adekvatnom zastitom podataka ku-
paca u elektronskoj trgovini (prevsahodno zastite njihove
privatnosti).®

Kako placanje poreza predstavlja opstu gradansku
duznost, svaki novi poreski oblik mora da zadovolji odre-
dene poreskopravne principe, pocev od ekonomskih i fi-
nansijskih, preko socijalnopolitickih i pravno-tehnickih
nacela ne bi li bio opravdan u svesti poreskih obveznika.
Veliki izazov u nametanju internet poreza predstavlja
ispunjavanje nacela poreske neutralnosti, po kome bi se
dohodak ostvaren elektonskim poslovanjem tretitrao kao
i svaki drugi dohodak koji predstavlja izvor oporezivanja
3 Richard Hill, Ian Walden, The Draft UNICTRAL Model Law for

Electronic Commerce: Issues and Solutions, 13 No.133 Computer

Law 18, 1996.

4 Craig W. Harding, Selected Issues in Electronic Commerce. New

technologies and Legal Pradigmes, 491, PLI/Pat 7, 1997.

5 The Clinton Administration, A Framework for Global Electronic

Commerce, 1997.

6 European Commission, A Europen Initiative in Electronic
Commerce, 1997.

poput onog ostvarenog tradicionalnim trgovinom. Svaka-
ko da veliki problem ostaje i utvrdivanje odlucujucih ¢i-
njenica za odredivanje statusa poreskog obveznika (prin-
cipa preskog rezidenstva ili prebivalita, tj. sedista stvarne
efektivne uprave kompanija ili poslovnih jedinica) jer je
re¢ o poreskim subjektima koji virtuelno obavljaju svoje
transakcije. Takode, problem zakonite nelegitimne pore-
ske evazije u medunarodnim okvirima bi sa nametanjem
ovog poreskog oblika dobio novu eksternu dimenziju i
otezao raspodelu poreskog tereta u skladu sa zahtevom
vertikalne pravi¢nosti, po kome svako mora da placa po-
rez u skladu sa svojom ekonomskom snagom. Svakako
nametanje novog poreskog oblika moralo bi da bude i
propraceno smanjenjem ukupnog poreskog tretmana, jer
se poreski obveznici subjektivno ve¢ osecaju preoporezo-
vanim i blizu granice apsolutnog poreskog limita, zbog
Cega tesko prihvataju nove poreske duznosti.

Veliku prepreku u uvodenju internet poreza predstav-
lja i ¢injenica da ovaj porez spada u porez na potrosnju,
¢ije su dve glavne karakteristike regresivnost i prevalji-
vost. Oporezivanje elektronskih transakcija kroz strukturu
poreza na dodatu vrednost bi samo vise povecao krajnji
poreski teret koji pada na poreskog destinatara. Pored
ovog problema, prisutan je i problem dvostrukog prav-
nog oporezivanja iz razloga $to, kompanije koje prodaju
proizvode i svoje usluge preko interneta, ne poticu iz istih
zemalja kao i kupci, §to namece potrebu za iznalazenjem
sofisticiranih metoda i mera za sprecavanja dvostrukog
oporezivanja, (poreskog kredita i izuzimanja od poreske
osnovice). Protivnici uvodenja internet poreza isticu da
uvodenje poreza u industriji u kojoj postoje visoki fik-
sni trodkovi proizvodnje (kakva je elektronska trgovina),
mogu povecati alikvotni gubitak dela drustvenog blago-
stanja, mnogo veé¢im razmerama nego $to je to slucaj sa
granama industrije u kojima ne postoje visoki fiksni tros-
kovi. U oporezivanju elektronske tgovine, posebna paznja
se mora posvetiti visini poreske stope, koja bi u slu¢aju da
je postavljena na previse visokom nivou, mogla da proi-
zvede efekat sustitucije i time uspori razvoj elektronske
trgovine. Iz tog razloga, sve veci broj autora staje na sta-
noviste da bi u oporezivanje elektronske trgovine trebalo
koristiti preferencijalne poreske rezime, ili poreska oslo-
bodenja i podsticaje, dok se interent industrija ne razvije
do onog nivoa kada takav rezim viSe nece biti potreban.
U tom smislu, razlicite studije ukazuju na ¢injenicu da
nametanje poreza na internet transakcije od samo 1 %,
smanjuje kupovinu preko interneta za ¢ak 4% i povecava
obim tradicionalnog (ne internet poreza).[1] Bez obzira
na smanjenu upotrebu interneta do koje bi doslo usled
uvodenja ovog poreskog oblika, smatra se da bi na ovaj
nacin drzava mogla da prikupi vise biliona dolara na go-
di$njem nivou (SAD), $to u uslovima duznicke krize nije
zanemarljiva ¢injenica.”

Neoporezivanje internet transakcija moglo bi da do-
vede u nepravican polozaj sve one privredne subjekte
(poreske obveznike) koji ne obavljaju transakcije u po-
menutoj oblasti. To bi za posledicu imalo njihovo seljenje
e iz tradicionalnih trgovinskih tokova u sferu ektronske
trgovine u culju izbegavanja placanja poreza. U takvim

7  Steven Maguire, State Taxation of Internet Transactions, Congressi-
onal Research Service Report 41853, may 2013.



okolnostima bi doslo do uspostavljanja nelojalne poreske
konkurencije izmedu firmi koje vode poslovanje putem
interneta i onih kompanija koje to ne ¢ine.[2] Predstavnici
teorije optimalnog oporezivanja isticu da je veoma tesko
izmeriti cenovnu elasti¢nost proizvoda koji se prodaju pu-
tem inetrneta, zbog ¢ega postoje veliki problemi u odredi-
vanju vrste i visine poreske stope. Naime, u slucaju niske
cenovne elasti¢nosti proizvoda koji je predmet transkacije
treablo bi primeniti blage poreske stope, a u slucaju viso-
ke cenovne elasti¢nosti, trebalo pi primeniti ostrije opo-
rezivanje (tzv. Remzijevo pravilo).[3] Slicne nedoumice
postoje i u pogledu odredivanja $irine poreske osnovice,
jer nije bas savim jasno koje bi sve delatnosti trebale biti
predmet oporezivanja. U tom smislu se vode polemike da
li bi predmet oporezivanje bili svi oblici takozvane ,,pro-
daje na daljinu®, koja uklju¢uje pored narucivanja putem
internet servisa i ostale vidove trgovine kakva je kupovina
putem televizijske prodaje i telefonske prodaje.[4]

MODELI OPOREZIVANJA INTERNET
TRANSAKCIA

Za utvrdivanje optimalnog poreskog rezima za opo-
rezivanje internet transakcija mora se napraviti jasna ra-
zlika izmedu poreza na potrosnju i poreza na upotrebu i
drzanje pokretnih dobara. [5] Svakako, obveznik poreza
na potro$nju jeste prodavac, dok bi obveznik poreza na
upotrebu dobara bio njihov korisnik. Obuhvatanje ine-
trnet transakcija porezom na upotrebu i drzanje dobara
bi bilo izuzetno tesko primeniti u pravnom saobracaju, iz
razloga $to obveznici nemaju potrebna znanja da pravilno
obracunaju i plate porez. Napomenimo i da ,tradicional-
ni“ poreski zakoni nisu lex certa, a oporezivanje interenet
transakcija kao veoma dinamic¢na oblast prava dodatno
bi ugrozila nacelo odredenosti poreza. Svakako da bi ova-
kvo reSenje oporezivanja interneta bilo i suprotnosti sa
nacelom jeftinoce i ugodnosti placanja poreza (koje je u
funkciji zastite prava poreskih obveznika), jer bi poveca-
lo trskove drzavne administracije prilikom utvrdivanja,
naplate, kontrole i revizije poreza. Ipak, glavno piatanje u
nametanju ovog poreza ostaje pitanje odredivanje pore-
ske osnovice. Poresku osnovicu trebalo bi odrediti u naj-
$irem smislu reci, bez taksativnog nabrajanja aktivnosti
koje spadaju u elektronsku trgovinu, jer bi u suprotnom
moglo doci do ozbiljnih pravnih praznina. U ovom tre-
nutku je nemoguce predvideti sve delatnosti koji bi se sa
ubrzanim razvojem internet tehnologija mogle pojaviti.
Poreska osnovica mora biti zbirna i jednaka vrednosti svih
obavljenih transakcija. Opstu definiciju poreske osnovice
otezava i primena razli¢itih strategija koje prodavci kori-
ste (poput nizih troskova otpremanja proizvoda kupcima,
kori$c¢enje reklama i slicno).® Diferenciranje nacionalnih i
internacionalnih transakcija takode mora biti uzeto u ob-
zir prilikom odredivanja poreske osnovice, §to moze imati
razli¢ite reperkusije, jer razvoj interneta jeste imperativ
ekonomske globalizacije, a fiskalni suverenitet je prisutan
na nacionalnom nivou.[6]

8 William Fox, Matthew N. Murry, The Sales Tax and Electronic
Commerce: So What’s New?, National Tax Journal, vol 50(3), 1999,
Pp.573-592.
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Anonimnost internet korisnika (poreskih obvezni-
ka), odsustvo javnog autoriteta u kibernetskom prostoru
otezava potencijalnu primenu poreza. Tako je Vrhovni
sud u SAD-a svojom presudom utvrdio da drzava nema
jurisdikciju da zahteva od prodavca koji posluje putem
interneta (a na njenoj teritoriji nema filijalu niti zaposle-
ne) da bude obveznik poreza. Radi se o tzv. ekonomskom
odredenju ,neksusa®, koje predstavlja veliki problem u
primeni internet poreza, jer povlaci i pravne reperkusije
nametanja poreza nerezidentima, ¢ime bi internet pore-
zi dobili oblik globalnog poreza. Za primenu globalnog
poreza mora postojati saglasnost velikog broja zemalja u
svetu §to je fakticki tesko ostvarivo. Zakon o neoporezi-
vanju Interneta u SAD-a (The Internet Tax Freedom Act)
stavlja fakticki moratorijum na nametanje ovog poreskog
oblika, dok sa druge strane, zemlje ¢lanice EU nastoje da
oporezivanje elektronskih transakcija podvedu pod sistem
poreza na dodatu vrednost. Ovo samo pokazuje razli¢ite
pravne, ekonomske, socijalne i politicke motive poreskih
jurisdikcija za (ne)nametanjem internet poreza koji se tes-
ko mogu izbalansirati, pa je i postizanje trade-off(a) tesko
ostvarivo usled drugacijih obelezja fiskalne politike vode-
¢ih zemalja sveta.

ZAKLJUCAK

Multifunkcionalna i multijurisdikcionalna priroda in-
terneta otezava utvrdivanje konzistente i jedinstvene po-
reske politike. Priroda dobara koja su predmet elektron-
ske trgovine zahteva medusobno drugaciji poreskopravni
tretman. Pojedina dobra mogu imati i obelezje invstici-
onih dobara poput softwer-a, gde nametanje poreza ne
bi bilo fiskalno izdasno, jer bi prosirilo obim piraterije i
nekih drugih krivi¢nih dela, i samim tim stvorilo dodat-
ne probleme.[7] Pravna analiza opravdanosti nametanja
internet poreza mora uzeti u obzir sva postojeca poreska
nacela, koje novi poreski oblik mora zadovoljiti, jer jedi-
no tako poostravanje ukupnog poreskog tereta moze biti
opravdano. Poreski obveznici generalno, tesko prihvataju
nametanje novih poreskih duznosti prevashodno zbog od-
sustva neposredne protivnakanade za placanajem poreza,
pa bi svako potencijalno uvodenje novih poreza moralo
biti pra¢eno adekvatnom medijskom propagandom i sa-
radnjom drzave i udruzenja poreskih obveznika. Stoga
bi prilikom uvodenja internet poreza trebalo privreme-
no odstupiti od nacela opstosti poreski prihoda i uciniti
tako prikupljene poreske prihode namenskim (tako $to
bi postali sredstvo posebnih fondova ili organizacija za
poboljsanje uslova elektronske trgovine, prevashodno
u smislu zastite prava na privatnost internet korisnika,
zadtite njihovih potrosackih prava i sprecavanja even-
tulanih zloupotreba od strane internet prodavaca). U
uslovima globalizacije finansijskih tokova i informacione
revolucije, koja svakodnonevno dobija na dinamic¢nosti,
pitanje nametanja internet poreza ¢e u buducnosti dobiti
na posebnom znacaju, a pravnovaljani odgovor na temu
njegove efikasnosti i legitimiteta moguce je dobiti samo
serioznom teorijskom i empirijskom analizom svih prav-
nih, ekonomski, politi¢kih, socioloskih i psiholoskih kon-
sekvenci potencijalnog oporezivanja elektronske trgovine.
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Veliku prepreku u uvodenju ovog poreza predstavljaju i
administrativni troskovi poreske administracije, kojoj
u ovom trenutku nedostaju kvalifikovana znanja iz ove
oblasti ($to je karakteristi¢no za visko razvijene industrij-
ske zemlje, kao i za zemlje u razvoju, a narocito Srbiju!).
Stoga je po nasem misljenu, neophodno uspostaviti logic-
ku i operativnu kooperaciju nadleznih drzavnih organa iz
obalsti informacionih tehnolohija i poreske administracije
u cilju pravilnog obracunavanja, naplate, kontrole i revi-
zZije poreza.
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THE FISCAL IMPORTANCE OF TAXATION OF E-COMMERCE

Abstract:

The subject of analysis in this paper are the legal aspects of electronic commerce taxation
in contemporary public finances and its fiscal importance. In this regard, we discuss about
the concept and modalities of consumption taxes over internet services, as well as the ad-
vantages and disadvantages of using this instrument to finance public goods, through the
experiences of countries that are considered leaders in this field. Case analysis will be the
thesis that the taxation of the Internet is not necessary, because it is a relatively new tech-
nology that may be exempt from taxation because they are not yet sufficiently competitive
and developed, but dynamic progress in this area begs the question how much revenue the
state waives on this occasion, as the financial crisis and the expanding public debt is gain-
ing special importance. Below this, we are particularly focused on the optimal shaping of

the tax, about whose constituent elements there is a common understanding in theory, in Key words:
the field of the determination of the tax object, the taxpayer and the tax rate because the taxes,
taxation of transactions in cyberspace is a very sophisticated area. When we are introducing tax yield,
new taxes in the tax system law maker must pay particular attention to the fact that there the taxpayer,
is no increase in the overall tax burden, because the taxpayers already fell overtaxed and the Internet,
they have difficult to accept new forms of consumption taxation because of regressively e-business,

characteristics of consumption taxes which relatives tax fairness. tax fairness.
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PREDNOSTI KORISCENJA ELEKTRONSKOG POSLOVANJA U
PREDUZETNICKIM ORGANIZACIJAMA
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Abstract:

U radu se ukazuje na rastudi znacaj Interneta u savremenom poslovanju preduzetnickih
organizacija, kao i prognoze da ¢e on zauzimati sve znacajniji deo trzisnog ambijenta
u kojem se posluje. Efekti koje Internet i nove tehnologije imaju na poslovanje stvorili su
uslove i za nove pristupe poslovanju tzv. E-ekonomiju. E-ekonomija se bazira na novim
neopipljivim dobrima, informaciji, inovaciji i kreativnosti a sve u cilju optimalnog razvoja
ekonomskog potencijala. Njen nastanak prati, ili je uzrok, veceg nivoa integracije i globalizacije
poslovanja te povezivanje robe, usluga i kapitala na nivou svetskog trzista. Iinformaciono-
komunikacione tehnologije menjaju nacin poslovanja i omogucavaju da se poslovi odvijaju
brze, uz nize troskove i manje pogreske. Fenomen novog nacina poslovanja i upravljanja
sve vi$e je preduslov za uspesan nastup na globalnom trzistu, pove¢anju konkurentnosti i
kori$¢enju novih resursa koji informaciona tehnologija omogucava. Izazov za kompanije
u buducnosti bi¢e postizanje dobre pozicije na globalnom Internet trzitu sa osnovnim
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ciljem ostvarivanja visoke satisfakcije i lojalnosti njihovih potrosaca.

uvoD

U danasnje vreme usled povecana globalizacije trzista
pracene sa razvojem modernih tehnologija povecava se
brzina komunikacije te potreba za stalnim prisustvom na
trzistu.

Razvoj Interneta i sve veci broj korisnika omogucava
brzu i jednostavnu komunikaciju, prenosenje velikih
koli¢ina podataka na velike udaljenosti, jednostavno
objavljivanje i azuriranje multimedijalnih dokumenata
i njihova kontinuirana globalna dostupnost, digitalna
isporuka dobara i usluga, direktno placanje putem Inter-
neta, stvaranje virtuelnih organizacija itd.

Predvida se da ¢e u svetu do 2015. godine biti oko 15
milijardi Internet prikljucaka za razne aparate i uredaje.
Ovo znaci da ¢e u 2015. godini broj prikljucaka biti uve¢an

prednosti elektronskog poslovanja.

¢ak za sedam puta i da ¢e u proseku na svetu postojati vise
od dva prikljucka po osobi. Srbija bi, uz sadasnji trend
razvoja i rasta broja korisnika Interneta, do 2015. godine
ostvarila 1,02 prikljucka po stanovniku. Posmatrajuci ove
podatke jasno je da ¢e broj korisnika servisa na Internetu
rasti i da ce se poslovanje preko Interneta sve brze razvi-
jati.

Masovna primena Interneta neminovno ¢e dovesti i do
porasta novih poslovnih aktivnosti, a time i do osnivanja
novih preduzeca i prosirivanja delatnosti u postoje¢im.
Mnoge od novih aktivnosti bice vezane za razicite podrske
poslovanju preko Interneta, $to bi do 2020. moglo poten-
cijalno da obezbedi otvaranje oko 17.000 novih preduzeca.
U istom periodu ukupno bi se otvorilo najmanje 94.000
novih radnih mesta, pri ¢emu oko 4.500 u delatnostima
koje su usko povezane sa davanjem podrske poslovanju
preko Interneta.
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Efekti koje Internet i nove tehnologije imaju na
poslovanje stvorili su uslove i za nove pristupe poslovanju
tzv. E-ekonomiju. E-ekonomija se bazira na novim neopi-
pljivim dobrima, informaciji, inovaciji i kreativnosti a sve
u cilju optimalnog razvoja ekonomskog potencijala. [8]

Njen nastanak prati, ili je uzrok, ve¢eg nivoa integraci-
je i globalizacije poslovanja te povezivanje robe, usluga
i kapitala na nivou svetskog trzista. ICT (informaciono-
komunikacione tehnologije) menjaju nacin poslovanja i
omogucavaju da se poslovi odvijaju brze, uz nize troskove,
manje pogreske.

ELEKTRONSKO POSLOVANIJE

Elektronsko poslovanje (e-poslovanje) ima korene u
sedamdesetim godinama proslog veka nastankom elek-
tronskih prenosa gotovine koji se odvija medu bankama
putem sigurnih privatnih mreza. Osamdesetih se razvijaju
dva oblika poslovanja: elektronska razmena podataka i
elektronska posta. Oba ova metoda su dovela do automa-
tizacije poslovanja. [7]

Medutim ovakav nacin poslovanja je izrazito skup i
samim tim dostupan uglavnom velikim kompanijama,
dok su mala i srednja preduzeca koristila on-line servise
mreza sa dodatom vrednos$¢u. Tokom devedesetih po-
javom World Wide Web-a na Internetu prvi put je
omogucen jednostavan rad na mrezi i jeftino objavljivanje
i $irenje informacija. [7]

Danas kori$¢enje racunara i mreza nije viSe samo privi-
legija velikih preduzeca nego je dostupna i MSPP i svakom
pojedincu. E-poslovanje je upotreba Internet tehnologija
i drugih informaciono - komunikacionih dostignuca za
poboljsanje poslovnih procesa. To je kori$¢enje Interneta
za povezivanje sa klijentima, saradnicima i dobavljacima
(vodenje poslova na Internetu). E-poslovanje znaci usva-
janje Web-orijentisanih modela poslovanja (E-shop, E-
auction, E-mail, Virtual Community, E-procurement, E-
service providing, Information brokerage, E-advertising).

Sve to predstavlja elemente novog oblika poslovanja,
tzv. ELEKTRONSKO POSLOVAN]JE (electronic busi-
ness ili jednostavno e-Business). Elektronsko poslovanje
ne podrazumeva samo kupovinu i prodaju, nego i brigu
o klijentima i poslovnim partnerima, kao i organizacija
poslovanja u sopstvenoj firmi online i organizacija pre-
ma klijentima. E-poslovanje je integralna komponenta
poslovanja preduzeca i kao takav je sastavni deo svih
poslovnih aktivnosti u preduzecu. Za intergaciju elek-
tronskog poslovanja u preduzece potrebno je biti spreman
na promene. Menjajuci koncepciju poslovanja, nove teh-
nologije integriSu skup promena u odnosu na okruZzenje
ali istovremeno i unutar same organizacije. Implement-
acija ovog vida poslovanja pomera granice dosadasnjih
aktivnosti.

Sastoji se (poput klasi¢ne trgovine) od distribucije,
kupovine, prodaje, marketinga, servisiranja proizvoda i
usluga putem elektronskih sistema, elektronskog transfera
novca, upravljanja lancem snabdevanja, e-marketinga,
elektronske razmene podataka, i automatske sisteme za
sakupljanje podataka.

¢ Elektronski marketing

Elektronski marketing predstavlja skup strategija
i tehnika koje koriste informaciono- komunika-
cione tehnologije kao kanal poslovne komunikacije
za podrsku ostvarivanja generalnih marketinskih
ciljeva preduzeca.

Pored termina elektronski marketing koriste se
i termini: internet marketing, online marketing,
virtuelni marketing, interaktivni marketing, sajber
marketing i sl.

¢ Elektronski platni sistem

Kori$¢enjem informacionih tehnologija moze se
znacajno unaprediti obavljanje finansijskih tran-
sakcija, omogucujuci da se one obave brze, ta¢nije
i pouzdanije. Kao najcesce kori$¢ena sredstva za
obavljanje finansijskih transakcija u elektronskom
poslovanju izdvajaju se: platne kartice, pametne
kartice (Smart Card), elektronski i digitalni novac
(Electronic money, Digital Cash), sistemi mikro
placanja (Micropayment), elektronski novcanici
(Elektronic Wallet), itd.

+ Elektronska proizvodnja

Elektronska proizvodnja podrazmeva stvaranje
proizvoda i usluga primenom informaciono- tel-
ekomunikacionih tehnologija. Ovo je relativno
nova oblast elektronskog poslovanja i uslovljena
je nastankom elektronskih proizvoda (programa i
sl.). Elektronski proizvodi su potpuno novi proiz-
vodi u medunarodnom poslovanju, a odlikuju se po
slede¢im karakteristikama: digitalni oblikom, elek-
tronski se proizvode i elektronski se distribuiraju.

+ Elektronske komunikacije

Elektronske komunikacije podrazumevaju oblast
elektronskog poslovanja u kojoj se elektronske teh-
nologije primenjuju za razmenu poruka i podataka
izmedu poslovnih subjekata.

Elektronska razmena podataka nije samo prosto
ubrzanje komunikacije (razmena podataka i do-
kumenata) ve¢ predstavlja i uvodenje novih kon-
cepata i tehnologija u poslovanje. Osim ustede u
troskovima papira, omogucuje brzu i sigurniju
razmenu dokumenata i takode olaksava cuvanje i
lak$u doradu poslovnih dokumenata.

+ Elektronsko obrazovanje

Elektronsko obrazovanje je pojam koji se odnosi
na savremeni metod ucenja pomocu informacionih
i telekomunikacionih tehnologija. Povezano je sa
pojmom tehnologije naprednog ucenja (Advanced
Learning Tehnology - ALT). Ono koristi napredne
tehnologije i metode ucenja pomocu racunarskih
mreza i/ili multimedijalnih tehnologija.

Pruza moguc¢nost za dopunu klasi¢nog obrazovanja ali
nikako nije i njegova zamena.



Slika 1: Elektronsko poslovanje

KARAKTERISTIKE ELEKTRONSKOG
POSLOVANJA

U drzavama u kojima je Internet skup, spor ili ne-
dostupan, drustvena zajednica je na marginama svetskih
desavanja i savremenih tokova razvoja.

U tim krajevima su organizacijama i kompanijama
resursi ograniceni i ne mogu na vreme da reaguju na
zahteve trzista. Preduzeéa troSe viSe sredstava, resursa,
vremena, ljudstva, $to rezultira kasnjenjem, nedovoljnim
profitom, nesolventnos¢u i nelikvidnos¢u. Elektronsko
poslovanje pruza znacajne $anse preduze¢ima da unap-
rede svoje poslovne operacije, da ponude kupcima vise po
nizim cenama, da povecaju efikasnost, da smanje troskove
i da posluju u realnom vremenu 24/7. Mnoga preduzeca
reorganizuju svoje poslovne operacije radi maksimiziranja
ponude kupcima baziranu na virtuelnim mogu¢nostima,
dozvoljavaju¢i kupcima da obave narudzbinu i kupovinu
proizvoda kojeg nema na lageru a potom da od dobavljaca,
u roku, obezbede robu za kupca. Na taj nacin ceo lanac
funkcionise, a kao rezultat se dobija manji trosak pro-
davca, niZa cena za kupca i brza razmena informacija.

Osnovne karakteristike elektronskog u odnosu na
tradicionalno poslovanje su:

¢ Znacajne promene odnosa od prodavca ka kupcu
— kupac je u mogucnosti da promeni lokaciju na
Internetu, dovoljan je jedan klik pa da kupac ,na-
pusti“ prodavnicu, odnosno nekoliko sekundi da
odustane od kupovine.

+ Povecana brzina - promene u digitalnoj ekonomiji
se ostvaruju velikom brzinom, odnosno koncepti
koji su pokazali uspeh veoma brzo se implementi-
raju na ostalim web lokacijama.

+ Udaljenost vide nije bitan parametar u poslovanju -
udaljenost nije opterecujuci faktor u uspostavljanju
poslovnih odnosa, stvaranju partnerskih odnosa sa
udaljenim dobavlja¢ima sirovina, poslovanju sa
krajnjim korisnicima ili stvaranju sli¢nih odnosa.

+ Globalno trziste — Internet je omogucio stvaranje
globalne ekonomije, gde trziste obuhvata nevero-
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vatno veliku bazu korisnika povezanih preko ovog
medija. Globalna mreza omogucuje stvaranje kana-
la komunikacije izmedu poslovnih partnera.

+ Smanjenje vremenskih disproporcija - zahvaljujuci
Internetu, vreme nije ogranicavaju¢i faktor u
poslovanju i saradnji partnera u poslovnom pro-
cesu. Online poslovanje omogucava kontinuiranu
komunikaciju 24 ¢asa dnevno, 7 dana u nedelji.

+ Vestina upravljanja je klju¢ uspeha - u digitalnom
svetu, jednostavno je sakupiti informacije o kup-
cima. Moguce je generisati bogatu bazu podataka
koje mogu biti od velike koristi prilikom donosenja
poslovnih odluka.

+ Otvorenost sistema — jedna od bitnih tendencija
u razvoju je otvorenost ka novim tehnologijama i
standardima koje one namecu.

+ Interdisciplinarnost — uspesna primena koncepta
elektronskog poslovanja zahteva primenjena znan-
ja iz razlicitih oblasti ekonomije, menadZmenta, in-
formacionih tehnologija, statistike, itd.

¢ Zastita intelektualne svojine - novi koncept
poslovanja namece i potrebu za novim regulati-
vama. [10]

Primetno je da prepreke za intenzivniju upotrebu e-
poslovanja u preduzetnickim organizacijama dolaze iz
sledecih razloga:

¢ preduzetnici i zaposleni misle da je to jako komp-
likovano i da nece uspeti da savladaju novine u
radu,

+ misle da to nije regulisano zakonom,

+ misle da ¢e im inspekcija ispisati kazne zbog takvog
nacina rada,

¢ nespremnost na ucenje i usvajanje novih znanja i
vestina,

¢ strah od promena.

PREDNOSTI KORISCENJA ELEKTRONSKOG
POSLOVANJA U PREDUZETNICKIM
ORGANIZACIJAMA

Elektronsko poslovanje pruza moguc¢nost stvaranja
potpuno novog modela poslovanja. Elektronske teh-
nologije omogucavaju slanje velikog broja informacija,
na velike daljine u kratkom vremenskom periodu. To
omogucava kompanijama koje u svom poslovanju kor-
iste elektronsku tehnologiju da ostvare znacajne ustede
u troskovima poslovanja, efikasnije obave svoje zadatke i
budu konkurentnije na trzistu. [8]

Organizacije koje primenjuju elektronsko poslovanje
bi trebale po tom osnovu ostvarivati znacajne prednos-
ti, ali i u ovom slucaju vazi pravilo da tehnologija kao
takva samo pruza mogucnosti, a od umesnosti njenog
kori$¢enja zavisi u kojoj meri ¢e se te mogucénosti i iskoris-
titi i pretvoriti u prednosti. U tom smislu osnovna obelezja
elektronskog poslovanja koja preduzeca prepoznaju kao
svoju $ansu su:

+ inovativni proizvodi i modeli poslovanja,

+ neprekidni i gotovo neogranicen pristup svetskom
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globalnom trzistu,

usmerenost ka klijentima, individualizacija,
prilagodljivost kupcu,

efikasnije poslovanje i

* & o o

smanjivanje troskova.

Kao osnovne prednosti preduzeca koris¢enjem elek-
tronskog poslovanja izdvajaju se:

+ snizavanje troskova po raznim osnovama,
brzi stepen prihvatanja od strane kupca,
povecana ukupna efikasnost plasmana,
mogucnost brze reakcije na zahteve potrosaca,
nove poslovne mogucnosti,
kra¢i lanac snadbevanja,
globalno prisustvo na trzistu,
znacajne ustede u vremenu, itd. [11]

* 6 6 6 6 o o

Elektronsko poslovanje omogucava preduzecu
konkurentnije poslovanje i povecava $ansu opstanka na
trzi$tu, takode omogucava i internu i eksternu integraciju
preduzeda.

Pri odlucivanje preduzetnickih organizacija imple-
mentiraju elektronsko poslovanje kao deo svog svakod-
nevnog poslovanja potrebno je da se napravi strategija
implementacije, da se definiSu procesi, vodi racuna o
tehnicko-tehnoloskom aspektu i mozda, ako ne najvazniji
skim resursima. Vazne napomene kad je u pitanju uti-
caj e-poslovanja na zaposlene u preduzecu su svakako da
tehnicka dostignuc¢a u dobrom delu zamenjuju ljudsku
radnu snagu, da ista dostignuca traze stru¢njake speci-
jalizovane za odredena podrucja poslovanja i da zahteva
nova znanja kod svih zaposlenih u organizaciji. Sve ovo
nas dovodi do zakljucka da je uloga menadzmenta u ovom
procesu klju¢na.

ZAKLJUCAK

Izuzetno brz razvoj i usvajanje ICT uvele su ljudsko
drustvo u fazu transformacije iz industrijskog doba u in-
formaciono doba. Digitalna revolucija promenila je nac¢in
proizvodnje dobara i obezbedivanja usluga, transformis-
ala gotovo sve industrijske grane, kreirala Sirok spektar
novih proizvoda, usluga i poslova i kreirala novo Zivotno
okruzenje u obliku informacionog drustva koje ¢e olaksati
svakodnevni zivot ljudi. Veliki broj drzava u svetu zapoceo
je projekat e-drustva u cilju stvaranja digitalno pismenog
drustva u kojem bi svakog svog gradanina, poslovni sis-
tem i drzavnu instituciju (administraciju) priblizili digital-
nom dobu i koje bi zarad toga, bilo spremno da finansira
i razvija nove ideje, obezbeduju¢i tako svojim gradanima
prednosti koje donosi informaciono drustvo.

Evropa je u martu 2010. usvojila Strategiju za pametan,
odrziv i inkluzivni razvoj nazvanu Europe 2020 Strategy.
U okviru Evropske unije (EU) Informaciono komunika-
cione tehnologije (IKT) su prepoznate kao glavni faktor
uticaja na ekonomski rast i inovativnost, a medu sedam
vodecih inicijativa ekonomske strategije Evropa 2020 nal-
azi se ,,Digitalna agenda za Evropu”, §to pokazuje znacaj
koji IKT imaju u razvoju moderne ekonomije.

Evropa je u ovoj godini uvela digitalnu agendu i
pridala joj veliki znacaj. Motivacija za digitalnu agendu
u Evropi je bilo ubrzano razvijanje pristupnih mreza
nove generacije NGA (New Generation Access), kako bi
se nadoknadilo zaostajanje za ostatkom razvijenog sveta.
Digitalna Agenda je promovisana i u Srbiji, usvajanjem
Strategije razvoja Informacionog Drustva i Strategije raz-
voja elektronskih komunikacija do 2020. godine.

U okviru strategije je predviden ¢itav niz mera za omo-
gucavanje i unapredenje elektronskog poslovanja u najsi-
rem smislu. Elektronsko poslovanje je proces koji traje i
koji pokazuje tendenciju razvoja i napretka u skladu sa sve
brzim razvojem tehnologije.

Osim tehnoloskih preduslova potrebno je ostvariti i
unaprijediti i zakonske pretpostavke koje ¢e omoguditi
nesmetan razvoj elektronskog poslovanja, zastitu autor-
skih prava i privatnosti i osigurati univerzalni pristup
mrezi i adekvatnu politiku odredivanja cena za pristup
mrezi i kori$¢enje informacija.

Medu najvaznijim razlozima za optimisticka predvida-
nja brzog razvoja elektronskog poslovanja su: izvanredno
brz tehnoloski razvoj, razvoj novih servisa i poslovnih
modela i razvoj nacionalnih i medunarodnih standarda i
vodica za elektronsko poslovanje.

Podsticanje i podrsku malim i srednjim preduze¢ima
za uvodenje e-poslovanja vidimo kroz:

+ UsavrSavanje menadzerskih znanja i vestina u obla-

sti e-poslovanja,

¢ Prilagodavanje bankarskog poslovanja i knjigovod-

stvene regulative,

+ Osposobljavanje zaposlenih za upotrebu alata u e-

poslovanju,

+ Podizanje svesti o prednostima kori$¢enja e-poslo-

vanja u MSPP,
+ Razvoj telekomunikacione infrastrukture, posebno
Interneta,

¢ Pravno uredenje oblasti: elektronske trgovine,
elektronskih dokumenata, elektronskog potpisa,
zadtite licnih podataka, informacione sigurnosti,
zastite tajnosti podataka, sigurno formulisanje ugo-
vora (zakonski i komercijalno), regulisanje Inter-
net okruzenja, zastita potrosaca/prodaja na daljinu,
e-privatnost, pitanja reSavanja sporova, sigurnost
vezana za pranje novca, spam poruke, zastita pra-
va intelektualne svojine, regulisanje sadrzaja koji
mogu biti na Internetu i dr.

Samo preduzece koje ulaze u svoj razvoj i napredak,
koje je spremno na usvajanjem inovacija u sferi poslovan-
je moze opstati na poslovnoj sceni u budu¢nosti
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THE ADVANTAGES OF USING E-BUSINESS IN ENTREPRENEURIAL
ORGANIZATIONS

Abstract:

The paper points out the growing importance of the Internet in today’s business entrepre-
neurial organizations, and forecasts that it will occupy an increasingly important part of the
market environment in which they operates. Effects of the Internet and new technologies
on the business created the conditions for a new approach to business called E-economy.
E-economy is based on new intangible assets, information, innovation and creativity with
a view to optimal development of the economic potential. Development of e-economy
follow monitor or it’s caused by a higher level of integration and globalization of business
and networking goods, services and capital within the global market. ICT are changing the
way of business and allow you to do business faster, with lower costs and fewer errors. The
phenomenon of new business and management is increasingly a prerequisite for successful
participation in the global market, increasing competition and the use of new resources
provided by ICT. The challenge for companies in the future will be to obtain a good position
in the global Internet market, with the main objective of achieving high customer satisfac-
tion and loyalty of their customers.
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Internet,

e-business,
entrepreneurs,
organizations,

the benefits of e-business.
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Abstract:

Neosporan eksponencijalni rast primene Interneta u savremenom bankarskom
i berzanskom poslovanju predstavlja osnovni trend u finansijskoj industriji koji
povratno daje zamah razvoju novih tehnologija. Internet kao osnova elektronskog
bankarskog i berzanskog poslovanja omogucava vecu diversifikaciju na¢ina na koje
se pristupa bankarskim i berzanskim uslugama, nize troskove obrade transakcija,
veci komfor, laksu i transparentniju komunikaciju finansijskih posrednika i njihovih
klijenata, laksi i brzi uvid u obavljene transakcije i stanje na racunima. Primena
Interneta u finansijskoj industriji se generalno moze posmatrati kroz primenu u
tri velike oblasti: bankarstvu, bezgotovinskom plac¢anju i berzanskom poslovanju.
U bankarstvu se uloga Interneta moze sagledati kroz primenu u e bankingu, home
bankingu, mobilnom bankarstvu, bankomatima i POS terminalima. U obavljanju
tinansijskih bezgotovinskih transakcija uloga Interneta je nezaobilazna kod platnih
kartica (debitnih, kreditnih i poslovnih) i unapredenih smart varijanti tj. pametnih
kartica, elektronskih nov¢anika, elektronskog novca koji moze biti centralizovan
(PayPal, Strajp, WebMoney, Payoneer) i ne centralizovan (Bitcoin, Litecoin), kao
i kod sistema mikroplacanja (Micropayment). U berzanskom poslovanju uloga
Interneta je nezaobilazna u poslovanju i izvrSavanju transakcija na finansijskim i
robnim berzama kao i na Forex trzistu, jer razlicite elektronske trgovacke platforme
pocivaju upravo na Internetu.

Key words:

e banking,

home banking,
elektronski novac;
Forex,

meta trader.
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Razvojem informacione i telekomunikacione tehnolo-
gije stvoreni su uslovi za globalizaciju poslovanja. Razvoj
Interneta i umrezavanje pojedinaca, preduzeca i javne
administracije dovode do bitnih promena u nacinu i efi-
kasnosti rada poslovnih sistema. Imperativ savremenog
poslovanja je postao da se bez obzira na geografsku uda-
ljenost, $to brze i efikasnije povezu klijenti i tokovi infor-
macija. Razvojem elektronskog prenosa sredstava, finan-
sijski instrumenti i tehnologija poslovanja su se znatno
promenili. Finansijske transakcije se prenose na neogra-
ni¢enu udaljenost u realnom vremenu putem postojecih
komunikacionih mreza zasnovanih na Internetu, bez tra-
dicionalnog pripremanja naloga i prate¢e dokumentacije.
Elektronsko bankarstvo, bezgotovinska placanja i savre-
meno berzansko poslovanje su segmenti koji su transfor-
misani od klasi¢nog nacina rada i poslovne saradnje ka
elektronskom poslovanju i digitalnoj ekonomiji.

PRIMENA INTERNETA U BANKARSTVU

Primena Interneta u bankarstvu se odnosi na podrs-
ku internim poslovnim procesima (intranet), na proces
povezivanja poslovnih partnera (ekstranet), na globaliza-
ciju poslovnih procesa i obavljanje slozenih bankarskih
transakcija kori$¢enjem Internet servisa. Savremeni novac
je kreditni novac ¢ije je kreiranje povezano sa odobrava-
njem kredita. Termin elektronski novac se poistovecuje
sa terminom digitalni novac, mada ima i autora koji po-
vlace granicu izmedu ova dva termina, jer je elektronski
novac stvorio preduslove za nastanak digitalnog novca, a
danas se sve viSe preobrazava u njega. Jedna od definicija
razgranicenja ovih pojmova glasi:“Dok elektronski novac
predstavlja Siri koncept koji se odnosi na sve mehanizme
za transfer novca bazirane na ra¢unarima kao i na odgova-
raju¢u opremu za pristup ovim sistemima, digitalni novac
predstavlja uzi termin koji se odnosi na sisteme za transfer
novca putem Interneta“[1].



Uticaj Interneta u bankarskom poslovanju se odslika-
va kroz e banking, home banking, mobilno bankarstvo,
bankomate i POS terminale. E banking se odnosi na uslu-
ge koje banke pruzaju svojim komitentima - privrednim
subjektima prvenstveno u domenu domaceg i inostranog
platnog prometa. Dalji razvoj e bankinga je pod uticajem
kombinacije rasta upotrebe Interneta i Web tehnologija
sa trendovima ekonomske globalizacije i koncentracije
finansijskih usluga. Internet kao komunikaciona platfor-
ma za poslovanje nudi univerzalnu povezanost i dodatne
prednosti i potencijale za redukciju troskova. Jedna od
prednosti je prosirenje mogucnosti upotrebe e bankinga
na sva preduzeca bez obzira na njihovu veli¢inu. Jedan od
problema koji se prevazilazi je i odvojenost trgovinskih
tokova i tokova placanja kroz koncept direktnog proce-
singa ili STP (Straight-Through-Processing). Ovaj kon-
cept se bazira na ideji da se podaci samo jednom unose u
odredenu bazu, a da se iz nje koriste prenosom za potrebe
procesinga svih faza u proceduri elektronske trgovine. Na
taj nacin se smanjivanjem broja unosa podataka i automa-
tizacijom, dodatno povecava efikasnost i smanjuju greske
i rizici. Banke su zakode uocile da elektronskom distrubu-
cijom dokumenata razli¢itim trzinim ucesnicima mogu
da skrate vreme transakcija i snize troskove. Otuda su
razvijene nove finansijske solucije koje ubrzavaju auto-
matizaciju tokova placanja i procese finansiranja medu-
narodne trgovine. Jedan od najznacajnijih projekata u toj
oblasti poznat je pod nazivom BOLERO (Bills of Landing
Electronic Registry Organization). On predstavlja novu
finansijsku soluciju za automatizaciju tokova placanja i
procese finansiranja trgovine elektronskim distribuira-
njem finansijskih i robnih dokumenata (akreditiva, kono-
smana, menica i sl.) sa digitalnim potpisom, sto skracuje
vreme njihove cirkulacije i snizava troskove transakcija u
oblasti medunarodne trgovine koja je poznata kao skupa i
obimna, logisticki i vremenski neefikasna, sa visokim tros-
kovima, velikim brojem finansijskih i robnih dokumenata.

Home banking ili ku¢no bankarstvo kao vid samou-
sluznog bankarstva nastalo je sa Zeljom da se komitenti
banke iz svojih stanova direktno ukljuce u elektronski
transfer novca. Ovaj tip bankarstva omogucava neposre-
dan transfer sredstava, informacija i naloga bez pisanja
prate¢ih dokumenata. U osnovi on je evoluirao od upo-
trebe savremene telefonske mreze za transfer informacija
i naloga i neposredno obavljanje finansijskih transkcija
ka upotrebi ku¢nih personalnih racunara tj. digitalizaciji
zasnovanoj na upotrbi Interneta.

Pozivni centar (call centar) ili govorni sistem banke je
jedna od tehnologija u bankarstvu koja se koristi da ko-
mitentima pruzi mogué¢nost da pozivanjem banke dobiju
niz informacija telefonom, bez kontakta sa sluzbenicima
banke.

Mobilno bankarstvo podrazumeva pruzanje bankar-
skih usluga kao $to su uvid u stanje na ra¢unima, istorija
izvr§enih transakcija, fotografisanje naloga i samo davanje
naloga za placanje, obavljanje menjackih poslova, prace-
nje klijenata dok su u pokretu, instant poruke, video kon-
ferencije i sl. putem mobilinih uredaja. Mobilni telefoni su
se pokazali kao izvanredan kanal distribucije bankarskih
proizvoda i usluga koji je integrisan sa ostalim kanalima
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preko kojih banke pruzaju usluge. Mobilno bankarstvo
vidno menja nacin na koji komitenti koriste bankarske
usluge, jer pored mobilnosti i jednostavnosti, ono je za
klijente banke do 50 puta jeftinije od klasicnog nacina
kori$¢enja bankarskih usluga vezanog za posete ekspozi-
turama.

Bankomati (ATM) ili samousluzni $alteri se koriste od
strane banaka, orijentisanih prema klijentima, sa ciljem
povecanja kvaliteta usluga. Te usluge se uglavnom odno-
se na rutinske bankarske operacije: podizanje gotovine,
polaganje depozita, prenos sa racuna na racun, placanja,
narucivanje i primanje izvestaja itd. Bankomati efikasno
zamenjuju $alterske sluzbenike u bankama i smanjuju
operativne troskove. U odnosu na instalisane funkcije,
bankomati mogu da budu: ke§ bankomati, info bankoma-
ti, bankomati za menjacke poslove, za placanje racuna, za
deponovanje dnevnog pazara, bankomati za prodaju vred-
nosti (polisa osiguranja i sl.) i multifunkcionalni banko-
mati koji obavljaju vise pomenutih funkcija istovremeno.

POS terminali sluze za elektronski transfer sredstava
na mestu prodaje (EFT/POS electronic funds transfer -
point of sale) pomocu instaliranih terminala u trgovackoj
i usluznoj mrezi. U firmama - komitentima banke termi-
nali ili registar kase se povezuju sa bankarskom racunar-
skom mrezom. Korisnici POS terminala su u mogu¢nosti
da na mestu kupovine proizvoda ili usluga vrse placanje
prenosom iznosa sa svog racuna na racun prodavca.

BEZGOTOVINSKA PLACANJA

Plac¢anje bez upotrebe gotovog novca ili bezgotovin-
sko placanje zauzima sve znacajnije mesto u strukturi
ukupnog placanja izmedu ucesnika u platnom prometu.
Bezgotovinskim placanjem se smanjuje potreba izdava-
nja, ¢uvanja, prenosenja i ¢estog prebrojavanja enormnih
koli¢ina gotovog novca. Najcesce koris¢ena sredstva za
obavljanje finansijskih transakcija u bezgotovinskom
poslovanju su: platne kartice (debitne, kreditne i poslov-
ne), pametne kartice (Smart Card), elektronski novcani-
ci (Electronic Wallet), elektronski novac koji moze biti
centralizovan (PayPal, Strajp, WebMoney, Payoneer) ili
necentalizovan (Bitcoin, Litecoin) i sistem mikroplacanja
(Micropayment).

Platne kartice su instrumenti bezgotovinskog placa-
nja koji se koriste za identifikaciju izdavaoca i korisnika
kartice na aparatima za izvodenje finansijskih transak-
cija. Platne kartice su sredstvo pla¢anja dok su debitna,
kreditna i poslovna kartica njene podvrste. Platne kartice
se nazivaju i ,plasticnim novcem® jer zamenjuju ¢ekove i
gotovinu, tako §to se placanja putem ovih kartica vr$e na
teret racuna otvorenih kod banaka. Kada se koristi debit-
na kartica, na ra¢unu u banci mora imati novca koji se Zeli
potrositi. Kod kreditnih kartica je suprotno. Na ra¢unu
nema novca koji se trosi, ve¢ se na kraju obracunskog pe-
rioda (meseca ili nekog drugog odredenog perioda) placa
iznos koji je potrosen u potpunosti ili delimi¢no (na rate)
sa pripadaju¢om kamatom za konkretan kreditni period.
Poslovna kartica je vezana za one vrste troskova zaposle-
nih u preduzecu koji nastaju u procesu obavljanja radnih
zadataka, a koji su unapred odredeni aktima preduzeca.
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U zavisnosti od vrste aranzmana izmedu preduzeca i
banke, poslovne kartice mogu da imaju karakter debitnih
ili kreditnih kartica. Upotrebom platnih kartica kao bez-
gotovinskog nacina placanja ubrzava se tok finansijskih
sredstava i smanjuju troskovi naplate. Otklanja se potreba
za klasi¢nim fakturisanjem $to znacajno snizava tehnicke
i administrativne troskove same naplate, a samom kupcu
pruza uvecan komfor koji je karakteristi¢an za bezgoto-
vinska placanja putem Interneta.

Smart ili pametne kartice u sebi sadrze integrisano
kolo ili ¢ip na kom se nalazi procesor i memorija. Na ¢ipu
se mogu ¢uvati odredeni podaci na siguran nacin. Atrak-
tivnost tehnologije pametnih kartica lezi u raznovrsnosti
mogucih primena. Na smart kartici se mogu razviti razno-
vrsne aplikacije u oblastima kao $to su digitalni potpis, ku-
povina, zastita autorskih prava, elektronska kupovina i sl.
U zavisnosti od vrste ugradenog ¢ipa, smart kartice mogu
biti memorijske, procesorske ili kombinovane, a postoje
i bezkontaktne pametne kartice koje imaju minijaturnu
antenu putem koje se bezi¢no mogu slati i primati infor-
macije u bezi¢noj komunikacionoj mrezi. U poredenju sa
konvencionalnim platnim karticama, smart kartice imaju
znacajne prednosti na podrudju sigurnosti, komfora pri
kori$¢enju, ekonomskih efekata, prilagodljivosti poseb-
nim potrebama i multifunkcionalnosti.

Digitalni novac u formi ,elektronskog novcanika®
(Electronic Wallet) bazira se na prethodno izvrsenim
uplatama monetarne vrednosti, koje su registrovane na
mikrocipu elektronske kartice i mogu se upotrebiti za
placanja roba i usluga. Sustina funkcionisanja digitalnih
novcanika lezi u ¢injenici da se odredena koli¢ina realnog
novca konvertuje u elektronski novac koji se nesmetano
koristi za placanje roba i usluga, pre svega online tj. na i
Internetu. Korisniku omogucava da sa samo jednim kli-
kom na bilo kom Web sajtu potvrdi svoj identitet i plati
nesto $to zeli da kupi. Na taj nacin ova usluga ubrzava
proces narucivanja i placanja roba i usluga i smanjuje rizik
razlic¢itih zloupotreba.

Dve osnovne kategorije digitalnih nov¢anika su: Cli-
ent-based digitalni novc¢anik (digitalni nov¢anik smesten
na desktop-u klijenta) i Server-based digitalni novc¢anik
(digitalni nov¢anik smesten na udaljenom serveru) [2].

Kao $to su pojava i razvoj papirnog novca pokazali da
i papirne novcanice, kao surogat novca, ¢ija je vrednost
prakti¢no zanemarljiva, mogu vrsiti sve funkcije valutnog
novca ako za njih neko garantuje, tako je i pojava digital-
nog novca razbila iluzije o neophodnosti opipljivog fizic-
kog medijuma (papira, metala) za funkcionisanje novca.
Umesto da se informacija smesta na neki fizicki medijum,
ona se moze upakovati u niz cifara koji ¢e se kretati racu-
narskim mrezama u elektronskom obliku i razmenjivati
za proizvode i usluge.

Do sada razvijeni koncepti digitalnog novca mogu biti
centralizovani (PayPal, Strajp, WebMoney, Payoneer)
koji prodaju svoju elektronsku valutu direktno krajnjem
korisniku i koriste se naj¢esce za online transakcije ili ne-
centalizovani (Bitcoin, Litecoin) koji se zasnivaju na mo-
netarnom sistemu unutar mreZe.

Sistem PayPal je omogucava da se uplate i novcani pre-
nosi obavljaju u potpunosti preko Interneta. PayPal je vr-
sta P2P (klijent-klijentu) usluge na nacin koji omogucava
bilo kome ko ima e mail adresu da posalje novac nekom
drugom ko takode ima e mail adresu. Inicijator transak-
cije preko PayPala se prvo mora registrovati na PayPal
stranicama, a zatim prebaciti odredenu svotu novca na
svoj korisni¢ki ra¢un. Novac se moze prebaciti direktno
sa tekuceg racuna u banci ili sa debitne ili kreditne kartice.
Primalac PayPal transfera ima mogucnost da izabere ne-
koliko opcija: da zatrazi ¢ek od PayPala, da otvori svoj ko-
risnicki racun ili da zatrazi prenos sredstava na svoj racun
u banci. PayPal omogucava i placanja izmedu dobavljaca,
aukcijskih stranica i drugih komercijalnih korisnika za Sta
se naplacuje odredena naknada u vidu jednog procentu-
alnog dela od iznosa transakcijei jednog fiksnog dela po
transakciji. Na taj nacin PayPal je tipi¢an primer posred-
nika u bezgotovinskom plac¢anju koji olaksava i stimulise
svetsku Internet ekonomiju.

Najnovija konkurencija PayPal sistemu bezgotovin-
skog placanja predstavlja sistem Strajp koji preduze¢ima
nudi obavljanje finansijskih transakcija preko Interneta.
Potraznja za uslugama ovog tipa ¢e u narednom periodu
brzo rasti jer se trenutno preko Interneta obavlja samo
2% komercijalnih transakcija u svetu, a predpostavlja se
da bi preko Interneta trebalo da se obavlja od 20 d0 40%
transakcija na makro osnovi.

WebMoney transferni sistem je nastao u Rusiji, a da-
nas je prisutan u 86 zemalja, sa oko 22 miliona korisnika
i sa desetinama hiljada prodajnih mesta koja prihvataju
uplate putem ovog sistema. Sistem omogucava korisnici-
ma Interneta da sprovode bezbedne transakcije u realnom
vremenu koriste¢i WebMoney jedinice. WebMoney tran-
sakcije ne zahtevaju kreditne kartice ili bankarski racun,
a transakcije su konacne i ne mogu se opozvati. WebMo-
ney nije integrisan u medunarodni finansisjski sistem. On
ne prihvata transfere WesternUniona i PayPala. Mnoge
operacije na WebMoney su vezane za sistem poverenja i
mogucnost prevare.

Payoneer je isplatna kompanija koja je registrovana
kao ¢lan servisne provajderske mreze MasterCarda, sa se-
distem u Njujorku i razvojnim centrom u Izraelu. Kom-
panija je finansirana kapitalom venture fondova.

Bitcoin je forma digitalne necentralizovane valute koja
se nabavlja procesom data mining-a preko P2P mreze.
Zaradeni (iskopani) nov¢i¢i mogu se koristiti za placa-
nje dobara ili usluga na Internetu, kao i za preprodaju.
Cena samih nov¢ic¢a je dosta volatilna i varira u zavisno-
sti od stanja na trzistu. Broj sajtova koji primaju Bitcoin
za naplatu konstantno raste. Sama budu¢nost Bitcoina je
diskutabilna jer ga mnogi nazivaju novim tulip bubble-
om. Regulatorni organi mnogih zemalja razli¢ito reaguju
na Bitcoin. Kineska centralna banka je zabranila trgovi-
nu i placanje Bitcoinom za finansijske institucije i druga
pravna lica. Nemacko zakonodavstvo je zvani¢no priznalo
Bitcoin nacin placanja, §to ujedno znacii da ga je uvrstilo
u zakonsku poresku obavezu i sankcije.

Do nov¢iéa Bitcoina se dolazi tako $to radunar resa-
va odredene algoritme koji se kriju iza podataka, u nadi



da se u nekom od njih nalaze nov¢i¢i. Kako ne postoji
Centralna banka koja bi regulisala vrednost individualnih
novc¢ica, njihova cena je regulisana samo ponudom i tra-
znjom i otuda proizilazi velika volatilnost vrednosti Bitco-
ina. Nepostojanje Centralne banke takode prouzrokuje i
problem nepostojanja kredita i kamata, $to je neophodno
da bi se Bitcoin mogao smatrati pravom valutom. Jedan
od problema je $to Bitcoin ne podleze drzavnim regulati-
vama pa se njime na Internetu mogu kupovati proizvodi
koji su u nekim zemljama ilegalni. S druge strane Bicoin
je nemoguce falsifikovati, nije podlozan poreskom siste-
mu domacih trzista, transakcije su relativno anonimne, a
novc¢i¢i se mogu menjati za razne valute i slati bilo gde na
svetu u realnom vremenu, bez ikakvih troskova.

Litecoin je inspirisan i tehnicki gotovo identi¢an Bitco-
inu. On je takode forma necentralizovane valute koja je
programirana sa namerom da pobolj$a koncept Bitcoina,
prosiri pokrivenost trzista i postane alternativa ili nasled-
nik Bitcoinu. Postoje tri klju¢ne razlike Litecoina u odno-
su na Bitcoin, a to su da Litcoin mreza brze obraduje blo-
kove informacija, za $ta joj je potrebno 2,5 minuta, dok je
Bicoinu potrebno 10 minuta. Zatim Litecoin koristi scrypt
u re$avanju algoritama, i na kraju Litecoin proizvodi Cetiri
puta vi$e novcanih jedinica nego Bitcoin mreza.

Micropayment, mikroplacanja ili pikoplacanja su sve
prisutniji termini na Internetu. Mikropla¢anja su elek-
tronska placanja male vrednosti koja su specijalno diza-
jnirana za elektronsku trgovinu na Internetu, pre svega
za kupovinu dobara i usluga vrednih od nekoliko dolara
do nekoliko centi, pa i manje (parking, prevoz, telefon,
napici, kopiranje Internet sadrzaja, lutrija, kocka itd.). Mi-
kroplac¢anje predstavlja zamenu za sitan novac uz odlike
da je jeftin, elektronski je pokretljiv, laksi je za prebrojava-
nje, proveru i verifikovanje. Do sada je izraden mali broj
funkcionalnih sistema mikroplacanja, a najpoznatiji medu
njima su MiliCent, SyberCoin i NetBill.

Karakteristika MiliCenta je da nudi anonimnost u
plac¢anjima. Kupac kupuje karticu sli¢nu telefonskoj i za
vreme placanja razmenjuje deo novca sa brokerom i vrsi
placanja, dok prodavac skuplja delove i razmenjuje za no-
vac. Svako se moze registrovati kao broker.

SyberCoin sistem se zasniva na ra¢unovodstvenom
transferu odgovarajucih iznosa. Ovaj sistem vrsi transfer
novca sa potro$acevog privremenog ra¢una na prodavéev
privremeni racun, koji su, posebno za tu namenu, kreirani
u SyberCash banci.

NetBill je sistem mikroplacanja koji je koncipiran da
ima ulogu trece strane koja vrsi proveru autenti¢nosti,
upravlja ra¢unima, vr$i obradu transakcija, fakturisanje i
informisanje klijenata i korisnika u mrezi.

BERZANSKO POSLOVANIJE

U berzanskom poslovanju uloga Interneta je nezao-
bilazna u poslovanju i izvr§avanju transakcija kako na fi-
nansijskim i robnim berzama tako i na Forex trzistu, jer
razli¢ite elektronske trgovacke platforme pocivaju upravo
na Internetu.
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Meta Trader 4 je elektronska platforma za trgovanje
koja je u Sirokoj upotrebi od strane online deviznih tr-
govaca. Ovaj softver je licenciran za devizne brokere koji
pruzaju softver za svoje klijente. On obezbeduje trgovin-
ske operacije, grafikone i tehnicku analizu u realnom vre-
menu.

Unapredena verzija Meta Trader 5 je zamisljena kao
platforma za trzista deviza, ali i za trzista kapitala, CFD-a
i fjucersa. Samo shvatanje i prihvatanje verzije 5 je sporo,
tako da trenutno i dalje u upotrebi dominira trgovacka
platforma Meta Trader 4. Obe platforme i Meta Trader 4
i 5 koriste prilagodene indikatore i trgovinske programe,
tzv. ,strucne savetnike® za automatizaciju trgovanja.

Devizno trziste Forex je globalno decentralizovano
trziSte za trgovanje valutama. Glavni ucesnici na ovom
trzistu su velike medunarodne banke (tabela 1). Devizno
trziSte pomaze medunarodnu trgovinu i investicije omo-
gucavajuci konverziju valuta. On podrzava i direktne spe-
kulacije u vrednosti valuta, a takode i carry trade - spe-
kulacije bazirane na razlici izmedu kamatnih stopa dve
valute. Obim Forex trgovanja belezi konstantan i ubrzan
rast. Prose¢no dnevno trgovanje na Forex trzi$tu je iznosi-
lo u aprilu 2007, aprilu 2010, i aprilu 2013. godine 3,3 bili-
ona USD, 4,0 biliona USD i 5,3 biliona USD respektivno.

Tabela 1 10 najvecih trgovaca devizama na svetu

Top 10 currency traders
% of overall volume, May 2013
Rank Name Market
share
1| ™ peytsche Bank 15.18%
2 L= Cit 14.90%
3 £F= Barclays Investment Bank 10.24%
4 |2 UBS AG 10.11%
5 1= HsBC 6.93%
6 =-JPMorgan 6.07%
7 £E= Royal Bank of Scotland 5.62%
8 BR credit suisse 3.70%
9 B Morgan Stanle 3.15%
10 B Bank of America Merrill Lynch 3.08%

Izvor: Euromoney FX survey 2013.

Na ukupnom svetskom deviznom trzistu u 2012. godi-
ni, po vrednosti, najvise se trgovalo ameri¢ckom dolarom,
evrom, japanskim jenom, funtom itd. kao $to je prikaza-
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no u tabeli 2, gde je data kompletna valutna distribucija
prometa globalnog deviznog trzista. Ukupan zbir je 200%
zbog toga $to svaka valuta kojom se trguje uvek ukljucuje
valutni par.

Ttabela 2 najtrgovanije valute na svetu

Most traded currencies by value
Currency distribution of global foreign exchange market turnover
Rank Currency ﬁ ‘)(/)A(:)?::yzzqg,;e

1 | ™= ynited States dollar| ~ USD ($) 87.0%
2 | e EUR (€) 33.4%
3 ® japanese yen IPY (¥) 23.0%
4 | k= pound sterling GBP (£) 11.8%
5 | E88Australian dollar AUD ($) 8.6%
6 : Swiss franc CHF (Fr) 5.2%
7 B+0 canadian dollar CAD (3) 4.6%
8 | "W Mexican peso MXN ($) 2.5%
9 | B chinese yuan CNY (¥) 2.2%
10 | @M New Zealand dollar NZD ($) 2.0%
11 | mE Swedish krona SEK (kr) 1.8%
12 | HE Russian ruble RUB 1.6%
13 nHong Kong dollar HKD ($) 1.4%
14 I:_Singagore dollar SGD ($) 1.4%
15 A2 Turkish lira TRY () 1.3%

Other 12.2%

Total 200%

Izvor: http://www.investopedia.com:“World’s Most Traded Cur-
rencies By Value 2012 poseta 10.06.2013.

Berze pruzaju usluge berzanskim posrednicima i tr-
govcima koji trguju akcijama, obveznicama, finansijskim
derivatima i drugim hartijama od vrednosti. Berze pru-
zaju uslove za izdavanje hartija od vrednosti i za njihovo
sekundarno trgovanje. Danas je trgovanje na berzi sve
manje povezano sa fizickom lokacijom berze, jer berze
sada predstavljaju moderna trzista elektronskih mreza
koje putem Interneta povezuju sve tacke na planeti, pa je
na svakoj berzi moguce, preko ovlascenih ¢lanova berze,

trgovati iz najrazlicitijih delova sveta u realnom vremenu,
§to povecava brzinu i smanuje troskove transakcija.

OTC trzista ili Over the Counter (preko Saltera) trzista
su vanberzanska trzi$ta na kojma se trguje nelistiranim
hartijama od vrednosti, direktno izmedu dve strane i to
kako akcijama tako i obveznicama i derivatima (robni, fi-
nansijski, kamatni, devizni) - fjucersima i opcijama. Ona
su takode povezana elektronskim mrezama putem Inter-
neta. Njihov ubrzani razvoj upravo i pociva na primeni
elektronskih platformi i Interneta u poslovanju.

ZAKLJUCAK

Primena savremenih nauc¢nih dostignuca u finansij-
skom poslovanju oli¢enih u primeni telekomunikacionih
tehnologija i Interneta u bankarskom i berzanskom po-
slovanju predstavljaju osnovni trend razvoja finansijske
industrije poslednjih decenija. Razvoj raznovrsnih nacina
izvodenja finansijskih transakcija upotrebom informaci-
one i telekomunikacione tehnologije bazirne na primeni
Interneta smanjuje troskove transakcija, obezbeduje brzi
obrt sredstava, siguran i bezbedan platni promet, ustedu
vremena i moguc¢nost obavljanja finansijskih transakcija
sa bilo kog mesta na svetu gde je dostupan Internet. Pri-
mena Interneta u finansijskoj industriji dominira u oblasti
bankarstva, bezgotovinskog placanja i berzanskog poslo-
vanja. Ne samo da savremena tehnicka i nau¢na dostignu-
¢a podsticu primenu Interneta u finansijskom poslova-
nju, ve¢ i sam Internet podstice i omogucava brz naucni i
tehnoloski razvoj, pri ¢emu su pozitivni uticaji obostrani.
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