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A SECURE PLATFORM FOR OTT SERVICES BASED ON 
BLOCKCHAIN 

Abstract: 
This paper emphasizes the importance of OTT services today. OTT applications, 
which are only available with internet connectivity and are a major factor in 
the growth of internet usage, will increase productivity in all economic sectors 
and make it easier for information to be shared and services to be delivered 
across international digital value chains. With its ability to store data securely, 
blockchain technology supports fast and simple data transfer, recorded reliably 
by approved entities in an organized way. It can be strengthened how secure 
and useful OTT services are when sending out digital media content by using 
blockchain. One such scheme is presented in this paper.
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INTRODUCTION

There are several definitions of OTT (Over the Top) services. The 
latest definition comes from the ITU (International Union for Telecom-
munications) recommendation (ITU 2019) as an application accessed 
and delivered over the public internet that can be a direct technical/func-
tional replacement for traditional telecommunications services [1]. This 
definition didn’t come from engineers or business experts, but through 
consensus instead. Because of how it was created, it lacks precision 
compared to earlier definitions. Its narrow scope limits real discussion 
by only counting OTT applications that challenge electronic communication 
services. Moreover, platforms like YouTube and Instagram, as well as X 
(formerly Twitter) and Facebook (except for Facebook Messenger), fall 
outside this reach. 
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INTRODUCTION

There are several definitions of OTT (Over the Top) 
services. The latest definition comes from the ITU (In-
ternational Union for Telecommunications) recom-
mendation (ITU 2019) as an application accessed and 
delivered over the public internet that can be a direct 
technical/functional replacement for traditional tel-
ecommunications services [1]. This definition didn’t 
come from engineers or business experts, but through 
consensus instead. Because of how it was created, it 
lacks precision compared to earlier definitions. Its nar-
row scope limits real discussion by only counting OTT 
applications that challenge electronic communication ser-
vices. Moreover, platforms like YouTube and Instagram, 
as well as X (formerly Twitter) and Facebook (except for 
Facebook Messenger), fall outside this reach. 

The second definition was given by Ofcom, the British 
regulatory body for the communication services. Back in 
2015, Ofcom defines OTT as a range of services covering 
messaging, voice and video streaming [2]. In the context 
of communication services, OTT refers to an unmanaged 
digital communication service that is made possible 
through browsers or downloads; calls and messages are 
therefore routed similarly to other internet traffic. OTT 
service is also an audio-visual content delivered over 
the internet, and it is built outside the IPTV (Internet 
Protocol Television) architecture. 

Another relevant definition comes from the Body 
of European Regulators for Electronic Communications 
(BEREC), which defined OTT as content, service or 
application that is available to the end user via the public 
internet [3]. For instance, the content may be any site 
that promotes commercial content or a streaming service 
like Netflix or YouTube [4]. Online sales fit here too, 
just like cloud services on the web, and different plat-
forms, including Yahoo and Google. Social media such 
as Facebook, Instagram, and even messaging services 
WhatsApp and Viber also fall in this category. OTT 
grows steadily in everyday use and is now being used 
for live TV streaming. Consumers of OTT streaming 
services want to watch audio-visual content that feels 
like broadcast television. The companies that provide 
these services need to figure out how to achieve this re-
quirement. This paper is structured as follows: the sec-
ond section gives a brief overview of OTT streaming and 
voice services. Different types of OTT distribution are 
represented afterwards. The primary criterion for their 
evaluation was selected to be QoE (Quality of Experi-
ence). A protected system meant to carry OTT services 
appears near the end.

2.	 OTT IN COMMUNICATION NETWORKS

Traditional communication services provided by the 
operators are becoming obsolete, and OTT services can 
be a valuable alternative. OTT enables a wide range of 
services, such as data sharing and messaging, streaming, 
interactive services, and more. Ultra-high definition 
(UHD) becomes necessary for OTT streaming services 
like YouTube and Netflix, demand high network speed 
and traffic usage. In addition to messaging, OTT ser-
vices like Viber or WeChat employ a number of new 
features, including the ability to exchange images, 
videos, and audio communications. However, send-
ing messages consumes frequently significant signalling 
resources, which is a problem for operators. For OTT 
services with their resource requirements, it is necessary 
to guarantee the transmission quality. OTT services need 
more network operator support than traditional telecom 
services.  Hence, when working with OTT services, it is 
necessary to apply mathematical models that will help 
ensure the quality required for these services.

OTT offers a variety of media, including audio, 
images, video, messages, music, games, and other formats, 
including streaming and messaging services, depending 
on the functions and needs of customers. However, we 
will not examine and evaluate each service's traffic sep-
arately in this article. OTT streaming and voice OTT 
service are the two categories into which OTT services 
can be separated. 

2.1.	OTT STREAMING SERVICES 

OTT streaming services have the possibility to operate 
in ultra-high definition (UHD) and three-dimensional 
(3D) mode. It should be noted that OTT video technology 
is not the same as traditional video. The video data con-
tained in lost packets cannot be recovered, thus tradi-
tional video services require a separate media server. 
Low quality, including mosaics and poor sound quality, 
is the final consequence. Transmission Control Protocol 
(TCP) is used at the transport layer by OTT video ser-
vices that are based on the Hypertext Transfer Protocol 
(HTTP). Since TCP uses flow control and congestion 
management techniques to guarantee reliable trans-
mission, packet loss affects the quality of OTT video, 
and retransmission indicates that new algorithms are 
required to guarantee the quality of OTT services.
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2.2.	VOICE OTT SERVICES 

Voice messaging services have traditional text chat 
features that represent basic telecommunications ser-
vices. Additionally, they offer additional capabilities 
that appeal to mobile consumers, like voice messaging, 
group chat, real-time voice conversation and interac-
tion. The OTT application itself will continue in com-
munication with the distant server to guarantee a high 
level of service, allowing the user to remain online and 
receive the message in real time. OTT services typically 
have very large amounts of interactive data in their sig-
nal networks, which causes the operator's network to 
get overloaded. Hence, the question of how to balance 
a high level of service and ensure network flexibility be-
comes relevant for operators around the world.

3.	 UNICAST DISTRIBUTION OF OTT 

Over unmanaged networks, OTT employs a unicast 
delivery technique. Since only one stream is sent to mil-
lions of customers, IP unicast is therefore very scalable. 
HTTP is another distribution method that is utilized by 
all connected devices and depends on adaptive streaming 
or Adaptive Bit Rate (ABR) over managed networks [5]. 

Table 1 summarizes the various unicast delivery 
techniques for connected devices. In order to give end 
consumers greater control over their experience, opera-
tors offer Set Top Boxes (STBs). The various network 
topologies are shown in Figure 1.

3.1.	MANAGED NETWORKS

In the case of ABR delivery over managed networks, 
HTTP traffic is transferred to a Virtual Local Area Net-
work (VLAN) with delivery priority from the exchange 
to the device. Operators can set up video traffic on their 
own gateway, even if it is transmitted over Wi-Fi. The 
QoE in this configuration is similar to IP multicast in terms 
of delivery. In the meantime, the servers will convert to the 

Figure 1. Different types of unicast networks

Table 1. Unicast mechanisms

Type of  
delivery Service Name QoS Access network Gateway Device Application

Controlled  
ABR

TV over  
IP

IPTV  
2.0 

VLAN  
dedicated  
to service

Operator’s network  
(DSL/Optics/DOCSIS)

Managed from 
the operator

Managed from 
the operator

Managed from the 
operator

Best effort  
ABR

TV over  
IP OTT Best  

effort
Operator’s network  

(DSL/Optics/DOCSIS)
Property of end 
user/operator

BYOD
Managed from 

the operator

Managed from the 
content provider

Managed from the 
operator
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lowest profile that permits seamless delivery when demand 
surges and there is insufficient network or streaming 
capacity. This fact is also referred to as IPTV 2.0, and 
telecommunications implementations following this 
type of architecture are being observed.

3.2.	PURE OTT 

When it comes to pure OTT, content providers 
employ HTTPs to send material to users over the public 
internet. All OTT providers, including Netflix, use this 
technique. There is congestion at the exchange level as a 
result of Netflix traffic's constant rise. In order to avoid 
endless discussions with Internet Service Providers (ISPs) 
about paying for traffic, Netflix offers (for free) the in-
stallation of its own streaming server. Netflix claims that 
the entire library may be stored on a single server. Al-
though it is impossible to evaluate QoE with or without 
Open Connect (a content distribution network specifi-
cally developed by Netflix), many industry participants 
agree that Netflix's OTT services are of the highest quality. 
Hence, Open Connect caching is believed to play a vital 
role. 

3.3.	OTT WITH MANAGED DEVICES

Another aspect of unmanaged ABR is where the 
operators deliver their own device to the end users. This 
is the case for telcos looking to penetrate the user base of 
competing ISPs or for OTT operators looking to better 
control the experience. This is a different case compared 
to Pure OTT, as the operator is in full control of the 
software stack running on the client and can therefore 
better control the user experience.

Very few operators have implemented ABR service 
on their network as OTT does. Some data has been col-
lected that comes from a commercial implementation 
of one operator using exactly the same service on their 
own network with their own device and on OTT over 
their competitor's network. Table 2 represents the main 
characteristics of these two applications.

The difference in QoE (operator-defined proprietary 
metric) between a managed and OTT service is 300%. 
This is explained by the fact that there are no Wi-Fi in-
terference problems on the controlled side. Bandwidth 
can always be secured with the highest priority, and 
the client is serviced via a cable connection that is also 
managed by the operator. However, on the pure OTT 
side, Wi-Fi can cause difficulties on a home network, 
the gateway does not order video services, the network is 
shared with internet traffic, and the operator is left vul-
nerable when using a BYOD (Bring Your Own Device). 

This example shows that a fully managed service has 
a much higher QoE, and this should give hope to IP op-
erators (cable and telecom) in their fight against OTT 
operators who have to go through all the obstacles of a 
pure OTT system. This event could also pave the way for 
using the ISP's managed network to host OTT services 
in the future. To mitigate the pure OTT situation, opera-
tors are now developing their own (Android TV) STBs. 
They can optimize the final link in the chain in this way.

4.	 OTT SERVICES BASED ON BLOCKCHAIN 
TECHNOLOGY

The demand for digital media has been rising over 
the past years due to the popularity of multimedia and 
the networks' ever-increasing capacity [6]. For example, 
digital media with protected content—such as images, 
video, audio, graphics, etc.—are essential in today's elec-
tronic commerce. OTT-based digital media content pro-
viders have developed various e-commerce platforms in 
recent years [7]. The usual website for digital media con-
tent (DMC) always provides a platform for transactions 
for both parties, while the content creator and provider 
upload their DMC products [8]. 

Following payment, customers might browse inter-
esting things on the website and download the DMC. 
Nevertheless, conventional payment methods like credit 
and debit cards are still used to trade these copyright-
protected DMCs on the platform. There are plans for a 
cutting-edge, safe private over-the-top (p-OTT) platform 
where dependable and flexible services may handle the 
transaction process by adopting blockchain technology. 

Table 2. Comparison between controlled architecture and Pure OTT

Service Source Network Network  
characteristics Gateway Gateway to STB STB

Controlled ABR IP private 
network

DSL, Optics, 
DOCSIS

Managed by the  
operator Wired Managed by the operator

Pure OTT ABR Public 
internet

DSL, Optics, 
DOCSIS

Property of end user/
operator Wi-Fi BYOD
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Smart contracts are one of the main features of 
blockchain technology. It is possible to predefine each 
DMC as a smart data contract template. After the smart 
contract negotiation process, the Real Data Contract 
(RDC) will be created and made available. The creator 
or content provider can simply implement their trans-
fer policy by using a pre-defined template for the data 
contract.

After the smart contract negotiation process, the 
Real Data Contract (RDC) will be created and made 
available. The creator or content provider can simply 
implement their transfer policy by using a pre-defined 
template for the data contract. What’s more, an online 
authentication key has been designed for each member 
and a pair of shadow keys for each reserved DMC during 
the transaction period. 

Consequently, this algorithm provides a secure over-
the-top (OTT) platform based on blockchain technol-
ogy. By definition of a smart contract's creation, it is cer-
tainly not only a secure OTT platform but also a flexible 
transaction. Strong security and increased transaction 
flexibility are the goals of a blockchain-based secure 
architecture for over-the-top (OTT) services. The most 
powerful blockchain, like Ethereum, permits the pro-
cessing commands in a form of smart contracts. 

The proposed technique ensures that user-p-OTT 
service transactions are completed by utilizing the ad-
vantages of smart contracts. There are three fundamen-
tal stages in this plan. Phase 1 covers all users who are 
approved members and have the ability to reserve cer-
tain DMC services, like a music track or video, through 
a smart contract negotiation procedure. 

Members start using and playing media according to 
the services to which they have a subscription in Phase 2. 
Phase 3 involves charging and transferring the relevant 
cryptocurrency from the digital wallet of a customer 
to the p-OTT wallet.

The architecture of the secure p-OTT platform 
system based on blockchain technology is illustrated 
in Figure 2. There are two functionalities defined in the 
smart contract. From the perspective of modularity and 
data abstraction, these two functionalities of the smart 
contract can be separated into two submodules, namely 
the controller contract and the data contract. The first 
one serves as an interface for the application program 
and is utilized to carry out logical operations. Applica-
tion Programming Interface (API) and logical code are 
contained in the controller contract. In order to modify 
some data in the associated data contract and the API, 
the logical code will be run. It is also designed to enable 
external applications to make calls to the controller 
contract.

Along with providing read and write functions for 
the controller contract, the data contract will also spec-
ify a few structures. Furthermore, the decentralized ap-
plication DApp has a backend code that operates on a 
decentralized peer-to-peer network. In order to make 
system calls to the backend, the DApp also has a user 
interface and a frontend code. The name space contract 
will allocate suitable addresses for the final data con-
tracts as they will be dispersed throughout the peer-to-
peer blockchain network. 

Figure 2. Architecture of the secure p-OTT platform [8]
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The systems utilized a p-OTT client on the frontend, 
powered by a robust p-OTT backend. This system might 
be powered by blockchain networks like Ethereum or 
Bitcoin. Every transaction in the system will be created 
and managed by a smart contract that is linked to the 
blockchain network. The main purpose of the DApp is 
to provide customers with verified memberships with 
an interface. An authorized membership is a consum-
er who is registered on this p-OTT platform and has 
a functional cryptocurrency wallet within the same 
blockchain network. The DApp might conduct the per-
tinent transactions by making system calls to the con-
troller contract in addition to offering a user interface 
for member authentication. The user can select from a 
range of interesting DMCs, such as videos and music 
recordings, via the DApp. After the game is over, the 
DApp will notify the controller contract to process the 
delivery of cryptocurrency.

5.	 CONCLUSION

When providing OTT services, a large number of 
third-party factors that do not always depend on the 
transmission medium affect the assurance of quality. As 
a result, the analysis needs to consider both the users’ 
views and the equipment quality metrics. QoS is being 
evaluated for this reason. On the other hand, it is neces-
sary to hear the needs of the users and for that purpose, 
QoE is assessed. 

Connecting the equipment-related parameters with 
the user perception-related elements is essential for a 
competent assessment. Several models have been devel-
oped that attempt to connect these parameters, but it 
all depends either on the imperfections of the described 
model, which ignores the complexity as well as a num-
ber of other aspects. 

While the competitive questions arising from the use 
of OTT can be assessed with current regulatory market 
definitions and tools, other new (technological) regula-
tions are needed to address consumer online protection, 
data privacy, and cybersecurity. Although OTT services 
are an innovation that is revolutionizing the world, there 
are still a lot of issues that have to be fixed, and more 
factors will probably be taken into account in the future.
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