COMPUTER SCIENCE AND ARTIFICIAL INTELLIGENCE SESSION

ADVANTAGES OF SOAR IN COMPARISON TO TRADITIONAL

SECURITY SOLUTIONS

Boban Stojanovic*,
[0009-0000-5791-4274]

Marko Premovic,
[0009-0004-4871-9601]

lgor Petrovi¢
[0009-0001-9936-9208]

Ministry of Defense,
Republic of Serbia,
Belgrade, Serbia

Correspondence:

Boban Stojanovi¢

e-mail:

bobanstojanovic012@gmail.com

O

Abstract:

In every SOC team, a shift starts with hundreds, sometimes thousands, of alerts,
and with even more during cyber incidents. In traditional SOC environments,
most of these alerts need manual analysis and verification before action is taken.
We live in the age of automation and AI, which SOC teams and attackers alike
can use. When an attack is conducted with Al tools and automation, this can
lead to a shorter response time [1]. Nowadays, there is a lack of I'T personnel
everywhere, especially those with adequate knowledge. SOC teams face the
same personnel issue. The situation is even worse in 24/7 environments [2].
Night shifts are the hardest: false positives come up, people are tired because
they normally sleep at these hours, and real threats sometimes go unnoticed.

Traditional tools, such as SIEM, IPS/IDS, and EDR, are still part of every SOC
and continue to detect threats, but cyber analysts must still perform most
response steps by hand [3]. To overcome the problem where analysts have to
work manually, SOAR platforms come into play. SOAR platforms connect
to traditional SOC tools and leverage their data to automate repetitive tasks
(such as IP reputation checks, WHOIS lookups, and hash verifications). In
addition, SOAR introduces structure into incident response processes. In this
way, security analysts have more time to do other work.

This paper will examine the advantages and consequences of adopting SOAR
in SOC, including process efficiency, process standardization, and expand-
ability. This paper also discusses automation risks that are often not covered
in vendor manuals [4].

Using SOAR can greatly reduce response time, sometimes by nearly half. Initial
deployment typically takes several months (typically 3-6). The most important
benefit for analysts is that they lose less time on repetitive tasks. The size of
this benefit depends mostly on how well traditional SOC tools were prepared
for integration with the SOAR platform and how well the integration went.
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INTRODUCTION

When you start using SOAR platforms, the main benefits are not
instantly obvious. All advantages become visible after several months of
hard work on tuning, allowing the platform to demonstrate its full capa-
bilities. For analysts, the biggest change was less time spent on repeti-
tive tasks, as we mentioned before. In practice, the platform's benefits
depended on how well everything was prepared for integration [5], [6].
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Most threats today (such as ransomware, APTs, and
supply chain attacks) use automation, including AI-
powered techniques. Standard detection tools struggle
to keep up and respond in time to prevent more signifi-
cant damage [1], [7].

Tools such as firewalls, IDS/IPS, and SIEM are still
in use and remain the most important in most environ-
ments. The real problem? These tools don't act on their
own. Someone has to perform the work manually, which
delays incident responses. [8]. This pattern is present in
every environment that does not use advanced security
platforms such as SOAR.

Back in 2022, Gartner first introduced the SOAR
concept, pointing out the need to combine orchestration,
automation, and case management into a single platform
8].

Organizations in the region face the same pressures
ENISA and (ISC)? report globally: limited skilled staff
and burnt-out SOC team members [1], [2]. For smaller
teams, this is easy to notice; it shows up directly in the
daily workload. Available reports for one defense
institution in Southeast Europe say the following: strict
compliance rules, three analysts covering 24/7 shifts,
and more than half their time spent manually validating
alerts (what they called "triage without tools"). In these
circumstances, there was almost no room left for further
investigation before automation arrived.

This study is based on observations of how opera-
tional SOC environments and their security analysts
worked their daily jobs before and after implementing
SOAR platforms.

2. EVOLUTION OF CYBERSECURITY
SYSTEMS

Upgrading SOC from a reactive to a pre-emptive
approach is seldom a direct line. In most cases, it's the
management team, not some formal strategy, that decides
how fast you'll get there. Maturity usually increases
with how much you can see and how quickly you can
respond [4]. The evolution of cybersecurity systems can
be summarized in five stages.

2.1.STAGE 1: UNAWARE

Lack of security monitoring tools and of incident
response means it is ad hoc or non-existent. Attention
remains concentrated on basic vulnerability recognition
rather than on active defense [5].
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2.2.STAGE 2: REACTIVE / SOC

SIEM, IDS/IPS, and EDR tools are implemented, but
the response still happens after the incident appears.
Analysts manage most interventions by responding to
known threats as they come up [3].

2.3.STAGE 3: PROACTIVE

Security operations take on a future-oriented approach.
Teams start actively hunting for threats, SOC workflows
become more organized, and the emphasis shifts to
ongoing observation and early action to reduce possible
risks before incidents occur [9].

2.4.STAGE 4: ANTICIPATORY (PREDICTIVE OR ADAPTIVE
SECURITY)

Begin using analytics and threat intelligence to predict
possible attacks. Preventive approaches replace entirely
reactive methods.

2.5.STAGE 5: XDR / SOAR

Integrated operations and automation are: analytics-
driven decision support, cross-tool orchestration, and
speedier response times, enabling intelligence-guided
defense with far less manual effort. By comparing the
experiences of other SOCs, we found that reaching this
stage took about two years and required as much cul-
tural change as technical implementation.

3. CLASSIC SECURITY SOLUTIONS
3.1.SIEM TOOLS

In most SOCs with available documentation, SIEM
software like Splunk was primarily used for log aggre-
gation, correlation, and compliance reporting. They
worked well for event detection, but not for automated
action, because these tools don’t support it [3]. These
tools alone cannot perform automated mitigation; the
job is done manually.

3.2.IDS/IPS AND EDR TOOLS

IDS and IPS monitor networks, and EDR agents
monitor endpoints. Each tool works alone. Their lack
of integration causes problems. When something suspi-
cious appears, analysts must manually combine reports.
They check the network alert against these jobs and the
endpoint agent's report, then decide how to respond.
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4. LIMITATIONS OF CLASSIC SECURITY
ARCHITECTURE

4.1.HIGH FALSE POSITIVE

In an everyday job on the SOC team, there are many
alerts, with false-positive rates sometimes exceeding
50% [10]. Each alert requires manual review, which
takes up analyst time and leads to fatigue.

4.2.LONG RESPONSE TIMES (MTTR - MEAN TIME TO
RESPOND)

The usual incident response process has multiple
steps, and going through them can take hours to days.
These include alert validation, data enrichment, threat
intelligence correlation, escalation, and mitigation.

4.3.LACK OF STANDARDIZATION

Using only classic cybersecurity tools, different
cybersecurity analysts will react to the same incidents
differently. That inconsistency leads to unpredictable
results and gaps in coverage.

5. SOAR PLATFORM

Although implementations vary, most SOAR plat-
forms revolve around three tightly connected functions:
orchestration — coordinating multiple security tools;
automation — executing pre-defined workflows and
playbooks; and incident management — overseeing the
full lifecycle of security incidents.

Common SOAR solutions include Cortex XSOAR
(Palo Alto Networks), Splunk SOAR, and IBM Resilient,
each with different levels of complexity and integration
requirements.

6. SOAR SYSTEMS' ADVANTAGES

Looking back, the biggest change wasn’t a specific
feature. It was how the daily workflow actually felt in
practice. The changes didn’t happen overnight. It took
some time before things started to settle, but after a
while, a few areas clearly stood out.

One of the first things we noticed was the impact of
automating standard tasks, such as WHOIS lookups, file
hash checks, and IP reputation checks. Before that, each
of these could easily take 10-15 minutes per alert.
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With automation in place, most of it was done in
seconds. We still ran into infrequent delays, usually
when external feeds were slow or unresponsive. Still, the
difference was noticeable. The analyst had more time to
do other things.

Another area where we saw a clear improvement was
MTTR. Pre-configured playbooks shortened the gap
between detection and containment. In high-volume
scenarios, like the phishing alerts we were drowning in,
response dropped from roughly 20-30 minutes to under
five minutes in most cases.

Standardization gave us a huge benefit. Before
SOAR, incident handling often depended on who was
on the cybersecurity analyst team. One analyst might
isolate an endpoint right away, while another would
spend 10-15 minutes investigating before taking action.
Playbooks made that deference disappear. The process
became more consistent. Compliance audits became
simpler in practice. Cybersecurity models such as NIST
CSF and ISO/IEC 27001 [11] were easier to implement
because each phase was automatically logged.

Scalability was another factor. Alert volume grew
from 200 to over 1,500 per day within two years, and
automation absorbed all the growth.

Threat information integration proved to be more
beneficial than initially anticipated. Multiple threat feeds
were consolidated into the SOAR platform, enabling au-
tomatic enrichment upon alert receipt. By the time an
analyst reviews a case, relevant data such as IP reputa-
tion, file hash verdicts, and WHOIS information are al-
ready available. Although occasional errors occur, triage
times are significantly reduced.
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7. QUANTITATIVE BENEFITS

According to industry reports, MTTR reductions are
often reported in the 40% to 70% range, but this depends
heavily on SOC maturity and integration depth [4],
[9]. Table 1 gives a simplified overview of what we saw
changing in practice between traditional and SOAR-
enabled setups.

In practice, automation usually reduces analysts'
workload, while core detection functions remain largely
dependent on existing tools such as SIEM and EDR. Table 1
shows the clearest gains in response time and analyst
workload. For analysts, this implies fewer repetitive
checks and fewer false positives per shift — improve-
ments that often only become evident after a few shifts
of sustained use. Not all automation attempts succeed
immediately; organizations with less mature processes
sometimes see only marginal gains until playbooks are
properly tuned.

7.1.REAL-WORLD IMPLEMENTATION

In one of the SOC environments we observed, alert
volumes exceeded 1,500 per day — a volume at which
manual triage alone was no longer sustainable. In one
case, phishing alert triage time dropped from about
20-30 minutes per alert to under five minutes after
automation was introduced.

One thing we observed during implementation is
that automated playbooks tend to work best when SOC
data quality and processes are already mature. If SIEM
rules are misconfigured, automation can struggle — or

in some cases even cause additional problems. In the
endpoint isolation case we mentioned later, that’s exactly
what happened. A gradual approach — starting with
low-risk tasks such as phishing triage — allowed teams
to adjust prior to scaling. Even with this approach, the
SOAR platform made everything more complicated
before it started helping with task automation.

8. AUTOMATED PHISHING RESPONSE
PLAYBOOK (SIEM + SOAR INTEGRATION)

We will illustrate here a typical automated phishing
workflow; the SOAR platform first receives an alert from
the SIEM based on suspicious email indicators. Next, it
imports threat intelligence data (WHOIS, IP reputation,
file hash analysis, and other data) and determines severity.
If it detects a real threat (usually of high severity), prede-
fined playbook-automated actions will be taken (domain
blocking, endpoint isolation, account disabling, and other
actions defined in the playbook). The platform manages
the incident lifecycle, with ticket creation, notifications,
and audit logging. This can greatly lower MTTR in
properly tuned environments. Also, this can improve
consistency in incident handling. Previous steps are not
always straightforward. SOC teams receive many alerts
about potential incidents every day, and they must keep
enrichment and risk assessment in sync.

Table 1. Comparison of Traditional SOC and SOAR-Enabled SOC

Parameter Traditional SOC SOAR-Enabled SOC
MTTR Hours to days, depending on analyst .
(Mean Time to Respond) workload and complexity Minutes to hours due to automated playbooks
MTTD Dependent on manual correlation

(Mean Time to Detect) and alert triage

Reduced through automated enrichment and correlation

Analyst
Workload

High - repetitive tasks

(enrichment, validation, correlation)

Reduced - automation handles repetitive processes

False Positive

Manual verification is required for

Automated filtering and enrichment reduce manual work

Handling most alerts
Error Rate rI;Illig’?afe; huge impact of human Lower - standardized incident response
Scalabilit Limited — more personnel for High - handles increased workload without proportional
Y higher alert volumes staffing
gesp onse Varies between analysts Standardized via playbooks
onsistency
Operational .
Efficiency Moderate High
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9. SOAR AND RANSOMWARE

You need to act quickly if you suspect a ransomware
infection. SOAR playbooks enabled SOC teams to iso-
late compromised systems, block lateral movement, and
collect forensic data fast.

In a security infrastructure with classic security tools
(no SOAR implemented), you have to use multiple tools
to obtain forensic data, and the process is manual [7].

10. SOAR IMPLEMENTATION CHALLENGES

Although SOAR brings clear benefits, its implemen-
tation also introduces technical complexity and addi-
tional operational burden, particularly during initial
deployment.

The SOAR platform is a complex integration, and
this can lead to errors. Proper deployment relies on
several tasks, including detailed process mapping, high-
quality playbooks, proper integration, and continuous
maintenance [11]. According to available documents of
several SOC teams, one in three automation attempts
initially showed no improvement in MTTR; the main
reason was incomplete integrations or poorly tuned de-
tection rules. The results of automation depend more
on existing processes and on how well teams collaborate
before automation is introduced.

SOAR licenses are very expensive, which could be a
big problem for small organizations. This monetary ob-
stacle explains why adoption rates vary markedly among
regions.

In smaller SOC teams, these problems are amplified
— limited staff means every misconfiguration has an
immediate impact. The benefits of automation are most
evident in high-alert situations, but only if SOAR and
integration with other security tools are implemented
properly.

Not all playbooks and defined automatic actions
will work properly at first. For example, the automated
endpoint isolation playbook triggered on a false posi-
tive, isolating a test server. Root cause analysis showed
an overly broad detection rule that had not been prop-
erly tuned before SOAR was embedded into the exist-
ing security infrastructure. The playbook was reviewed.
Mistakes in the detection rule were removed. The new
playbook was tested in the test environment, and the
desired playbook reactions were achieved.
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10.1. OPERATIONAL RISKS OF AUTOMATION

Implementing SOAR platforms and playbooks can
introduce new risks. The endpoint isolation in the in-
cident described earlier in the text showed how auto-
mation can cause problems when integration and rule
tuning are not adequately implemented. A badly clas-
sified alert can sometimes block production services,
and over-automation can affect analyst judgment. To
reduce this, we introduced manual approval steps for
high-impact actions (e.g., account disabling, network
segmentation). We also started doing better testing and
monitoring of playbooks and their automated actions
before implementing them in our production environ-
ment.

11.FUTURE OF SOAR

In the future, SOAR will probably be better integrated
with AT and XDR. AI can already accelerate playbook
generation, and XDR provides broader visibility. The
main benefits come from combining faster response and
fewer gaps between detection and action.

For example, a defense institution in the Western
Balkans rolled out a phishing playbook, reducing response
time from 4 hours to under 20 minutes within the first
month.

Well-tuned SIEM rules are very important, not just
the automation itself. A gradual rollout gave analysts
time to build confidence prior to scaling up.

11.1. PRACTICAL RECOMMENDATIONS FOR SOAR
IMPLEMENTATION

If you want the SOAR platform integration to be
implemented successfully in an organization, some steps
are important to take:

o Detection rules must be properly configured and
tuned.

o Start with automation slowly (simple tasks with
low risk, for example, phishing triage or IOC
enrichment).

o Periodically review and update playbooks (keep

playbooks up to date for new online threats).

o Partnership among analysts, engineers, and man-
agement to coordinate technical capabilities with
corporate aims.
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12. CONCLUSION

Looking across the SOC environments, over time,
the biggest improvements came down to two things:
less repetitive work and faster routine responses. Where
processes were already mature, benefits tended to show
relatively quickly. In cases, detection rules were unstable,
automation sometimes made things worse before it
helped — as the endpoint isolation incident illustrated.
In high-confidence cases, MTTR dropped from several
hours to under one hour. Automation helped the most
when it handled routine tasks, but left important decisions
to human analysts.

These observations come from a relatively small
number of SOC environments — so the results may not
apply everywhere. Still, the same patterns showed up
consistently across every team we worked with.

For institutions in Southeast Europe — especially
defense and public-sector organizations — adopting
SOAR isn't simply a technical upgrade. It's a tactical
decision. Subsequent research could also look at how
these benefits compare across SOCs at different maturity
levels. From what we saw in day-to-day work, whether
SOAR actually helps comes down to a few simple things
— how well everything was set up beforehand, how
smoothly the integrations worked, and how carefully
it was rolled out over time. In practice, it is a tool that
provides automated actions wherever it is implemented.
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