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Abstract:

In recent years, e-commerce has made everyday life much easier by enabling
quick and convenient shopping. However, this brings with it both advantages
and risks. One of the biggest challenges is to protect user data. Thanks to the
GDPR and the CCPA, users are given greater transparency and control over
their data when interacting online.

In this context, consent notices have become a key element of online interac-
tions, providing users with clear information about how their data is being
used. These notices often appear when visiting a website or when there are
changes to the privacy policy, allowing users to make informed decisions
about their privacy. Through properly designed notices, users are allowed
to control their data and express their consent in a way that suits their needs
and preferences. This represents an important step towards strengthening
user trust in the online environment and improving privacy protection on
the Internet.

The research analyses in detail the acceptance of the use of cookies on the
e-commerce site. It focuses on how users react to cookie notifications and
what options they choose when deciding whether to accept or reject cookies.
The goal of the research is a deeper understanding of user behaviour and
preferences regarding privacy and data protection when shopping online.
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INTRODUCTION

In today’s digital era, where nearly every aspect of our lives is moving
online, the most important things are data protection and user privacy.
The rapid development of technologies brings us many advantages, but
on the other hand, it brings us some risks.

E-commerce is one of the greatest things that evolved from surging
internet and technology development. It has made our lives easier in
many ways. Time-saving, increased purchasing flexibility, and increased
customer loyalty are just some of the numerous advantages. E-commerce
enables customers to purchase quickly and easily. During online shopping,
users share sensitive information such as credit card numbers, addresses,
and some private data.
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Therefore, there are risks of misuse of users’ private
data and unauthorized access.

In recent years, laws have come into force that deal
with the protection of user privacy. These are the
European Union’s General Data Protection Regula-
tion (GDPR) and the California Consumer Privacy Act
(CCPA). GDPR is the EU’s data protection and security
law [1], while the CCPA is a law covering the use of Cali-
fornia citizens’ data [2]. These laws support independ-
ent decision-making through information, increasing
transparency requirements in companies' data collection
practices, as well as strengthening the rights of individu-
als regarding their data.

The GDPR’s impact was very important. Websites
now ask users for consent before placing cookies in the
form of cookie banners when users visit the website. In
that way, users can control whether and how much they
allow their movement on the site to be tracked [3].

The primary objective of this research is to conduct
a systematic analysis of the design of existing consent
notices and user behaviour during the consent process
on web pages. The analysis will be based on samples col-
lected from the Serbian e-commerce website over a pe-
riod of one month. Through this, researchers will inves-
tigate whether users accept all cookies, partially accept
their use, or do not accept cookies, identifying patterns
and trends in user behaviour. By analysing the collected
data, researchers will gain insight into user preferences
regarding the acceptance of cookies.

2. CONSENT NOTICES

Consent notices are notices displayed on websites or
applications to inform users about the use of cookies,
tracking pixels, and other similar data collection tech-
nologies. They usually appear when users visit a website
for the first time or when there are changes to a website's
privacy policy or cookies. These notices inform users of
the website's data collection practices and provide op-
tions for users to accept or decline the use of these track-
ing technologies [4].

The use of consent notices became more prominent
in the late 2000s and early 2010s, with the rise of on-
line privacy concerns and increased regulatory scrutiny.
Before this period, data collection practices on websites
were often less transparent, and users had limited aware-
ness of how their data was collected and used.
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Consent notice use has been further encouraged by
the passage of stronger privacy rules, such as the Califor-
nia Consumer Privacy Act (CCPA) in the United States
and the General Data Protection Regulation (GDPR)
in the European Union. According to these rules, web-
sites and other online platforms must get users' express
agreement before collecting and using their personal
information. [5].

In recent years, consent notices have become com-
monplace on most websites and apps, reflecting the
growing emphasis on transparency and user control
over their personal data [6]. Although their implemen-
tation varies across platforms and legal frameworks,
consent notices play a key role in empowering users to
make informed decisions about their online privacy and
data protection.

2.1. AHISTORICAL OVERVIEW OF CONSENT NOTICES:
EVOLUTION OVER TIME

In the early days of the Internet, user data collec-
tion practices were less regulated, and notices about the
use of cookies or other tracking technologies rarely ap-
peared.

Cookies have become a more popular method of
gathering user data at the start of the 21st century. Not
everyone, though, was aware of their usage. After the
2009 modification to the EU ePrivacy Directive (EPD),
which addressed concerns about the trust of digital
communications and monitoring on the Internet, con-
sent screens began to appear on websites. [7].

Consent interfaces have become more widespread
after the general data protection of the European Un-
ion Regulation (GDPR), the comprehensive privacy
legislation that has a global impact, entered into force
in May 2018 [5]. Under the GDPR, organizations must
seek consumer consent to process personal data beyond
what is necessary to fulfill a legitimate business interest.
GDPR has inspired several other national privacy laws,
including one in Canada, Japan, South Korea, Colom-
bia, Argentina, and South Africa [7]. GDPR also set the
stage for the California Consumer Privacy Act (CCPA),
which went into effect in January 2020.

California state law requires certain companies to
notify consumers related to data collection. Among other
privacy rights, it gives California residents have the right
to opt out of personal data sold to third parties, for exam-
ple, for marketing purposes [7]. The California Privacy
Rights and Enforcement Act (CPRA), which entered into
force in November 2023, it builds on the CCPA.
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The law provides additional privacy rights for Cali-
fornia consumers, including the right to give up the
business using sensitive personal data and yes to give
up part of the information with third parties (in addi-
tion on sale).

Furthermore, the CPRA expressly prohibits the use
dark patterns design in consent interfaces [7]. As it may
be too early to judge the organization's response CCPA,
there is evidence of mixed compliance with GDPR con-
sent requirements. After the GDPR went into effect in
May 2018, 6,579 websites were evaluated, and Dege-
ling's measuring study et al. discovered a 16% increase
in cookie consent interface display.

So while consent notices have only become wide-
spread in the last few years, their development has been
a result of the evolution.

3. PROPERTIES OF CONSENT NOTICES

The consent notices found on the websites are differ-
ent in terms of their user interfaces and their basic func-
tionality. Some are only capable of displaying a notifica-
tion that the website uses cookies or collects user data
without providing any functionality to make the website
comply with the visitor’s choice. In contrast, other cook-
ie notices are provided by third-party services that offer
complex opt-in choices and block cookies until the user
consents explicitly [8]. Certain graphical interface vari-
ables significantly affect the design and effectiveness of
the consent notice itself. Size, colour, typeface, element
order, use of graphics or photos, and interactive features
like buttons or links are a few examples of these varia-
bles. Users' perceptions and their propensity to accept or
reject the usage of cookies and other tracking technolo-
gies can be greatly influenced by these variances. Thus,
in order to create consent notices that strike the best
possible balance between user information, aesthetics,
and functionality, it is crucial to give careful considera-
tion to these factors [9].

Some of the most important variables are size, posi-
tion, blocking, and choices.

Size. The size of the consent notice depends on
some factors. Generally, on smartphones, the consent
notification is displayed over the entire screen, while on
computers, the notification is displayed in one part of
the screen. The size of the consent notice may also be
predetermined by the design itself.

Position. The position of the consent notice can be dis-
played in one of seven positions: in one of the four corners,
in the middle, at the top, and at the bottom of the page.
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Blocking. Some consent notices prevent visitors
from interacting with the website before making a
decision.

Choices. Consent notices offer website visitors several
possible options:

1. No notification. The website informs the user
about the use of cookies without any possibility
of interaction;

2. Confirmation only. Banners have a confirmation
button with text like "OK" or "I agree", clicking
on it interprets as an expression of consent of the
user;

3. Binary. Banners have 2 buttons: to accept or re-
ject the use of all web cookies on the website; and

4. Category. Banners that allow the user to make a
choice. Visitors can allow or disallow cookies for
each category individually [8].

4. RESULTS AND DISCUSSION

Based on the research that was done, several user
behaviours were seen in relation to approving or refus-
ing the use of cookies. The user must indicate his agree-
ment to the usage of cookies in order to access the web-
site. This consent notice requests the user's consent to
use analytical and advertising cookies while informing
them that cookies are required for the website to func-
tion properly. The user can choose to refuse the use of
advertising and analytical cookies, accept them fully, or
only in part.

Google Analytics tools are used for analysis, while
Google Ads is used for advertisements. The data analysis
was performed on the number of users who visited the
website in a period of one month.

It was found that 53% of users accepted all cookies
- including analytical and advertising cookies, 31%
accepted partially - analytical or advertising cookies and
16% refused to use cookies — they accepted only necessary
cookies. Figure 1 shows a chart representing the per-
centage of people who accepted, partially accepted or
accepted only necessary cookies.

Of the 31% of users who partially accepted the use of
cookies, 37% approved the use of Google Analytics, and
63% approved the use of Google Ads. Figure 2 shows a
chart representing the percentage of people who accept
Google Analytics cookies and accept Google Ads cookies.
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W Accept all cookies W Partially accept cookies W Accept only necessary cookies

Accept all cookies

Partially accept 53%
cookies
31%

Figure 1. Acceptance Chart.

PARTIALLY ACCEPT COOKIES

W Accept Google Analytics cookies B Accept Google Ads cookies

Accept Google Ads
cookies
63%

5. CONCLUSION

This analysis highlights the importance of providing

Figure 2. Partially Acceptance Chart.

That fact alone shows that there is an increasing need
for artificial intelligence and automation within digital
marketing. Platforms like Segmentify and Klaviyo allow
for easier personalization and automation.

transparent information and privacy control options to

users, to respect their preferences and ensure that their

experience on the website they visit is in line with their

expectations. Also, these results can serve as a basis for

further adjustment of cookie policies and communica-

tion strategies with users, which would contribute to

improving their satisfaction and trust in the platform.

The fact that a certain number of users have accepted

the use of cookies for Google Ads indicates that users
accept and want personalized advertising content to be
shown to them on other websites and social networks.
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