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SDN APPROACH IN DEVELOPMENT IOT ENVIRONMENTS 

Abstract: 
SDN and IoT are two growing technologies that have been the focus of researchers 
around the world in recent years. Modern access to the network offered by SDN 
and the growing number of IoT devices shows that the integration of these two 
technologies as well as their adaptation to each other can significantly improve 
the interoperability of the whole environment. IoT security issues can also be 
bridged by the idea of integrating modern firewall or IDS/IPS solutions through 
an SDN controller or as an independent entity within an SDN environment. The 
paper aims to show the work done so far on the implementation of SDN in the 
IoT environment as well as to provide overview for further development of SDN 
in the IoT communication service.

Keywords: 
SDN, IoT, Integration, Programability, Security.

INTRODUCTION

SDN stands for Software Defined Network created by Martin Cassado 
in 2005 [1]. SDN is a different approach to network management that 
allows dynamic, programmability and efficient network configuration, all 
in order to improve network performance and monitoring, thus making 
the network more of a cloud-computing component than a component 
of traditional computer systems. 

Despite the fact that traditional networking devices are evolving, the 
disadvantages of the traditional approach are the impossibility of massive 
scalability, multi-tenant networking, as well as virtualization. This further 
implies the difficulty of proper configuration, the difficulty of adding new 
functionalities (upgrades) as well as the difficulty in finding potential 
errors on the system (it is necessary to analyze all devices in the network). 

A new approach to computer networks - SDN, provides a new work-
space in which network engineers can automatically and fully dynamically 
manage and control a large number of network devices, services, different 
topologies and even packages using a higher programming language and 
APIs. The needs of SDN are virtualization and orchestration. Virtualization 
because there is no need to worry about where the logic of the network is 
really physically located, how big it is and how it is organized. 
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Figure 1 - a) Traditional network model, b) SDN network model

Orchestration means the control and management of a 
large number of devices through a single command. On the 
other hand, the Internet of Things, together with SDN, is 
presented as one very important development technology 
that seeks to connect different objects via the Internet. By 
implementing SDN in the IoT network, centralized control 
of IoT devices such as sensors, actuators, RFID tags, etc. is 
achieved. The main purpose of integrating SDN into IoT 
is to organize streams using SDN controllers which further 
reduces human activity on the network. 

Some benefits of SDN and IOT integration are im-
plementing intelligent routing decisions, simplification 
of information collection, analysis and decision making, 
visibility of network resources which include network 
management simplification based on user, device and 
application specific requrements or implementing intel-
ligent traffic pattern analysis and coorinated decisions.
The main feature of the SDN network model is the sepa-
ration of Control and Data Plane, which allows inde-
pendent development of each individual. A comparative 
view of models are given in Figure 1.

2. AN OVERVIEW OF CURRENT SDN SOLUTIONS

Many professional and scientific communities have 
been involved in the development of SDN, as well as 
many manufacturers of network devices. The course of 
development of open source SDN solutions constantly 
follows the development of SDN solutions of vendor 
companies. One of the major differences is the technol-
ogy of creating SDN controllers and components that 
join the controllers, while from the aspect of network 
application development the situation is completely 
identical, both communities offer a well-defined API, 

thus providing independent access to the system in rela-
tion to the programming language.

2.1. OPENSOURCE SOLUTIONS

ONOS - Open Network Operating System is a java-
based SDN solution that is being actively developed by 
the ONF community. ONOS network operating sys-
tem, framed by a software controller implemented in 
next-generation SDN/NFV environments. It has been 
developed to satisfy the flexibility in creating and im-
plementing dynamic network services with a simple 
programmable interface. ONOS supports pre-configu-
ration and real-time network configuration, eliminating 
the need to run routing and switching control protocols 
within network devices [2]. 

OpenDayLight is a modular open platform for con-
figuring and automating networks of any size and distri-
bution. ODL is a part of LF networking that aims to de-
velop the Open Networking ecosystem. It is designed as 
a general-purpose platform for delivering a wide range 
of network services. ODL provides all the benefits of 
SDN and NFV providers, research institutions and or-
ganizations such as smart cities or metropolitan areas. Its 
SDN controller is called OpenDayLight Phosphorus [3]. 

Open vSwitch is a multi-layer switch licensed under 
the Apache 2.0 license. It is designed to enable massive 
network automation through programmable interfaces, 
supporting both standard management interfaces and 
protocols such as NetFlow, sFlow, LACP, 802.1ag, etc. 
In fact, it is designed to support the distribution of net-
work services across multiple physical servers, similar to 
VMware VDS or Cisco Nexus 1000v series switches [4]. 

Ryu is a component-based software-defined network 
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framework. Ryu delivers software components with a well-
defined API, which facilitates the development of network 
management and network applications. Ryu supports 
various protocols for managing network devices such as 
OpenFlow, NetConf, OF-config, etc. Unlike ONOS and 
ODL, Ryu is a python-based SDN solution [5]. 

2.2. VENDOR SOLUTIONS

Cisco ACI (Cisco Application Centric Infrastruc-
ture) is an SDN solution from Cisco, the world's leading 
network equipment manufacturer. This solution works 
with the APIC (Application Policy Infrastructure Con-
troller) software controller and Nexus 9000 switches. 
What characterizes the Cisco ACI is a much higher 
throughput, 5 times less latency compared to competing 
technology, 2 times faster data backup, supports micro-
segmentation thus providing a higher level of security. 
In addition to full automation, it also offers a unique 
management console [6].  

When it comes to Data Centers, VMware currently 
offers a leading SDN solution related to Data Center 
technology. NSX is basically an overlay network tech-
nology and can work with any hardware switch. NSX 
offers a wide range of network functionalities in virtu-
alized form, which means that it is possible to create a 
large number of Overlay networks, Virtual routers, Edge 
gates, Switches, Firewalls, Load Balancers, VPNs, etc., 
without the use of additional hardware. VMware offered 
NSX in two variants: NSX-V and NSX-T, where NSX-V 
is exclusively for vSphere hypervisors, while NSX-T sup-
ports most modern infrastructures such as OpenStack, 
KVM, Kubernetes, AWS, etc. [7].

One of the world's telecommunications companies 
is Nokia, which offers the Nuage Networks Virtualized 
Services Platform (VSP) SDN solution based on its own 
Virtualized Services Container (VSC) as well as two oth-
er key elements: Virtualized Services Directory (VSD) 
and Virtual Routing and Switching (VRS). Like other 
vendors, Nokia Nauge Networks provides a full range 
of products optimized for Data Center, Cloud and SDN 
operations [8].

3. OVERVIEW OF RELATED RESEARCH AREAS 
– INTEGRATION OF SDN INTO THE IOT 
ENVIRONMENT

The starting point for this paper was a publication 
that thoroughly described the application of SDN and 
virtual technologies and their integration into the IoT 
environment [9]. The idea of the authors was to system-
atize all the knowledge related to the support of SDN in 
the IoT environment, from physical computer network 
to wireless and mobile sensor networks. The authors 
conclude that the advantages of SDN are numerous, es-
pecially when it comes to sensitive and mission-critical 
IoT applications that require a certain level of security. 
What determines all scientific papers is what they deal 
with SDN and its integration into the IoT. The follow-
ing subsections provide some topics on which there is a 
large amount of research.

3.1. NETWORK MANAGEMENT EFFICIENCY

Research shows the potential inefficiencies of tradi-
tional network technology when it comes to the large 
number of IoT devices on the network. In general, they 
analyzed the implementation of SDN in production 
networks, after which they came to the conclusion that 
SDN is one of the good ways to improve the manage-
ment of the entire network infrastructure [10]. 

Based on results in Table 6 [11] it is shown that the 
SDN-based framework in relation to tables that handle 
environments such as network management protocols 
for IoT low power networks Cloud-based frameworks, 
Semantic-based frameworks and machine learning 
based frameworks in advantage by the following param-
eters Scalability, Fault tolerance, Energy efficient, QoS, 
Security.

What is specific of  SDN-based frameworks in ac-
cording to the IoT with traditional networks, is the flex-
ible topology which is changeable. So if the traditional 
gateway breaks down, the networks can not continue 
to work by adjusting themselves. But in the introduced 
SDN, the network can reconfigure according to the 
change of environment [12].

SDN-based frameworks for IoT networks manage-
ment have been proposed in order to centralize network 
management operations on a central entity and so, 
reduce computational operations on IoT devices
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3.2. SECURITY

Due to the weaker processing power of IoT devices, 
a large number of papers have been published on the 
topic of researching the security aspect of the IoT envi-
ronment. Some security risks of SDN integration into 
the IoT environment have been defined and provide a 
distributed control plan solution as one of the effective 
solutions to protect the network, both from external at-
tacks and from internal attacks [13].

Authors of the paper “Security improvement in IoT 
based on Software Defined Networking (SDN)” [14] in 
the service of improving security, and due to the fact 
that not all IoT sensors can be SDN eligible, introduces 
the term IoT agents and IoT controllers who need to 
connect SDN-incompatible resources with IoT devices 
that they did.

The paper “An approach to adding a simple interface 
as a security gateway architecture for IoT device” [15] 
provides an interface that deliver security to the IoT en-
vironment without overloading end IoT resources, and 
this solution provides security that is compatible with 
remote Internet services. 

The popularity of SDN and IoT technologies, as well 
as their mutual integration, is growing, which indicates 

the commitment of the scientific and professional com-
munity to provide new directions for the development 
of these technologies [16].

4. POSSIBILITY OF IMPROVING RESULTS IN 
IOT RESEARCH

Based on the previously shown research, there is no 
doubt that SDN completely provides a new approach in 
the development of IoT environment, which enhances 
research in various areas such as improving security as-
pects, performance measuring, development of network 
applications, etc. This paper aims to provide an over-
view of some directions in which the development and 
improvement of the IoT environment in line with SDN 
potentials can take place.

IoT devices as well as IoT network are applied on the 
southbound interface of SDN architecture. According 
to the Figure 2, IoT device can be connected directly 
to the SDN Controller or using a Forwarding device. 
Depending on the network topology but also the specific 
requirements of IoT communication, SDN can be con-
figured to meet all needs in order to provide network 
services through network applications that are applied 
to the northbound interface [17]. 

 

Figure 1: SDN model adapted to IoT environment 
Figure 2 - SDN model adapted to IoT environment
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4.1. PROGRAMMABILITY

Compared to traditional networks, SDN can be pro-
grammed at all levels: Data Plane, Control Plane and at 
the level of network applications [18]. Many network 
models are analyzed on “bottom-up” principle, starting 
from the physical to the application level.  Within the 
Infra project, the Open Network Foundation communi-
ty has developed the P4 - Programming Protocol-inde-
pendent Packet Processors is an open source, domain-
specific programming language for network devices, 
specifying how data plane devices (switches, routers, 
NICs, filters, etc.) process packets [19]. XDP (eXpress 
Data Path) is designed for users who want programma-
bility as well as performance. XDP allows users to write 
a C-like packet processing program and loads into the 
device driver's receiving queue. It is more performance 
compared to P4 and adapted to the new upcoming 6G 
networks, but has a less intuitive programming language 
as show in paper work [20]. The difference between the 
two technologies is quite significant, with XDP clearly in 
favour. If there is a plan to implement light forwarding 
devices that can be part of the IoT environment then 
this fact should be taken into consideration. The conclu-
sion that can be drawn from this part is that it is possible 
to create and form flow tables on devices operating at 
the Data Plane level,  using one of these two program-
ming languages to meet the specific need with a detailed 
flow of data and all in order to provide communications 
between two or more IoT entities. One of possible for-
warding device block diagram with flow tables and IoT 
sensors are given in Figure 3.

The SDN Controller serves as an aid to dynamically 
populate forwarding tables with precisely defined rules. 
Also, development of SDN Control Plane, ie. SDN Con-
troller, means the development of a service for distrib-
uted management of forwarding devices, a service for 
accepting network applications, but also a service for 
clustering the SDN controllers themselves. In accord-
ance with the SDN network model, different types of 
OpenFlow, PCEP, etc. protocols can be developed on 
the southbound interface. While on the northbound 
side, API or REST / HTTP services are most often 
developed. On the controller it is possible to develop 
monitoring services for devices, topology, and service 
discovery mechanism; a path computation system; and 
potentially other network-centric or resource-centric 
information services. The conclusion that can be seen 
here is that the SDN controller can be considered as 
a network operating system that can be upgraded in 
accordance with the applicable rules of upgrading and 
currently up-to-date computer operating systems. In the 
IoT service, the SDN controller is considered to be the 
data flow editor in the IoT network. A possible but not 
final model of the SDN controller in the IoT environ-
ment is given in the Figure 4.

The development of network applications, given the 
existence of the northbound interface, should allow de-
velopers to create their own protocols without knowing 
the technology of SDN control and forwarding devices. 
This allows developers to write applications or entire 
app-systems in any programming language (Python, 
JAVA, C++, etc...) that will communicate with the SDN 
controller via the API/HTTP or any other northbound 

Figure 3 - Overview of Data Plane model of Forwarding device and Flow tables with position of IoT entities
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interfaces that are developed for specific communica-
tion. There are a lot SDN applications that can bi as-
sociated to IoT environment including monitoring and 
measurement, security, cloud, big data, wireless etc.. 
[21]. Therefore, researchers are given the opportunity 
to, using any programming language, independently de-
velop potential algorithms that will solve current prob-
lems that occur in IoT environments. 

This subsection more closely determines the position 
of the IoT entity in relation to SDN components, shows 
the direction of development of each layer of the SDN 
model and how it is possible to improve communication 
between SDN entities and the rest of the network.

4.2. SECURITY

Some authors have shown how it is possible to inte-
grate a blockchain architecture to protect IoT networks 
whether it is a centralized or distributed network system 
[22][23]. This works describes how to deploy security 
measures, including threat prevention, data protection, 
and access control, and mitigate network attacks such 
as cache poising/ARP spoofing, DDoS/DoS attacks, and 
detect security threats.

Since the most SDN controllers are OpenSource, 
a number of firewall policies or IPS / IDS systems can 
be integrated with the controller itself to block or iden-
tify malicious traffic. Some authors explain that for the 
purposes of SDN, IDS / IPS functionality is provided 
through external systems, such as Suricata [24]. This 
allows the implementation of various security services: 
Firewall, network scan detection, abnormal traffic detec-
tion, intrusion detection, intrusion prevention. 

Figure 4 - Overview of SDN Controller block model for IoT environment 
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Figure 5 - Overview of possible security improvement

In accordance with the previously proven security 
improvements of the IoT environment, the following 
Figure 5 shows the directions in the development of 
security solutions at all levels of the SDN model or their 
integration with all layers of this model.

In conclusion, the fact that the SDN platform is ex-
tremely suitable for further development of security pro-
tocols in the IoT environment as well as relatively simple 
integration with external security solutions.

Given all the facts presented so far, it can be conclud-
ed that the SDN platform is largely suitable for the IoT 
environment. All the specific requirements of specific 
IoT communication can be realized through the devel-
opment of applications at all levels of the SDN network 
model.

5. CONCLUSION

This paper provides an overview of current re-
searches on the topic of IoT and SDN integration. The 
systematization of the material is based on the available 
open source SDN solutions that are most often used in 
research. Parameters such as network  programmability 
and security that are important for the IoT environment 
were evaluated. It has been shown that in most cases 
the SDN architecture provides better opportunities in 
IoT communication, gives developers the freedom to 
develop their own applications, provides better control 
over system behavior as better security solutions. The 
paper also showed possible software and security points 
in the development of SDN architecture in service of 
IoT needs.

In the time to come, SDN will become a technology 
that will be much more responsive, fully automated and 
highly secure, as well as one of possible directions for 
improving IoT services by SDN technology.
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