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Abstract: 
In this study, we review digital watermarking techniques used for protection 
of biometrical data in authentication services based on biometry. In addi-
tion to the development of protection biometrical templates, there has been 
a breakthrough in additional privacy protection within biometrical systems 
that perform authentication without preserving biometry in their databases. 
We begin with theoretical foundations of digital watermark and biometry 
and then review current research advances in this area, which combine the 
two technologies and thus create a new ground for exploration better known 
as biometrical watermarking.
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1.  INTRODUCTION 

Using biometric authentication has recently increased due to the 
easy access to the Internet and the risk of misuse. Biometric is beginning 
to replace traditional authentication methods because of the quality of 
biometric data. Many organizations are using biometric data to protect 
individuals from identity thefts.

Biometric samples may be compromised despite being stored in data-
bases. Biometrics cannot ensure authenticity or guarantee rejection because 
it may be copied or counterfeited. If the biometric data are stolen or modi-
fied, they are forever lost. Hence, the security and integrity of biometrics 
data represent a challenge. In order to increase safety and improve system 
performance, various types of authentication should be combined.

Techniques based on steganography are suitable for transferring the 
critical biometric data from the user to the server thus reducing the pos-
sibility of illegal changes to biometric data. After enrolment, encryption 
is applied on a biometric sample, which is then decrypted during the 
authentication by using a secret key. Encryption provides security until 
the data are decrypted.
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2.  RELATED WORK

If a verification system guarantees that the biometric 
data at the moment of entry originates from a legitimate 
user, the biometric system will function properly [1]. 
Biometric watermarking helps increase safety of authen-
tication systems. Watermarks provide security after the 
data have been decrypted. Biometric data embedded into 
the  decoded  data host may be recovered only by using 
the secret key [2].

In order to protect its integrity, information is hidden 
in the host data image by using a watermarking tech-
nique. There are various watermarking techniques for 
embedding data into the image. They may be divided into 
spatial domain techniques [3], [4] and frequency domain 
techniques [1], [5], [6], [7]. Although techniques in the 
spatial domain have the lowest complexity and large load 
capacity, they cannot withstand attacks such as image 
processing and low-pass filtering [8].

Biometric watermarking techniques increase security. 
Jain et al. [9] proposed using a secret key for embedding 
a bit sequence of eigenface coefficients into randomly 
selected pixels of fingerprint image by using a blind water-
mark technique. Jain and Uludag [10] applied steganog-
raphy technique for hiding the minutiae data within the 
data bearer that are unrelated to the original fingerprint 
image. Information was hidden in three types of images: 
fingerprint, facial, and arbitrary image. Authors hid ei-
genface coefficients within the fingerprint image. The 
results have shown that 100% of the minutiae points were 
recovered thus proving that the watermarked fingerprint 
image does not degrade performance. Moon et al. [11] 
proposed several watermarking techniques to increase 
safety of biometric system by using a fingerprint and a 
face image. Superior verification accuracy was achieved by 
embedding fingerprint features into a face image, which 
is not the case when facial features were embedded into 
a fingerprint image.

A watermark and cryptography technique based on 
block- wise image for embedding a fingerprint template 
into a facial image that preserves the image quality, was 
introduced by Komninos and Dimitriou [12] while Park 
et al. [13] proposed using robust embedding of iris tem-
plate into a face image. Vatsa et al. [14] combined discrete 
wavelet transform (DWT) and the least significant bit 
(LSB) methods for watermarking biometrics. Watermark-
ing technique based on the DWT method is robust to 
frequency attacks but vulnerable to geometric attacks. 
In contrast, the watermarks based on LSB algorithms are 
robust to geometric attacks but they are more vulnerable 

to frequency attacks. Authors have shown that the com-
bined algorithm works better than separate techniques. 
Acting together, DWT and LSB enhance encryption and 
decryption in the case of frequency and geometric attacks.

Embedded voice features into an iris image were used 
by Bartlow et al. [15]. Instead of randomly choosing 
points within the image, voice feature descriptors were 
hidden inside a segmented iris. Results have shown that 
introduction  of voice feature descriptors does not signifi-
cantly interfere with the quality of iris image or matching 
performance. For improving biometrics data integrity, 
authors have proposed usage Public Key Infrastructure 
(PKI), which provided non- repudiation of origin and 
data integrity through cryptography.

Low et al. [16] applied the discrete random trans-
form (DRT) and principal component analysis (PCA) 
for decomposing a signature into binary bit strings. Three 
methods of embedding and extraction are compared to 
determine robustness and strength against JPEG com-
pression: LSB, CDMA spread spectrum in the spatial do-
main, and CDMA spread spectrum in the DWT domain. 
Performance of these methods was tested by the human 
visual perception, peak signal to noise ratio (PSNR), 
and the distortion rate (normalized Hamming distance). 
Results indicated that the LSB method is highly fragile 
to JPEG compression despite having the simplest access 
to biometric watermarks. The CDMA spread spectrum 
in DWT domain is complicated while being much more 
resistant to JPEG compression.

Rajibul et al. [17] embedded encrypted palmprint 
template into a fingerprint image by using a key extracted 
from palmprint while Ma et al. [18] proposed a block 
pyramid scheme based on an adaptive watermarking 
quantization for embedding fingerprint minutiae into a 
face image. Watermark’s numeric bits with higher prior-
ity and embedding strength are embedded into an upper 
level of the pyramid by using the first order statistics (the 
Quantization Index Modulation (QIM) method).

A scheme for the iris pattern protection by combining 
cryptography and watermarking techniques was pre-
sented by Fouad et al. [19]. An iris image was protected 
with a key and embedded into a cover image by using the 
LSB and DWT techniques. The embedding location is 
defined by a second key. Both keys (iris and embedded) 
are necessary in the process of iris extraction.

The Cox’s algorithm for embedding watermark into 
a face image was applied by Isa and Aljareh [20]. In the 
identification process, a face image was used for the user-
name while a watermark was used as a password for the 
authentication. A disadvantage of the scheme is that it 
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requires the original image during the watermarking 
detection process.

In order to obtain an eigenvector, Majumder et al. 
[21] applied a biometric watermark by using the DWT 
method and singular value decomposition (SVD) of the 
host image. Iris features were extracted by using the dis-
crete cosine transform (DCT) technique and embedded 
into the eigenvector. A disadvantage of this approach is 
the inability to change the algorithm used for extracting 
iris features.

Paunwala and Patnaik [22] embedded fingerprint 
and iris features into a cover image that is divided into 
blocks. Each block is transformed into a two-dimensional 
DCT and classified into blocks with or without edges. 
Biometric features were embedded into low frequency 
coefficients of the 8 x 8 DCT block while removing the 
block with edges.

3.  DISADVANTAGES OF BIOMETRICAL 
SYSTEMS 

Development  and  application  of  biometric  sys-
tem revealed deficiencies that may be divided into two 
categories: The first category is related to poor privacy 
protection  of  biometric data. If cryptographic keys are 
compromised, biometric data will be lost in spite of the 
encrypted biometric pattern. The second category deals 
with the system security [23]. Biometric patterns are 
not always encrypted. For example, decrypted biometric 
data are used in the authentication process (checking the 
degree of matching between two biometric patterns) [24].

Determining the authenticity of the original biometric 
data is also an issue especially when  sensors, feature ex-
tractors, and template generators are not integrated. Given 
that the traditional methods for data authentication (hash 
functions or message authentication) are very sensitive 
to every input bit of data, they cannot be applied [25]. 
Information carried by the biometric image is retained 
even if data undergo the content preserving operations 
(compression and quality improvement).

A compromise between robustness and security makes 
a system vulnerable to numerous threats. During a transfer 
of biometric data from the sensors to the decision-making 
module, there is a risk of various types of attacks such as 
spoofing, masquerade attack, eavesdropping, replay attack, 
recorded data insertion, remaking, tampering, Trojan horse 
insertion, data interception, substitution attack, or overrid-
ing yes/no responses [26]. A generic scheme of potential 
attacks on a biometric system is shown in Fig.1.

Fig. 1. Examples of possible attacks on  a biometric 
identification system  [27]

Digital watermarking offers the best solution. Water-
marking is becoming a prominent security tool that has 
been successfully applied to many applications in order 
to protect the original multimedia data such as copyright 
protection and content authentication. Secret information 
is embedded into a host image by using a robust water-
marking method so that the watermark content could be 
recovered even after experiencing a moderate distortion.

4.  BIOMETRIC WATERMARKING

Biometric watermark is an invisible digital watermark 
embedded into a cover image that may be easily recov-
ered by using software tools. The embedding location  of  
biometric data is defined by a secret key thus preventing 
the possibility of biometric data misuse. The invisible 
watermark should be robust to various signal processing 
techniques and should be recoverable from the modified 
image. Furthermore, invisible watermarking technique 
should be applied within the legal framework, together 
with the location security and encryption.

Jain et al. [10] proposed the watermarking technique 
as an additional defense for biometric systems. Using the 
watermark may effectively improve the safety and reli-
ability of biometric systems [25]. Listed are advantages 
of biometric watermarks:

 ◆ Invisibly hidden into host data, a watermark may 
be used as authentic token in forensics for safe-
keeping. In case of interception of biometric data, 
it may provide a mechanism for monitoring in 
order to identify the origin of the data.

 ◆ Watermarked information is connected to a host 
data and hence it does not require an additional 
storage or transfer of resources. Furthermore, 
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verification “on the spot” does not require privi-
leges for accessing biometric or watermark da-
tabases.

 ◆ Watermarks do not affect other security tools. 
Hence, cryptographic operations or techniques 
for template protection may be applied on water-
mark data or watermarked host data.

Application of Visual Cryptography and Transforma-
tion Methods

Visual cryptography and DWT methods have been 
applied in order to hide an iris image [28] that was embed-
ded into a cover image divided into four parts by using 
the DWT method and was then compressed. The three-
least-significant-bit technique was applied for embedding 
the secret message.

Results have shown that application of these methods 
protects the iris and the secret message from the identity 
theft. Good results have been achieved by combining the 
DWT method and the Haar filter. Compared to the origi-
nal iris image, the resulting image has a reduced number 
of pixels while preserving the image quality.

Good quality of iris and cover images with reduced 
required range may be achieved by decomposing the iris 
image into two levels by using the DWT method without 
final compression of the watermarked image. By using 
the three- least-significant-bit method in the embedding 
process, the size of the secret message increases while the 
quality of the iris image remains unchanged.

Application of the Robust Watermarking Algorithm 
Based on DCT

The middle band coefficient exchange (MBCE) meth-
od was presented by Zhao and Koch [29]. Later, Hsu and 
Wu [30] applied the DCT method for embedding the mid-
dle band coefficients. The algorithm encrypts one bit of 
the binary watermark object into an 8 x 8 sub block of the 
host image so that the difference between the two middle 
band coefficients is positive if the encrypted value is 1. 
Otherwise, the two middle band coefficients will change.

The image is divided into three frequency bands by 
using a watermarking technique in the DCT domain, as 
shown in Fig. 2, which made it easier to embed water-
mark information into a specific frequency range [31]. 
The 8 x 8 block is taken after the DCT has been applied 
to the image.

Fig. 2.  Frequency regions in the 8 x 8 DCT block [34]

The low frequency range FL bears the most important 
part of the visual image while the high frequency range FH 
is vulnerable to noise attacks and to removal under lossy 
compression. The most preferred range for the embedding 
watermark information is a medium frequencies range 
FM because it does not affect important parts of the visual 
image. The high frequency components FH are not overly 
exposed to removal if they were target of attacks [32].

Two locations from DCT blocks (DCT(U1;V1)  and 
DCT(U2;V2)) are chosen for the middle frequency band FM 
for comparison. After the watermarked text has been con-
verted into a binary image, the pixel values are checked. If 
the relative size of each coefficient does not agree with a 
bit that has to be encrypted, the coefficients are replaced. 
If the value of the pixels in the binary text is 1, the DCT 
coefficient is replaced so that DCT(U1;V1) > DCT(U2;V2). If 
the value is 0, the coefficient is replaced so that DCT(U1;V1) 

< DCT(U2;V2). This scheme hides watermarked data so that 
it interprets 0 and 1 with relative values of two fixed loca-
tions (DCT(U1;V1) and DCT(U2;V2)) in the middle frequency 
range FM instead of inserting any data. This kind of coef-
ficient replacement does not significantly affect water-
marked image because the DCT middle range frequency 
coefficients have similar magnitudes [29], [33]. In the 
image extraction process, the 8 x 8 DCT image is taken 
again so that 1 will be decoded if DCT(U1;V1) > DCT(U2;V2) 

and 0 will be decoded if DCT(U1;V1) < DCT(U2;V2). In this 
manner, the watermark has been created.

If only one pair of coefficients is used for hiding the 
watermark data, an attacker may analyze several copies 
of the watermarked images in order to predict location of 
coefficients and destroy them. Abdullah et al. [34] solved 
this problem by choosing three pairs of middle range fre-
quency coefficients thus increasing redundancy and robust-
ness of the scheme to various attacks. Authors have pro-
posed adding a constant k so that DCT(U1;V1) - DCT(U2;V2) < k  
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in order to increase robustness of the watermark algo-
rithm. The strength of the watermark will increase by 
choosing the value of k. Increasing k will degrade the 
image but will reduce the error probability in the detec-
tion phase. Choosing k = 15 proved to be the best value 
for the perception versus robustness.

A good watermarking algorithm should be impercep-
tible  to the user and should not significantly affect the 
matching performance of a biometric system. It should 
also reliably detect embedded information even if a wa-
termarked image is degraded.

One bit of the watermark text will be hidden in each 8 
x 8 block of the image. A one-dimensional string of zeros 
and ones is taken as the watermark object. An image of 
the watermarked text carries user’s information (name, 
ID, and date of birth). The difference between the origi-
nal and watermarked image, shown in Fig. 3, cannot be 
seen without applying image processing techniques. The 
average value of the peak signal to noise ratio (PSNR) 
between the original image and the watermarked image 
is 37.69 while the average value of the bit error rate (BER) 
is 0.257%. The average value of the PSNR for the extracted 
watermarked text is 84.25 while the BER is 0.0244%.

Fig. 3.  Perceptibility of the watermarked image [34]

The original image is not required for the watermark 
extraction. Furthermore, the integrity of the biometric 
features may be verified from the extracted text. This 
watermarking method is highly beneficial for a biometric 
system. For instance, biometric features and user’s infor-
mation are mostly stored in an independent database. The 
watermark integrates biometric features with personal 
information into a file, which allows the simultaneous 
storage and extraction of data. This method is easily ap-
plicable to all biometric images and does not significantly 
affect quality of the iris image or performance of the 

biometric matching. Furthermore, it is robust to JPEG 
compression, filtering, and noise.

Watermarked Biometric Based on Singular Value  
Decomposition and DCT Methods

Lu et al. [35] proposed a scheme that in order to in-
crease the security focuses more on iris identification 
rather than on the digital watermarking. DCT is ap-
plied on the iris pattern and the obtained value is then 
encrypted into the Bose– Chaudhuri–Hocquenghem 
(BCH) code for error control. The host image is divided 
into four equal blocks. The BCH code is embedded into 
the singular value of each coefficient of the host image by 
using the key that is obtained by using the DCT method. 
After the DCT coefficients of the host image are altered 
with the watermark, the inverse cosine transform (IDCT) 
is applied on the image as shown in Fig. 4. The watermark 
strength depends of the employed key. The results show 
that the proposed method may effectively extract the 
watermark.

Fig. 4.  Process of the watermark embedding into the 
host image [35]

Applications of the Watermark and Steganography for 
Multimodal Biometric Data Security

Whitelam et al. [36] proposed a multilayer structure 
by combining the watermarking and the steganography 
techniques in order to increase security of the multimodal 
biometric data. The amplitude modulation [37], which 
repeatedly embeds information into the spatial domain 
of the image, was used for the watermarking encryption 
and the steganographic image. The method is widely used 
in signal processing for telecommunications.

The eigenface coefficients were converted into a 
continuous sequence of bits and then embedded into 
a fingerprint image by using an encryption technique 
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specifically designed for biometric watermarks. By using 
steganographic techniques, obtained watermarked data 
(fingerprint and face) were hidden into an arbitrary host 
image that was not essential for biometrics or forensics. 
Examples are shown in Fig. 5.

Fig. 5. Images used for watermarking and steganogra-
phy: (a) face image, (b) fingerprint image, and (c) the 

host image [36]

Watermarked image of a fingerprint and a face was 
converted into a binary string. The maximum pixel inten-
sity is then used to determine the number of bits required 
for steganography. The place of embedding is randomly 
determined from all three-color channels of the host 
image. This method provides additional security to the 
user in the case of compromised data by taking into ac-
count that there is no indication that the biometric data 
are present.

For example, in order to access a protected resource, 
Alice sends a request to Bob. Alice provides her authen-
tication data (fingerprint and facial characteristics). The 
eigenface characteristics were embedded into the fin-
gerprint image by using Bob’s public key for getting a 
watermarking location. By using the same key, the wa-
termarked fingerprint image may be embedded into a 
cover image. Additional security for the biometric data 
was provided through a public key infrastructure (PKI) by 
using RSA encryption as well as Alice’s private and Bob’s 
public keys. The data will then be stored into a central 
database or in a secured token. The difference between 
the original and watermarked image is shown in Fig. 6. 

Fig. 6. The original (a) and the watermarked image with 
the fingerprint as a watermark (b)

In the decryption process, Bob decrypts the steganog-
raphy image by using his private key and Alice’s public 
key. The fingerprint image and eigenface characteristics 
may be extracted by using the Bob’s private key for get-
ting the watermarking location. The extracted fingerprint 
image and eigenface characteristics may be used for data 
authentication.

The security of the multimodal verification system 
may be increased by using the eigenface characteristics 
and the fingerprint. At the end of the process, the system 
will be secured with the multiple layer authentication 
(cryptography, watermark, steganography, and multi-
modal biometric verification). Cryptography provides a 
data integrity while the public key infrastructure provides 
a non-repudiation of origin. Unlike cryptography, the 
watermarking and steganography techniques enable the 
special layers for monitoring since the decoded image 
has the watermark that reveals the origin of the image.

Multimodal Two-Step Authentication Based on Wavelet 
Quantization Watermarking

Ma et al. [38] proposed a watermarking method based 
on a two-stage authentication in order to increase the 
safety and reliability of biometric systems shown in Fig. 
7. The face features are embedded into the fingerprint 
image during the data collection process. The authen-
ticity of the entered data is determined by checking the 
validity of the extracted watermark. The system executes 
the next authentication phase only if data are authentic. 
The watermarked face image then serves as additional 
information in order to facilitate biometric authentication.

The authenticity of data is verified by checking the 
validity of the extracted watermark. This increases the 
robustness of the system to malicious attacks such as 
tampering and forgery. As with conventional watermarks, 
template classification (of watermark) instead of search-
ing the database may be applied for reliable verification. 
The presence of the watermark may be inferred by a 
detector that compares the extracted template with all 
watermarked samples in the database in order to find the 
sample with the highest matching. However, due to the 
presence of noise, it is unlikely that extracted watermark 
will be identical to the original. Furthermore, the face 
watermark is an extremely sampled image and poses a 
major challenge for identification. As a solution to the 
problem of recognizing the watermark, authors applied 
the sparse representation based classification (SRC) that 
produced good results when combined with a detector.
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Fig. 7. Diagram of the watermark embedding based on 
a two-stage biometric authentication [38]

5.  CONCLUSION

In this paper, we provided a detailed overview of the 
biometric watermarking techniques and the current state 
of the art in this field. We also presented several solutions 
that employ steganographic and cryptographic techniques 
in order to protect the biometric data.

Vulnerability of the biometric data is addresses by us-
ing a digital watermark, which serves as an authentication 
token. Hence, the authentication will fail if the watermark  
is damaged or absent. Increasing the watermark capacity 
for use in extensive identification of information reduces 
the robustness of the watermark. System security increases 
by combining various cryptographic and steganographic 
techniques.

Applying techniques for pattern protection of the em-
bedded data guarantees security and prevents counterfeit-
ing of the watermarked image. Employing a secret key for 
randomly selecting embedding position of the watermark 
or encrypting a watermark sequences before embedding, 
makes the watermarking data safe from unauthorized 
extraction. Even if able to identify the algorithm for ex-
traction, an attacker is unable to obtain the watermark 
data because they are additionally protected with a secret 
key. Therefore, procedures used to maintain the secrecy 
of the key are very important as well as is replacing of 
compromised keys.
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