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THE INTERNET AND DEVELOPMENT PERSPECTIVES

Abstract: 
Aside from being a typical place for everyday activities and social commu-
nication, social networks are a unique place where various types of social 
behaviour and interactions can be observed. The majority of social network 
users leave a lot of their personal data on their social network accounts as 
they believe that they will be visible only to their friends and good-willed 
users, i.e. that they will not be misused or perverted. Unfortunately, misuses 
of personal data collected by social networking sites are far from being rare. 
Violation of the right to privacy most often occurs on the most popular social 
networking sites with the highest number of registered users. The Law on 
Personal Data Protection of the Republic of Serbia sets out the requirements 
for personal data collection and processing, as well as the limits for such 
data collection and database creation, the mechanisms aimed to maintain 
security of the collected data and the issue of data keeping surveillance. The 
authors shall attempt to determine whether this law applies to personal data 
collection on the Internet and whether it can ensure adequate and efficient 
legal protection of users.
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1.	 INTRODUCTION

The right to privacy is one of the basic human rights. It is both an 
international and constitutional right of public and civil law significance, 
affecting everyone (erga omnes) and providing people with protection 
against disturbances coming from the state authorities and other peo-
ple. Unlike publicity, privacy entails confidentiality and non-disturbance. 
It applies to an individual’s private life which should justifiably involve 
peace and tranquillity, as well as undisturbed intimacy. [1] The right to 
privacy gives an individual a chance to selectively present himself/herself 
to the world up to the desired level. [2] 

The Law on Personal Data Protection (hereinafter referred to as: the 
Law) [3] sets out the requirements for personal data collection and pro-
cessing, the rights and protection of the rights of persons whose data is 
being collected and processed, limitations to personal data protection, 
proceedings before the authority responsible for data protection, data 
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security, data filing, data transfers outside the Republic 
of Serbia and enforcement of this Law (Art. 1). Does this 
Law apply to the personal data collection on the Internet, 
especially on social networking sites, and can it ensure 
legal protection to the users? Social networks very often 
share the personal data of their users with different com-
panies, most often with the companies involved in mar-
keting and advertising, supplying them with their users’ 
personal data together with their interests, thus invading 
their personal rights and violating their privacy. [4]

2.	 PERSONAL DATA AND RIGHT TO PRIVACY

The use of information and communication tech-
nologies has infiltrated into all spheres of human life, 
work, entertainment and numerous other private and 
business activities, so that almost everything in the soci-
ety has become available online, from signing contracts 
to committing crime. By the help of the Internet and 
other accompanying technologies our society undergoes 
transformation in three specific areas: privacy, freedom 
of expression and free flow of information. The social 
changes in the modern society arising from the infor-
mation and communication technologies of the 1970’s 
brought an entirely new phenomenon into limelight 
– the information society. Information has become an 
important element of the freedom and right to spread 
information which largely depends on the actual lawful-
ness and ability to manage data collections. In the mod-
ern information society, technological advancement 
enables processing, keeping, accessing and transferring 
information in any form regardless of the distance, time 
and quantity. 

In the previous period, virtual space was full of in-
teresting and useful information, but the instruments to 
make that space interactive and to actively participate 
in data creation were very limited. Nowadays, social 
networks serve as a means to connect people across the 
planet. Aside from the advantages of the Internet and 
social networking, there is a growing evidence of mis-
uses of virtual space. One of the issues arising in con-
nection with computer misuse is the issue of protection 
of each individual’s personal right – the right to pri-
vacy. Certain groups of people are particularly exposed 
to computer misuse of privacy. These are the people 
who have already enabled collection of a considerable 
amount of their personal data through their frequent 
use of certain social services, or the people with deviant 
or criminal behaviour. 

Personal assets such as life, freedom, name, honour 
and reputation used to be regarded as an inseparable 
part of one’s personality. Personality rights also include 
the right to privacy which protects one’s personal data 
and records connected with one’s private life from pub-
lic disclosure. In its original sense, privacy embodies 
one’s wish not to be disturbed. [5] Privacy in electronic 
communications (involving collecting, processing and 
sharing the user’s information with third persons) can 
be understood as the right not to be systematically ob-
served and not to have one’s activities or personal data 
recorded, i.e. as a right of individuals to personally de-
cide on issues like when, how and to what degree the 
information on the accounts should and could be made 
available to others, while some authors [6] define pri-
vacy as a complex concept that encompasses personal 
autonomy, democratic participation, managing of one’s 
own identity and social coordination. At the heart of this 
multidimensional entity there is a wish to keep one’s 
personal data for oneself so that other people cannot 
access them.

In the context of social networking, privacy and per-
sonal information include all the data entered by a per-
son in his/her profile, such as pictures, comments, data 
on their whereabouts, socializing and the like. [7] Some 
of the reasons for voluntary disclosure of personal data 
that some authors have recognized include one’s need 
for attention, disinterest or a loose attitude regarding 
one’s own or other people’s privacy, incomplete pres-
entation of information, trust in the safety of data on 
social networking sites, as well as trust in one’s network 
friends. [8]

Speaking about the right to privacy, it should be em-
phasized that the rights observed as opposite from this 
right include the right to be informed and the right to 
access information that should not jeopardize the right 
to privacy. Legal regulation of these two rights should 
lead to their balanced and non-opposing quality. In cer-
tain cases, there is a legitimate interest of the public into 
gaining an insight into certain information, as well as 
the citizens’ right to be „left alone“, i.e. to make the data 
on themselves inaccessible to the public. In such cases, it 
is necessary to make an estimate as to which of the prin-
ciples should be given priority, but in a way that would 
affirm the other principle to the highest possible degree.

The growing popularity of social networking sites 
has led to more extensive debates regarding privacy 
protection. Spokeo is not a classical social network, but 
rather a search engine for connecting people based on 
the data collected by aggregation. Namely, the website 
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contains information regarding the age, relationship 
status, income, data on close family members, as well 
as addresses of the registered users. Such information is 
collected from the data already existing on the Net, as 
entered by the social networks’ users, but the site does 
not guarantee the data accuracy. [9]

The most frequent ways of disrespecting personal 
data on the Internet include unauthorised access, col-
lecting and processing of users’ data, abuse of collected 
data and interception of distributed data.

3.	 LAW ON PERSONAL DATA PROTECTION 

In terms of Article 3 of the Law, personal data means 
any information relating to a natural person, regard-
less of the form of its presentation or the medium used 
(paper, tape, film, electronic media etc.), regardless of 
whose order, on whose behalf or for whose account such 
information is stored, regardless of the date of its crea-
tion or the place of its storage, regardless of the way in 
which such information is learned (directly, by listen-
ing, watching etc., or indirectly, by accessing a document 
containing the information etc.) and regardless of any 
other characteristic of such information.

The purpose of the Law is to enable every natural 
person to exercise and have recourse to protection of 
their right to privacy and other rights and freedoms in 
the context of personal data protection (Art. 2). Un-
der this Law, personal data protection is ensured to 
any natural person, regardless of their nationality and 
residence, race, age, gender, language, religion, political 
and other affiliations, ethnicity, social background and 
status, wealth, birth, education, social position or other 
personal characteristics. 

It is interesting that the Law does not apply to the data 
available to everyone and published in mass media and 
publications (Art. 5, par. 1, item 1), as well as to the data 
published on oneself by a person capable of taking care of 
his/her interests (Art. 5, par. 1, item 4). The above provi-
sions provide ground for a conclusion that this Law cannot 
be applied to the protection of the users of social networks 
in cases of abuse of the published personal data by a third 
person.

Nonetheless, Article 8 of the Law states that process-
ing shall not be allowed if a physical person did not give 
his/her consent to processing, if processing is carried out 
without legal authorization, if the processing method is 
inadmissible or if the purpose of processing is not clearly 
defined. Data processing means any action taken in con-

nection with data, including: collection, recording, tran-
scription, multiplication, copying, transmission, search-
ing, classification, storage, separation, crossing, merging, 
adaptation, modification, provision, use, granting access, 
disclosure, publication, dissemination, recording, organ-
izing, keeping, editing, disclosure through transmission or 
otherwise, withholding, dislocation or other actions aimed 
at rendering the data inaccessible, as well as other actions 
carried out in connection with such data, no matter is those 
actions are automated, semi-automated or otherwise per-
formed. Thus, the Law still leaves a chance for protection of 
personal data that have been published without the user’s 
explicit approval, which is fully in accordance with a ban 
set in Article 146 of the Criminal Code that sanctions un-
authorized collection of personal data.

The Law allows data collection without the consent of 
the person concerned only if such processing is necessary 
for the protection of anyone’s life, health and physical in-
tegrity, as well as in order to ensure compliance with legal 
regulations (Art. 13).

4.	 CONCLUSION

Although a great number of users of social networks 
is aware of the fact that privacy on social networking 
sites can be violated, or at least jeopardized, a huge cor-
pus of personal data keeps being accumulated on such 
sites. The existing legal regulations are not sufficiently 
„up-to-the-point“ when it comes to defining the mecha-
nisms for protecting the Internet users in general, par-
ticularly the users of social networking sites who willing-
ly leave their personal data, thus making them available 
to the millions of Internet users throughout the world. 

Each user who has an active account on any of the 
popular social networking sites must be aware that a 
danger of misusing the entered data is always present, as 
well as that he/she must „dose“ the quantity of published 
personal data and decide with whom they will share data 
in the virtual world. The best way to protect privacy of 
all Internet users is the principle of controlled disclosure 
of personal data. The users who want better protection 
of their privacy may try internet anonymity as an op-
tion that gives you a chance to use the Internet without 
giving third persons an opportunity to connect with the 
internet activities for users’ personal identification. The 
feeling of closeness that virtual space offers to its users 
can be very dangerous because, on the one side, the us-
ers are not always those they claim to be and do not 
always have good intentions. On the other hand, social 
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networks live on account of advertising companies with 
whom they share their users’ personal data in order to 
be offered their services in return. 

The protective measures that reduce the risk of mis-
use of the entered personal data are available on several 
social networks, thus reassuring the users that their data 
and personal information will not become available to 
everyone without their will and approval. Adjustment 
of one’s privacy settings is a necessary step in using any 
social network, and each user has privileges to use such 
adjustments when leaving his/her own personal infor-
mation on the Internet. 
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